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An Improved Authentication Protocol Without Trusted

Third Party

Abstract

This letter presents a secure authentication protocol which supports

both the privacy of messages and the authenticity of the communicat-

ing parties. A scheme for extending a secure authentication protocol to

improve the security of the communicating parties is also proposed.

Index Terms: Authentication, Cryptography, Security.

1 Introduction

Recently, Shieh-Yang-Sun proposed an authentication protocol without a trust-

ed third party [1]. The protocol is based on both the ID-based scheme [2, 3]

and symmetric cryptographic techniques (such as DES [4] and FEAL [5]). The

protocol proposed by them is easier to implement than other authentication

protocols.

Shieh-Yang-Sun stated that their protocol supports both the privacy of

messages and the authenticity of the communicating parties. In this letter, it

is shown that their protocol only supports the privacy of messages. The au-

thenticity of the communicating parties is not supported by their protocol. A

scheme for extending a secure authentication protocol so that the authenticity

of communicating parties will be improved is also proposed.
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2 The Drawbacks of Shieh-Yang-Sun’s Proto-

col

There are two phases in Shieh-Yang-Sun’s Protocol: the initial phase and the

authentication phase. The initial phase is completed at the key information

center for setting up the system. The main role of the key information center

is to generate public and secret information for the newly registered users.

After the initial phase, there are four parameters which are owned by user

i: n, g, f(·), and Si. Here n, g, and f(·) are public information, where n is a

product of two large prime numbers p and q, wheer gcd(3, (p− 1)(q− 1)) = 1.

g is an integer which is a primitive element in both GF (p) and GF (q). Si is a

signature of user i, computed by the following equation.

Si = EIDd
i mod n, (1)

where d is the center’s secret information which satisfies the following equation.

3 · d mod (p− 1)(q − 1) = 1. (2)

EIDi is the ith user’s extend identity (IDi), computed by the following equa-

tion.

EIDi = f(IDi) mod 2N , (3)

where f(·) denotes a one-way function and N denotes the bit length of EID.

Here Si is the secret information.

The authentication phase of Shieh-Yang-Sun’s protocol is executed between

the two communication parties to achieve mutual authentication and exchange

their common session key. If user i wishes to communicate with user j, he

generates a random number ri and computes{
Xi = g3ri mod n,
Yi = Si · Ti · g2ri mod n,

(4)
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where Ti is the current time of the system. User i sends (Xi, Yi, Ti, IDi) to user

j. Upon receipt these messages, user j checks Ti whether it was sent recently.

Then the user j checks whether the following equation holds:

Y 3
i = f(IDi) · T 3

i ·X2
i mod n. (5)

If the equation holds, then user j authenticates the message which was sent

by user i. Thereafter, user j generates a random number rj and executes the

same procedures as that of user i.

Finally, users i and j computes the session keys Kij and Kji, respectively.

Kij = Xri
j = g3rjri mod n, (6)

Kji = X
rj
i = g3rirj mod n. (7)

User i and user j thus use Kij = Kji as their common secret key.

In the subject of the paper [1], the authors showed that if a forger wants to

masquerade as user i to communicate with others, he must find two integers

X and Y satisfying Equation (5). However, we show that a forger needs not

find the two integers X and Y for satisfying Equation (5) as follows.

1. We assume that a forger intercepts four parameters: (Xi, Yi, Ti, IDi),

which is sent by user i. These parameters can be easily obtained, since

they are sent through public channels.

2. If the system’s current time is T ′i , the forger computes the following

equation:

Y ′i = Yi · (T ′i/Ti) mod n. (8)

The forger thus masquerades as user i to send (Xi, Y
′
i , T

′
i , IDi) to user j.

Upon receipt of the messages: (Xi, Y
′
i , T

′
i , IDi), user j checks whether E-

quation (5) holds. Since the following equation holds:

Y
′3
i = f(IDi) · T

′3
i ·X2

i mod n, (9)
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user j is thus cheated by the forger.

Therefore, Shieh-Yang-Sun’s protocol does not support the authenticity of

the communicating parties. Although the authors stated that the replay-attack

will not succeed, Ti will be redundant in their protocol. In fact, the security

is the same as that of Shieh-Yang-Sun’s protocol while removing Ti from their

protocol. But the protocol of removing Ti in Shieh-Yang-Sun’s protocol is

easier and faster to implement than their original protocol.

In the next section, we extend Shieh-Yang-Sun’s protocol to support both

the privacy of messages and the authenticity of communicating parties.

3 Our Improved Scheme

Shieh-Yang-Sun used the concept of timestamp to check the message legality.

Since the timestamp is linear in Equation (4), a forger can masquerade as user

i by computing Equation (8).

To enhance the authentication, we propose an extended scheme which is

modified from Shieh-Yang-Sun’s protocol. Our improved scheme is stated as

follows.

1. If user i wishes to communicate with user j. He generates a random

number ri and computes Xi and Yi as follows.
r′i = ri · Ti mod λ(n),
Xi = g3ri mod n,
Yi = Si · g2r′i mod n,

(10)

where, λ(n) = Lcm(p− 1, q − 1).

2. User i sends the following four parameters, Xi, Yi, Ti, and IDi, to user j.

3. Upon receipt (Xi, Yi, Ti, IDi), user j checks Ti whether it was sent re-

cently. Then the user j checks whether the following equation holds:

Y 3
i = f(IDi) ·X2Ti

i mod n. (11)
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If the equation holds, then user j authenticates the message which was

sent by user i. The remaining steps are the same as that of Shieh-Yang-

Sun’s protocol.

Thereafter, user j generates a random number rj and executes the same

procedures as that of user i.

The timestamp is non-linear in Equation (10), a forger who wants to mas-

querade as user i finds it difficult to solve non-linear equations. Therefore, our

extended protocol can support both the privacy of messages and the authen-

ticity of communicating parties.

4 Conclusions

It is shown here that Shieh-Yang-Sun’s protocol cannot support the authentic-

ity of the communicating parties. An extended protocol which is a slight mod-

ification of Shieh-Yang-Sun protocol is proposed. This protocol can support

both the privacy of messages and the authenticity of communicating parties.

The proposed protocol not only retains all the advantages of Shieh-Yang-Sun’s,

but also enhances the security.
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