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Abstract

Remote user authentication is used to validate the legitimacy of a remote login user. Conventional user authentication
schemes are suited to solve the privacy and security problems for the single client/server architecture environment. However,
the use of computer networks and information technology has grown spectacularly. More and more network architectures are
used in multi-server environments. In this paper, we propose a new remote user authentication scheme. The scheme can be
used in multi-server environments. In our scheme, the system does not need to maintain any verification table, and the users
who have registered in the servers do not need to remember different login passwords for various servers. In addition, our
scheme can also withstand replay and modification attacks. Furthermore, it allows users to choose their passwords freely, and
a user can be removed from the system easily when the subscription expires.
© 2002 Elsevier Science B.V. All rights reserved.
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1. Introduction

In a multi-server network architecture, a network
user must prove to the servers that he/she is a legit-
imate remote login user before he/she can get any
service from the various servers. In conventional
password authentication methods, each network user
does not only need to log into various remote servers
repetitively but also needs to remember various user
IDs and passwords. Therefore, users often have to
write down their numerous IDs and passwords. This is
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insecure because these IDs and passwords may easily
leak out. Another problem in using traditional remote
login methods to authenticate a user is that the server
often uses a verification table that stores each user’s
ID and password. Therefore, the server requires extra
memory space to store the verification table.

Furthermore, the server must maintain and protect
the table from being modified by an intruder. If the
verification table can be read or altered by an in-
truder, then the intruder can also append a new ID
and password to the table. Still another problem arises
when the communication link between the terminal
and the system is insecure. An intruder can discover
a remote user’s password and replay the message to
break in the system later. Even if the password is en-
crypted during transmission[19,22], the intruder can
still replay the previously intercepted login message to
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impersonate the legitimate user. An efficient, secure
remote user authentication system must agree with the
multi-server architecture and withstand these attacks
[18].

According to the discussions here, an efficient re-
mote password authentication scheme must not only
perform the transaction correctly, but also meet the
following requirements:

• It agrees with a multi-server network architecture
without repetitive registration.

• It needs no password tables or verification tables.
• It can withstand the replay attack and guessing at-

tack [13].
• It allows a user to choose his/her ID and password

freely.

In this paper, we shall propose an efficient remote
user authentication scheme based on the simple geo-
metric properties of the Euclidean plane. This scheme
can satisfy all the requirements for authentication
just above. Before describing the proposed scheme,
we will first briefly review related works on remote
password authentication schemes. Please note that
the schemes to be reviewed have already solved the
problems of remote user authentication in single-
server network architectures. These reviewed schemes
do not yet agree with multi-server network architec-
tures. After the review, we shall propose our new re-
mote password authentication scheme for multi-server
architectures. Next, the security of our proposed
scheme will be analyzed. Finally, we shall state our
conclusions in the last section of the paper.

2. Literature review

In this section, some related works in the area of
remote password authentication schemes will be in-
troduced. A typical remote password authentication
system consists of two kinds of participants, a remote
user and a server. The server verifies the password of
the login user and provides service for a legitimate lo-
gin user. Typically, a remote user authentication pro-
tocol consists of three phases: (1) registration phase,
(2) login phase and (3) server authentication phase. A
new user must first register with the server. After reg-
istration and authorization, the user can login to the
server for service.

The original concept of password authentication
schemes is based on one-way hash functions[8,12,
15,20,21,26]. In these schemes, the problems of im-
personation and modification arise. An intruder can
modify the passwords stored in the verification table.
These schemes cannot withstand a replay attack. In
1981, a new remote password authentication scheme
was proposed by Lamport[17]. His scheme can with-
stand the replay attack, but not the modification attack.
Lamport’s scheme requires a password table, stored in
the computer system, which could be modified by an
intruder. To solve the problems, Horng[9] and Jan and
Chen[16] proposed a password authentication scheme
without verification tables or password tables.

Another interactive password authentication sche-
me, based on public-key cryptography, such as the
Diffie–Hellman cryptosystem[6] and RSA cryptosys-
tem [23], was proposed by Singh[25]. This scheme
can withstand the replay attack, but it requires multiple
communications between the user and the computer
system. In[14], Hwang et al. proposed an authenti-
cation scheme using a smart card. Their scheme was
based on Shamir’s ID-based signature scheme[24].
One year later, Chang and Wu[5] proposed a similar
scheme also with a smart card based on the Chinese
remainder theorem (CRT). Unfortunately, that scheme
was vulnerable and was in fact broken by Chang and
Laih [3]. In their scheme, each user holds a smart
card in which the information could be read easily.
Therefore, the secret encryption keys can easily be
uncovered.

In [1], Chang et al. proposed an authentication
scheme that introduced timestamps into the authen-
tication algorithm. Although this scheme can guard
against an attack that uses the replay of an intercepted
login message, it has one major weakness. The user is
not permitted to choose his/her identity and password
freely. Similar problems also occurred in Chang and
Hwang’s scheme[2].

In 1995, Wu proposed an efficient remote login au-
thentication scheme[28], which is based on the sim-
ple geometric property of the Euclidean plane. The
primary advantage of this scheme is that users are per-
mitted to choose and change their passwords freely.
However, this scheme is vulnerable and broken in[11].
In addition, in this scheme, the authorization cannot
be easily received from a legal user, and the scheme
does not agree with a multi-server environment. Later,
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the proposed schemes in[4,27,29]also suffer from the
similar problems. Recently, Hwang[10] proposed a
new remote password authentication scheme based on
the ElGamal digital signature method[7]. This new
remote password scheme still does not agree with the
multi-server environment.

Recently, Li et al.[18] proposed a remote password
authentication scheme by using neural networks. It
agrees with the multi-server environment. However, it
spends too much time on training neural networks. In
the next section, we shall propose a new, efficient user
authentication scheme that allows password authenti-
cation in a multi-server architecture.

3. A new authentication scheme for
multi-server architecture

In this section, we shall propose an efficient remote
user authentication scheme for multi-server architec-
tures. There are three kinds of participants in our
scheme: the login users, the various servers, and a cen-
tral manager (CM). In this scheme, we assume the CM
can be trusted. The CM sets up several public and se-
cret parameters. Each legitimate user can get service
granted from the servers where he/she has registered.
The user does not need to do repetitive registrations
with various servers.

The proposed password authentication scheme can
be divided into four phases: (1) the initialization
phase, (2) the registration phase, (3) the login phase
and (4) the authentication phase. In the initialization
phase, the CM sets up and publishes some informa-
tion. To obtain each server’s secret and public keys,
in the registration phase, a new user chooses his/her
own identification name and password. In the login
phase, when a legitimate user wants to log into the
server, he/she must pass the identification. Then the
server will verify the legitimacy of the login user
in the authentication phase. The details of the pro-
posed remote password authentication scheme for
multi-server architectures are described as follows.

3.1. The initialization phase

Assume thatSm is a set of servers in a multi-server
environment, whereSm : {Ser1,Ser2, . . . ,Serm}. Ini-
tially, CM chooses two system parametersp and g,

wherep is a large prime andg is a generator of or-
derp in Z∗

p. To publishp andg, bothp andg can be
shared among the system of servers. CM then chooses
a secret keydi for each server Seri, wherei is from 1
to m. These parameters all belong to the Galois field
GF(p). Up to this point, each server Seri has a public
key ei and a secret keydi. The security comes from
the difficulty of solving the discrete logarithm prob-
lem in a finite field, which is similar to the ElGamal
scheme[7]. The steps are as follows:

(1) CM selects a large primep and a primitive number
g of GF(p).

(2) CM chooses each server’s secret keydi and cal-
culates the public keyei as follows:

ei = gdi mod(p− 1). (1)

Each server Seri has the key pair (ei, di).

3.2. The registration phase

When a new user wants to log into the multi-server
computer system, the user must register with the server
first. Assume that the new user is granted registration
only by a setSn of servers, whereSn ⊆ Sm, the reg-
istration steps are as follows:

(1) Firstly, the new user chooses his/her own identity
ID and password PW, then delivers ID and PW to
CM.

(2) Suppose thatSn is a set of servers. With which
the new user can register. CM calculates

Xi = IDei mod p, (2)

Yi = IDdi mod p, (3)

Di = eIDi mod p (4)

and

Wi = ePW
i mod p, (5)

and(Xi, Yi) is a point in the space of real numbers
for server Seri while (Di,Wi) is another point in
the space of real numbers for the new user, where
Seri ∈ Sn.

(3) According to the two points(Xi, Yi) and
(Di,Wi), CM can construct a lineLi. Here,
Li : Y = f(X) = aX + b mod p, where
a = (Wi − Yi)/(Di − Xi) mod p and b =
Yi −Xi((Wi − Yi)/(Di −Xi)) mod p.
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(4) CM randomly chooses a line LS, where LS=
g(X) = a′X + b′ mod p. According to the two
lines Li and LS, CM can obtain an intersection
point (Ki,Qi) for each server Seri ∈ Sn.

(5) Assume that the server Seri provides service for
the new user and that SPi is the service period for
each server Seri. SP includes the user’s identity
and the service expiration date. If the server does
not provide service for the new user, the service
period is 0. To sign each service period SPi, we
use ElGamal[7] digital signatures. To fulfill this,
CM first chooses a random numberki for server
Seri such thatki is relatively prime top−1. Then
CM keepski secret. Next, we calculate

ri = gki mod p. (6)

By using the extended Euclidean algorithm, we
obtainsi in the following equation:

SPi = (di × ri + ki × si) mod(p− 1). (7)

The signature of service period SPi with server
Seri is the pair (ri, si).

(6) Once the registration phase is completed by CM,
whose main role is to deliver the public parameters
{SPi, (ri, si), Ki} and LS to the registered user,
these parameters can be stored in the smart card
or other storage devices.

Fig. 1. The concept of the registration phase.

The concept of the registration phase is shown in
Fig. 1.

3.3. The login phase

In this phase, users are authorized to use multi-
ple servers once they have made their way through
the password authentication. Assume thatSn is a set
of servers that a registered user wants to log in. The
user first keys in his/her ID and password, and then
the authentication system will perform the following
steps:

(1) The system obtains a time sequenceT which is
like a timestamp from the terminal.

(2) Afterwards, the system will generate a secret ran-
dom number Rani and compute the two valuesAi
andBi as follows:

Ai = gRani mod p, Bi = eRani×T
i mod p.

(3) The valueQi can be calculated from the line LS
andKi, where LS :g(Ki) = Qi. Then the system
will calculate(Di,Wi) from Eqs. (4) and (5). Ac-
cording to the two points(Ki,Qi) and(Di,Wi),
the system can reconstruct the lineLi : f(X) = Y .

(4) Then the system will calculateZi from Li using
Bi, i.e.,Zi = f(Bi). Then, the system will send
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messageM to Seri, where messageM includes
[ID , (Ki,Qi), Zi, Ai, T,SPi, (ri, si)].

The user can also log into another registered server
at the same time.

3.4. The authentication phase

In the authentication phase, the server receives the
messageM at T ′ and performs the following tasks to
authenticate the user’s login request.

(1) The server shall check whether the time interval
betweenT andT ′ is greater than T , where T
denotes the expected legal time interval for trans-
mission delay between the login terminal and the
server Seri. If (T ′ − T) ≥  T , the messageM
might have been replayed, and the server will re-
ject the login request.

(2) Next, the server checks the correctness of ID. If
the format of ID is incorrect, the server will reject
the login request.

(3) Seri checks the validity of the service period SPi.
If the service period is overdue, the server will re-
ject the login request. Otherwise, the server checks
whether the following equation holds

e
ri
i × rsii = gSPi mod p. (8)

Fig. 2. The concept of the process of changing passwords.

If the above equation does not hold, the server
rejects the login request.

(4) Seri computes the valueBi

Bi =AdiTi mod p = (gRani )diT mod p

= eRaniT
i mod p. (9)

According to the two points(Ki,Qi) and(Bi, Zi),
Seri can reconstruct the original lineLi.

(5) Finally, the server Seri calculates the point(Xi, Yi)
following Eqs. (2) and (3). If the point is on the
line Li(f(Xi) = Yi), the server will accept the
login request; otherwise, it will reject the login
request.

3.5. To change password

In this proposed scheme, users can choose and
change their passwords freely. When a user wants to
change his or her password at server Seri, the steps
are as follows:

(1) The user should type the old password and the
new password.

(2) The system reconstructs the lineLi : f(x) = y

for the server Seri. The step is similar to step 3 as
described in the login phase.
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(3) Then we can calculate the valueYi from f(Xi),
whereXi can be calculated throughEq. (2). Ac-
cording to the new password, we obtain the new
point (Di,W ′

i ) via Eq. (5).
(4) The new lineL′

i is reconstructed by the two points
(Di,W

′
i ) and(Xi, Yi). The new intersection point

(K′
i,Q

′
i) can be obtained from the linesL′

i and LS.
(5) Finally, we update the valueKi into K′

i.

In this process, we need no connection to the
servers, i.e., we can change passwords off line. The
concept of the process is shown inFig. 2.

4. Example

In this section, we give an example to illustrate how
the proposed scheme works. We assume that there are
three servers in this example.

4.1. The initialization phase

In this phase, CM selectsp, g and calculates the key
pair(d1, e1), (d2, e2) and(d3, e3) for severs Ser1,Ser2
and Ser3 using

ei = gdi mod p, i = 1,2,3.

Fig. 3. An example in step 2 of the registration phase.

4.2. The registration phase

Assume that a new userU1 is granted to register
only from the servers Ser1 and Ser3. The concept of
registration is shown inFig. 3 and the process steps
are as follows:

(1) The new user chooses his own identity ID and
password PW, then sends the pair of (ID, PW) to
CM.

(2) CM calculates the set of two points [(X1, Y1),

(D1,W1)] for Ser1 and [(X3, Y3), (D3,W3)] for
Ser3 usingEqs. (2)–(5).

(3) According to the set of two points, CM constructs
two lines;L1 for Ser1 andL3 for Ser3.

(4) CM randomly chooses a line LS, LS :g(x) = y.
According to the linesL1, L3 and LS, CM can
obtain intersection points(K1,Q1) and(K3,Q3).

(5) The servers, Ser1 and Ser3, provide services for
the new user and recall the service period for Ser1
and Ser3 with SP1 and SP3, respectively. CM uses
ElGamal digital signatures scheme to sign each
service period. The signatures for SP1 and SP3 are
(r1, s1) and(r3, s3), respectively.

(6) CM delivers the parameters [SP1, (r1, s1),K1],
[SP3, (r3, s3),K3], and the line LS to the new
user.
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Fig. 4. The concepts of login and authentication phase.

4.3. The login phase

In this phase, we assume that a user wants to log into
the server Ser3. The login phase perform the following
steps.

(1) The user keys in his ID and password and system
obtains the time sequenceT .

(2) Then it generates a secret random number Ran3
and calculates the valuesA3 andB3 using

A3 = gRan3 mod p

and

B3 = eRan3×T
3 mod p.

Furthermore, system calculatesQ3 by using LS :
Q3 = g(K3).

(3) The system reconstructs the lineL3 from the two
points (K3,Q3) and (D3,W3). The architecture
is shown inFig. 4(a). Here, the point(D3,W3) is
calculated usingEqs. (4) and (5).

(4) Finally, system computesL3 : Z3 = f(B3)

and sends message [ID, (K3,Q3), Z3, A3, T ,
SP3, (r3, s3)] to Ser3.

4.4. The authentication phase

Assume that the server Ser3 receives the message
M at the time sequenceT ′. The server Ser3 performs
the following authentication phases.

(1) Ser3 checks whether the time interval T between
login time (T) and the server system time(T ′).

(2) Ser3 checks the correctness of ID.
(3) Verify the signature(r3, s3) with the service pe-

riod SP3 usingEq. (8). If the signature is correct,
Ser3 will check whether the service period SP3 is
overdue.

(4) Ser3 calculatesB3 as follows:

A
d3T
3 mod p= (gRan3)d3T mod p

= eRan3T
3 mod p = B3.

According to the two points(K3,Q3) and
(B3, Z3), Ser3 reconstructs the original lineL3
as shown inFig. 4(b).

(5) Ser3 then computes the point(X3, Y3) usingEqs.
(2) and (3). If the point is located on the lineL3,
then Ser3 will accept the login request of the user.

5. Security analysis

In this section the security of the proposed remote
password authentication scheme is examined.

5.1. Secrecy

In our scheme, both the secret keydi of server Seri
and the password PW of the user must be kept secret.
Furthermore, the user stores some important informa-
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tion, such as the users identity (ID), the service period
(SPi), the signature(ri, si), (Ki) and the line LS.

If di or PW leaks out, then the system will become
insecure because an intruder can reconstruct the line
Li and find the point(Xi, Yi) of the server easily,
and then he/she can impersonate the legal user. Thus,
the two parametersdi and PW must be kept secret.
Our scheme is based on the ElGamal digital signature
scheme. The security comes from the difficulty of cal-
culating discrete logarithms. Therefore, to derive the
secret keydi from Eq. (1)is difficult. In addition, only
legal users can computeWi and reconstruct the lineLi
with Seri from the two points(Ki,Qi) and(Di,Wi).
Then, they can derive the correctZi from the equation
f(Bi) = Zi. Thus, without the valid password, any il-
legal user, not knowing the point(Di,Wi), cannot re-
construct the lineLi and the secret point(Xi, Yi) of
Seri.

We have presented an example for examination in
Section 4. Although the intruder can intercept the lo-
gin request messageM, however, without the secret
parameterdi, he/she cannot obtainBi directly from
Eq. (9). Therefore, the intruder only knows the points
(K3,Q3) and the parametersX3, D3 andZ3. Obvi-
ously, the intruder does not have enough points to re-
construct the lineLi. It is difficult for the intruder to
reconstruct the lineL3 as shown inFig. 5.

Fig. 5. It is difficult to reconstruct the lineL3.

5.2. Non-forgery

Assume that an intruder wants to pretend to be
a legal user to login with the server Seri. For re-
mote access, the intruder can previously intercept a lo-
gin request including [ID, (Ki,Qi),SPi, (ri, si)]. The
intruder can also forgeA′

i, B
′
i and T ′

i easily. How-
ever, the key point is that the intruder cannot ob-
tain the lineLi; thus,Zi cannot be solved in step 4
of the login phase. Supposing the intruder attempts
to forge the valueZi and sends the login message
[ID j, (Ki,Qi), A′

i, Z
′
i, T

′
i ,SPi, (ri, si)] to the server.

Although the server can recoverBi from Eq. (9), the
server will reject the login request in step 5 of the au-
thentication phase. Therefore, the intruder cannot im-
personate a legal user, which, again, shows our scheme
can withstand the impersonation attack.

5.3. Replay resistance

To resist the replay attack, our scheme uses the
concept of timestamp. When the intruder replays
the previously intercepted login messages and wants
to masquerade as a legal user. In order to pass the
test in step 1 of the authentication phase, the in-
truder must changeT into a new timeT ∗ such that
(T ′′ − T ∗) ≤  T , whereT ′′ is the timestamp given
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at the time when the server receives the illegal lo-
gin message. OnceT is changed, the value ofBi is
changed too. However, the intruder cannot acquire
the validZi because the lineLi is secret. This is the
property of non-forgery. The intruder will fail the test
in the authentication phase. Therefore, the proposed
scheme is secure against the replay attack.

The proposed scheme detects replays of the login
message by testing(T ′ −T) ≥  T . However, this test
may come to the two undesired results as follows.
One result is that T is small and the server denies
legitimate authentication requests. This will result in a
possible network delay or the loss of clock synchro-
nization. The other is that T is large and the server
cannot resist the replay attack. Thus, it is impor-
tant here to choose an appropriate T . One of the
solutions is to use a replay detection buffer which
keeps the clock synchronization. The server can
change T according to the traffic loading and clock
synchronization.

5.4. The resistance of extending the service period

In our proposed scheme, the service period is used to
manage the legal users. When the service period is ex-
ceeded, the user must re-register for extending the ser-
vice period. Otherwise, the user will become an illegal
user. To prevent the user from illegally extending the
service period, we use the ElGamal digital signature
scheme[7]. The security of this scheme comes from
the difficulty of calculating discrete logarithms. Each
server signs for the service period usingEqs. (6) and
(7). In the authentication phase, the server first tests
the signature usingEq. (8). In case that a user wants to
extend his/her service period, that means the user has
to modify his/her SP to SP′. However, the user cannot
obtain the secret key from the server; therefore, he/she
cannot calculate the correctsi for Eq. (7), SP′

i = (di×
ri+ki×s′i)(modP−1), and forEq. (8). Obviously, the
test will be failed. Therefore, the service period can-
not be modified by any user in our proposed scheme.

6. Conclusions and discussion

In this paper, we have proposed an efficient remote
user authentication scheme. The server stores only its
key pair(ei, di), and each registered user stores the in-

formation [SPi, (ri, si),Ki], and a linear formula LS.
This scheme is constructed based on the ElGamal digi-
tal signature scheme and the simple geometric proper-
ties on the Euclidean plane. This scheme authenticates
the validity of a login user without using any verifica-
tion table or password file. The scheme uses the times-
tamp technique to work against the replay attack. It
is proven that our new scheme can withstand both the
modification attack and the replay attack. The major
breakthrough of this scheme is that it agrees not only
with multi-user networks but also with multi-server
networks. The user can log into various servers at the
same time without repetitive registrations with all the
servers. Furthermore, the system can manage user’s
privileges by using the service period. When the ser-
vice period of a user expires, the central authority will
stop the service for that user. Another advantage of
this scheme is that users can freely choose and change
their passwords off line.
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