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Abstract. In this paper, we extend the Pay-Word micro-payment scheme using the 1-dimension one-way
hash chain to generate an n-dimension one-way hash chain. According to the system requirements, a
user can flexibly choose the number of dimensions to gain the best time/space trade off. The proposed
scheme is based on an n-dimension one-way hash chain, which can improve the efficiency of deriving
the pay-words but also increase the temporary storage space. In addition, this scheme is fit for real-time
payment.
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1. Introduction

Electronic payments can make electronic commerce more prevalent if it can be
achieved efficiently and securely. However, many businesses over the Internet
usually charge for this service. The macro-payment system currently in use is not
suitable for micro-payments because the cost for macro-payment processes may
probably be higher than the value of the businesses themselves. Therefore, much
attention has been drawn to the research of micro-payments [4]. Micro-payment
is a special type of electronic payment where it is possible to make a payment
of a small amount through a computer network. Such a payment system is used
for purchases of information goods over the open network. The payment system
is also used in other electronic commerce, such as electronic auction systems [5].
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These businesses have three main characteristics: (1) customers get the information
goods or services in real time, (2) the transaction amounts are small, and (3) the
transactions occur repeatedly.

Due to these characteristics, the fundamental goals of a micro-payment system
design are high efficiency and low cost. The one-way hash function (e.g. SHA [9]
or MD5 [11]) is a simple and efficient technique that is suitable for a micro-pay-
ment system. So far, there have been many micro-payment schemes based on the
one-way hash function chain [3,10,12,13]. Similar schemes [1,8] have also been
used for micro-payments. They generalize this chain for using hash trees.

Pay-Word [12] is a famous micro-payment scheme proposed by Rivest and Sha-
mir. In the Pay-Word scheme, the customer computes a pay-word chain to pay
for merchandise. The pay-word chain is derived from a single dimension one-way
hash function. Recently, Yen et al. proposed an Internet micro-payment system [13]
based on an unbalanced one-way binary tree to improve the performance of Pay-
Word. In their scheme, the customer uses an unbalanced one-way binary tree to
generate the pay-word chain. The unbalanced one-way binary tree is a 2-dimension
one-way hash function chain that employs two different one-way hash functions. If
the chain has a length m, the scheme reduces the computational complexity from
O(m) down to O(m

1
2 ). However, the storage of temporary parameters increases

from O(1) to O(m
1
2 ).

In this paper, we shall propose a general micro-payment scheme based on an
n-dimension one-way hash function chain. The computational complexity of our
micro-payment scheme is O(m

1
n ), and the complexity of storing temporary param-

eters is O(m
n−1
n ). The user can determine the trade off and choose the right num-

ber of dimensions for her/himself. The organization of this paper is as follows: In
the next section, we will briefly review the two micro-payment schemes: Pay-Word
and micro-payments based on the unbalanced one-way binary tree. In Section 3,
we well introduce the development of a hash chain traversal protocol and pro-
pose a novel hash chain traversal protocol, called an n-dimension one-way hash
chain, that will be used to design the micro-payment scheme. Furthermore, the
n-dimensional one-way hash chain traversal protocol has a computational com-
plexity of O(m

1
n ) and has a storage complexity of O(1). The application of the

Pay-Word micro-payment scheme using the n-dimension one-way hash chain is
described in Section 4. The performance of our proposed general Pay-Word micro-
payment scheme is analyzed and discussed in Section 5. Finally, we will summarize
the benefits of our scheme in the last section of this paper.

2. A Review of Pay-Word and Internet Micro-payment Scheme Based on an
Unbalanced One-way Binary Tree

The Pay-Word scheme is a post-paid, and off-line verification micro-payment sys-
tem [12]. The scheme involves three entities: the customer, the merchant, and the
broker (e.g. bank). The customer opens an account with the broker. The broker
issues to the customer a Pay-Word certificate which, containing parameters such as
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the broker’s identity, the customer’s identity, the customer’s public key, the expira-
tion date, and other information, is signed by the broker’s secret key.

For making a payment to the merchant, the customer picks a random number
Wm at will as the seed to generate the chain of pay-words W0,W1, . . . ,Wm using
the following equation:

Wi =h(Wi+1), for i =m−1,m−2, . . . ,0.

The notation h(·) denotes a one-way hash function. Thus, each pay-word is a
hash value. Except for W0, which is the root of the chain, each pay-word can be
paid for and is worth one cent. For the first request, the customer sends a “com-
mitment” and its signature to the merchant. The commitment contains the root of
the chain W0, the customer’s certificate, and the merchant’s ID.

During the payment process, the customer computes Wi from Wm(Wi=hm−i (Wm))

and sends the pair (Wi, i) as the i-th payment to the merchant. The merchant can
verify the validity of the payment by examining whether it hashes to previous ele-
ment or not, i.e. Wi−1

?=h(Wi). If the payment is correct, the merchant updates
the record with the last payment. If the customer does not yet use up all the pay-
words, he/she can pay with the remaining pay-words in order in the next transac-
tions.

In the merchant–customer settlement phase, the merchant delivers the record of
the last payment (Wl, l) and the commitment to the broker. The broker confirms
(Wl, l) by checking if the equation hl(Wl) = W0 holds. Then broker withdraws l

cents from the customer’s account and deposits l cents to the merchant’s account.
In 1999, Yen et al. proposed a novel micro-payment scheme [13] to improve the

complexity of the hash function operation of Pay-Word. Their scheme is based on
an unbalanced one-way binary tree that is a 2-dimensions one-way hash function
chain.

In Yen’s scheme [13], the user also randomly chooses the seed Wm to generate
the pay-word chain. However, unlike the Pay-Word scheme, the chain is generated
from two different hash functions. The generation algorithm is shown as follows,
and the construction of the unbalanced one-way binary tree is demonstrated in
Figure 1.

Assume that m denotes the total number of the pay-words in the chain, and m=
p × q, where p is the number of the nodes along axis X and q is the number of
the nodes along axis Y in Figure 1.

In this technique, two different hash functions are required. The nodes along
axis X are generated using hash function h1, and the nodes along axis Y are gen-
erated using hash function h2. Each node represents a pay-word as a hash value.
Moreover, the nodes W ′

1, W ′
p+1, . . . ,W ′

pq−p+1 represent the roots of the chain.
Therefore, the computing rules of each node can be concluded as follows.

1. To input the parameters Wm, p, q, and i (i ∈1,2, . . . ,m), where i means the ith
pay-word.
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Figure 1. The construction of the unbalanced one-way binary tree.

2. To compute

a =p −� i

q
�,

b= (q − (i mod q)) mod q, and

Wi =hb
2(h

a
1(Wpq)).

3. To produce the output value Wi .

Similar to the Pay-Word scheme, the new payment protocol is described in the
following:

1. The Initialization Phase: First, the customer sends the commitment to the
merchant. The commitment contains the consumer’s certificate, the merchant’s
identification, the signature of H , and the roots W ′

1, W ′
q+1, . . . ,W

′
pq−q+1, where

H = h2(W
′
1 ‖W ′

q+1 ‖ · · · ‖W ′
pq−q+1). Then the merchant validates the signature

and creates two temporary parameters S and T , whose default values are W ′
1

and null, respectively.

2. The Payment Phase: The customer computes the i-th pay-word Wi and sends
the payment {Wi, i} to the merchant. Upon receiving the pay-word, the mer-
chant verifies the pay-word by doing the following examinations:
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(a) When i = cq and c≥2, check h2(Wi)
?=S and h1(Wi)

?=T ;

(b) Otherwise, check h2(Wi)
?=S.

Here c is an integer. If the above verification is confirmed, the merchant updates
the parameters

(a) S =W ′
i+1 and T =Wi , if i = cq;

(b) S =Wi , otherwise.

3. The Clearance Phase: In this phase, the merchant addresses the last
payment (Wl, l) to the bank. If the verification is positive using the
2-dimension hash chain, the bank deposits l cents to the merchant’s
account.

We give a simple example for Yen’s scheme. Assume that the parameters are
m = 9, p = 3, and q = 3. Therefore, the roots of the chain are W ′

1, W ′
4, and W ′

7.
And the default values of S and T are W ′

1 and null, respectively. The construc-
tion is shown in Figure 2. For the first request transaction, if a purchase costs
two cents, the customer must deliver the commitment and the payment [(W1,1),
(W2,2)] to the merchant. If the equation h2(W1)=S holds, the merchant updates
S to W1. Then the merchant verifies h2(W2) = S (now S = W1) and updates S =
W2 if the verification is valid. In the second transaction, assume the purchase
costs four cents. The customer sends the payment [(W6,6)] to the merchant. The
merchant can easily compute W3,3, W4,4, and W5,5 from W6,6. Because 3 =
cq, where c = 1 and q = 3, the merchant verifies whether h2(W3) = S = W2 and
updates S = W ′

4 and T = W3. The verifications of (W4,4) and (W5,5) are simi-
lar to those in the first transaction. To verify (W6,6), the merchant must check
whether h2(W6) = S = W5 and h1(W6) = T = W3. If the verification turns out pos-
itive correct, the merchant updates S = W ′

7 and T = W6. For the deposit date,
the merchant addresses the last payment (W6,6) to the bank. The bank vali-
dates the last payment by checking h3

2(h1(W6)) = W ′
1 and h3

2(W6) = W ′
4 as Figure

2 shows.
The difference between the above two schemes is that Rivest’s scheme uses

a 1-dimension hash chain while Yen’s scheme uses a 2-dimensions hash chain.
The complexity analysis for these two schemes is as follows. Assume that the
number of the nodes in the chain is m. In order to minimize the total num-
ber of hash operations, assume p = q = m1/2 in Yen’s scheme. On average, a cus-
tomer needs m−1

2 and
√

m − 1 hash function operations to generate a node in
Rivest’s and Yen ’s scheme, respectively. However, in Rivest’s scheme, the stored
temporary parameter is only the root of the pay-word W0; on the other hand,
in Yen’s scheme, the storage of temporary parameters includes W ′

1,W
′
q+1, . . . ,

W ′
(p−1)q+1. Furthermore, Rivest’s scheme only requires a single hash function, while

Yen’s scheme is based on an unbalanced binary tree that requires two different
hash functions.
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Figure 2. The construction of the 3×3 unbalanced one-way binary tree.

3. Hash Sequence Traversal and n-Dimension One-way Hash Chain Traversal
Protocol

In this section, we first introduce the development of traversing a hash sequence.
Then, we will propose a novel and efficient hash chain traversal protocol, called
n-dimension one-way traversal protocol, for the computation of consecutive hash
values.

3.1. Hash Sequence Traversal

Because the one-way hash function has low computational complexity, it has been
widely used in several low-cost applications, such as micro-payments, authentica-
tion, and signature mechanisms. However, some applications, such as micro-pay-
ments, that were described in previous section require a large number of hash
values as the money used to pay for merchandise. Therefore, the performance of
traversing a hash chain has become an interesting issue and has attracted many
researchers to this area of investigation. Suppose that a hash sequence is from v0
to vm, where vm is a seed of the hash chain, and each element vi is derived from
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vm, such that vi =hm−i (vm). If we have to store the entire hash values vi ’s for use
later, the method has a storage complexity of O(m) for a chain of size m. This is
impractical, especially when the storage of the devices used is small. Conversely, if
we only store the seed vm of the chain, the method has a computational complex-
ity of O(m) for computing the entire hash values. Both methods have a memory–
times–computational complexity of O(m).

In order to minimize the memory and computational requirements of traversing
a hash chain, two efficient hash sequence traversal schemes have been proposed
recently [2,7]. Both schemes are based on the principle of “pebbling,” similar in
spirit to [6]. In Jakobsson’s scheme, he first provided an attractive solution [7]
that only performs �log2 m� hash function operations per output element and uses
�log2 m� memory cells to store some hash chain values with some short state infor-
mation. Thus, both the computational and storage complexities of Jakobsson’s
scheme are O(log m). After that, Coppersmith and Jakobsson proposed a novel
scheme [2] that further reduces the computational cost to about � 1

2 log2 m	. How-
ever, the scheme requires �log2 m�+�log2(log2 m+1)� memory cells. Obviously, this
scheme requires more memory storage than Jakobsson’s scheme.

In the following subsection, we will propose a novel n-dimension one-way hash
chain traversal protocol that only stores a seed of the hash chain and performs
�n× (m

1
n − 1)� hash function operations at most to derive the hash values. Thus,

our traversal protocol has a storage complexity of O(1) and has a computational
complexity of O(m

1
n ). In addition, the n-dimension one-way hash chain traversal

protocol is much different than [7] and [2]. Their approaches use only one hash
function, and our approach applies multiple hash functions. This feature is very
useful in micro-payment schemes because each hash function can be represented
as a different amount of money.

3.2. Hash Sequence Traversal Using the n-Dimensions One-way Hash Chain

The construction of the n-dimension one-way hash chain has the following char-
acteristics.

1. Different one-way hash functions are used to derive the nodes in different
dimensions.

2. The nodes in one dimension are the seeds for another dimension.

3. Each node can be derived from the previous nodes easily, but it is difficult to
derive the previous nodes from the current nodes.

In the n-dimension hash chain, each node represents a hash value. The numbers
of nodes in the dimensions are, respectively, d1, d2, . . . , dn. And the nodes in the
each dimension are derived by using the different hash functions h1, h2, . . . , hn,
respectively. As an example, the construction of the 3-dimensions one-way hash
chain is shown in Figure 3. In this construction, d1, d2, and d3 express the
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Figure 3. The structure of the 3-dimensions one-way hash chain.

numbers of nodes along the axes x, y, and z, respectively. First, the user chooses
and stores an original seed Wm, where m=d1 ×d2 ×d3. Then the hash value Wi in
dimensions x, y, and z are derived from Wm by using the hash functions h1, h2,
and h3, respectively.

After the construction of the n-dimension hash chain is defined, the algorithm
for computing node Wi in the n-dimensions hash chain can be generated as
follows.

1. Input the seed Wm of the chain and the index i of the hash value Wi currently
under computation.

2. Let a0 = i, c0 =Wm and dn+1 =1.
For j =1 to n, compute

aj =aj−1 mod (dj ×dj+1 ×· · ·×dn).

If aj 
=0, compute

bj =dj −� aj

dj+1 ×dj+2 ×· · ·×dn ×dn+1
�, and

cj =h
bj

j (cj−1).

If aj =0, break the for loop and the current node Wi = cj−1.
Until j =n, the current node Wi = cn.
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3. The output is the computing node Wi .

Theorem 1. In the worst case scenario, the computational complexity of our hash
chain traversal algorithm is O(m

1
n ), where m is the length of the hash chain and

n is the number of dimensions.

Proof of Theorem 1. According to the construction of the n-dimension hash
chain, the worst case scenario occurs when we want to derive the first hash value
W1 on the hash chain. Thus,

∑n
k=1(dk − 1) hash function operations are required

to derive the hash value W1. Let d1 =d2 =· · ·=dn =M
1
n . The required hash func-

tion operations become n× (m
1
n − 1). That implies that the performed hash func-

tion operations is bound at n× (m
1
n −1) for each output element in the hash chain.

Thus, the algorithm has a computational complexity of O(m
1
n ) per output element

in the worst case scenario.

Theorem 2. In the average case, our algorithm performs n× (m
1
n −1
2 ) hash function

operations per output element in the hash chain.

Proof of Theorem 2. The amount of required hash function operations to derive
all the hash elements in the hash chain can be formulated as follows:

T =
d1−1∑

s1=0

d2−1∑

s2=0

· · ·
dn−1∑

sn=0

(s1 + s2 +· · ·+ sn),

=
n∑

j=1

(
(dj −1)dj

2
)Lj , (1)

where T is the total number of required hash function operations and

Lj =
∏

k=1,... ,n,k 
=j

dk.

Let d1 =d2 =· · ·=dn =m
1
n , Equation (1) becomes T =m×n× (m

1
n −1
2 ). Thus, our

algorithm performs T
m

=n× (m
1
n −1
2 ) hash function operations per hash element on

average.
Table 1 illustrates the comparisons of the computational complexity, the stor-

age complexity, and the number of required hash functions in Jakobsson’s scheme,
Coppersmith and Jakobsson’s scheme, Yen’s unbalanced one-way binary tree, and
our n-dimension one-way hash chains. Note that the value of m is usually much
larger than the value of n.
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Table 1. The comparisons of related approaches on hash sequence traversal.

Computational The required hash
Approaches complexity Storage complexity functions

Jakobsson’s approach O(log2 m) O(log2 m) 1
Coppersmith and
Jakobsson’s approach O(log2 m) O(log2 m) 1

Yen’s approach O(m
1
2 ) O(1) 2

Our approach O(m
1
n ) O(1) n

4. The General Implementation of Pay-Word

The proposed micro-payment system is flexible and can be implemented on vari-
ous devices. According to the memory space and the computational ability of the
device, the user can choose suitable number of dimensions for implementing the
micro-payment system efficiently.

4.1. The Micro-payment Scheme Based on the n-Dimension One-way Hash Chain

Extending Rivest’ and Yen’s 1- and 2-dimensions micro-payment scheme, we come
to a more flexible micro-payment scheme. The fundamental design of the pro-
posed scheme involves implementing the n-dimension one-way hash chain tech-
nique in Rivest’s Pay-Word micro-payment scheme. Each node in the n-dimension
hash chain represents a pay-word that is worth one cent. Furthermore, the roots
of the chain can be computed by using the hash function hn. For example, in
Figure 3, the roots of this three-dimension hash chain are W ′

1,W
′
d3+1,W

′
2d3+1, . . . ,

W ′
(d1×d2−1)×d3+1. Our scheme can be divided into three phases: the initialization

phase, the payment phase and the clearance phase. There are three kinds of par-
ticipants in our scheme: the customer C, the merchant M, and the bank B. The
customer and the merchant must first open accounts with the bank. The customer
then generates the pay-words and spends the pay-words in order. The detailed pro-
cess of the proposed micro-payment scheme is described as follows.

4.1.1. The Initialization Phase
1. B submits a certificate to an authorized C. Each certificate contains the fol-

lowing information: the customer’s public key, the bank’s identification, the cus-
tomer’s identification, the valid dates, and the signature for this information.

2. C indicates the numbers d1, d2, . . . , dn of all the dimensions and determines an
original seed Wm, where m=d1 ×d2 ×· · ·×dn. Wm is used to generate the pay-
word and its roots as described in Subsection 3.2.

3. C submits a “commitment” to M when C first requests a purchase from
M. The commitment includes a set of roots R, the customer’s certificate, the
merchant’s ID, and d1, d2, . . . , dn.
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4. C sends the commitment and the commitment signature to M.

5. M verifies the signature and creates the temporary verification parameters V1,
V2, . . . , Vn. The default of Vn equals W ′

1, and all the others are null.

4.1.2. The Payment Phase
1. C computes the i-th pay-word Wi . The generation algorithm is described in

Subsection 3.2.

2. C sends the payment {Wi, i} to M, in which i is the index of the pay-word.

3. M verifies the accuracy of the pay-word using the following equations. Let
qj =∏n

k=j+1 dk and r is a integer.

For j =1 to n−1,
if the index i = r ×qj and r ≥2, check

Vj
?
=hj (Wi);

otherwise, only check the equation

Vn =hn(Wi). (2)

4. If the above verification is positive, M updates the temporary verification
parameters as

(a) For j =1,2, . . . , n−1, if i =r ×qj and r <dj , update Vj =Wi and Vn =W ′
i+1.

(b) Otherwise, only update Vn =Wi .

4.1.3. The Clearance Phase
1. At the time of clearance, M sends the commitment and the last payment {Wl, l}

received from C.

2. B checks the signature and the valid dates.

3. Using Wl to compute the roots used, B then verifies if the roots are identical
with the roots of the commitment.

4. If the above verifications are positive, B withdraws l cents from C′s account
and deposits l cents to M ′s account.

4.2. Example

In this subsection, we give an example to illustrate how the proposed scheme
works. We use a 3-dimensions hash chain in this example, and the structure of this
example is shown in Figure 4.

Assume that C wants to generate a 3-dimensions hash chain which contains 27 pay-
words. Therefore, C denotes d1 =d2 =d3 =3. C then selects a seed W27 and generates the
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Figure 4. The example of the 3-dimensions one-way hash chain.

roots W ′
1,W

′
4,W

′
7,W

′
10,W

′
13,W

′
16, and W ′

19. For the first request transaction, C sends
the commitment and the pay-words (W1,1), (W2,2), (W3,3) to M. M first verifies the
validity of the commitment and then sets V1 =null, V2 =null, and V3 =W ′

1.
As Figure 4 shows, the verification of W1,W2,W3, are checked by Equation 2.

The parameters V3 =W1 and V3 =W2 are updated after the verification of the pay-
words W1 and W2, respectively. Moreover, C needs to update V3 =W ′

4 and V2 =W3
after verifying the pay-word W3 since 3=1×q2.

Considering the special nodes of the chain, for the pay-word W6, both the equa-
tions V3 =W5 =h3(W6) and V2 =W3 =h2(W6) need to be verified. The parameters
V3 =W ′

7 and V2 =W6 also need to be updated. The pay-word W18 requires the ver-
ification of the three equations V1 = W9 = h1(W18), V2 = W15 = h2(W18), and V3 =
W17 =h3(W18) since 18=2×q1 =2×9, 18=6×q2 =6×3. It also requires that the
parameters V1 =W18 and V3 =W ′

19 be updated.
Assume that the customer spends 18 cents in this merchant. For the deposit

date, the merchant sends the last payment (W18,18) to the bank. The bank com-
putes W ′

16,W
′
13,W

′
10,W

′
7,W

′
4, and W ′

1 from W18, and checks if the roots equal the
roots in the commitment. If the verification is positive, the bank deposits the
money to the merchant’s account.

5. Performance Analysis

In this section, the total number of hash operations, the required roots, and the required
different hash functions in the general Pay-Word scheme are summarized. In order to
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minimize the total number of hash operations, we assume that the numbers of nodes in
all the dimensions are equal to each other. Let m=d1 ×d2 ×· · ·×dn.

First, we consider the required hash operations in the proposed micro-payment
scheme. In this scheme, since the customer holds a seed Wm of the chain, he/she
can derive all the pay-words in the chain by using the seed and hash operations.
The computation of the total number of hash operations is similar to the n-dimen-
sion hash chain traversal protocol. According to Equation 1, the total number of

required hash operations is T =m×n× (m
1
n −1
2 ), and the average number of hash

operations for computing each pay-word is E = T
m

=n× (m
1
n −1
2 ).

Second, we consider the required roots in the general Pay-Word scheme. In the
n-dimension hash chain, the number of required roots equals d1 × d2 ×· · ·× dn−1.
If all the dimensions have the same number of nodes, the total number of required
roots becomes m

n−1
n . Furthermore, n different hash functions are required. A sum-

mary of the performance analysis is shown in Table 2.
Suppose that now we want to generate 1000 pay-words. We can use different

numbers of dimensions to construct the hash chain. The comparison among differ-
ent numbers of dimensions is shown in Table 3. Rivest and Shamir’s scheme [12]
is a special case of our general Pay-Word scheme when n= 1. Yen et al.’s scheme
[13] is based on a two-dimension hash chain that is also a special case of our
scheme when n = 2. From Table 3, when the length of a hash chain is close, we
can see that when the number of dimensions increases, the computational cost is
reduced, but the storage cost increases. Conversely, when the number of dimen-
sions decreases, the storage cost is reduced, but the computational cost increases.
A large amount of required hash operations means that more time is required
to derive a pay-word. Thus, it is not suitable for real-time systems. For instance,
Rivest and Shamir’s scheme (n=1) has a least storage cost but it requires a larg-
est amount of hash operations to derive the pay-words. Thus, Rivest and Shamir’s
scheme is suitable for less-storage devices but it is not suitable for real time sys-
tem because it needs to perform 999 hash operations to derive a pay-word in the
worst case scenario. According to the system’s requirements, our proposed scheme
allows a user to flexibly choose an appropriate n so that the optimum time/mem-
ory trade-off can be achieved.

6. Conclusions

Pay-Word is an off-line micro-payment scheme. The merchant verifies the pay-
ment without involving the bank. The merchant batch settles the payments of

Table 2. Summary of the n-dimensions one-way hash chain performance.

the average hash operations the required roots the required hash functions

n(m
1
n −1)
2 m

n−1
n n
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Table 3. The comparisons among different numbers of dimensions used to generate 1000 pay-words.

# of dimensions 1 2 3 4 5

the nodes in each dimension 1000 32 10 6 4
the total pay-words 1000 1024 1000 1296 1024
the required hash operations
(average case) 499.5 31 13.5 10 7.5
the required hash operations
(worst case) 999 62 27 20 15
the required roots 1 32 100 216 256
the required hash functions 1 2 3 4 5

all customers at the end of each settlement period. This reduces the amount of
required communication with the bank. Furthermore, the pay-words of the chain
can express various types of currency. The scheme uses a one-dimensional hash
chain. This scheme is an efficient and low-cost micro-payment system.

In this article, we extend the one dimensional hash chain to n dimensions. In
our proposed general Pay-Word scheme, the computational complexity is O(m

1
n ),

and the complexity of storing temporary parameters is O(m
n−1
n ). A user can easily

implement this system in any device and achieve high computation efficiency. The
user can determine the memory/time trade off and choose the right number of
dimensions for her-/himself.
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