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Improved Yen-Joye’s Authenticated Multiple-key

Agreement Protocol

Abstract

In this article, we propose an authenticated multiple-key agree-

ment protocol. The protocol not only secure to against the unknown-key

attack but also more efficient than the other protocols.

Keywords: Cryptography, key agreement, key authentication, unknown-

key attack.

1 Introduction

Diffie and Hellman first proposed key agreement protocol to establish a session

key for two parties [1]. However, the protocol was later proven to be vulnerable

to the unknown key attack by Diffie et al. [2] because the protocol did not

include any key authentication process during the negotiation between the

two parties [7, 9].

In 1997, Harn first proposed the authenticated key agreement protocol [3]

without using a one-way hash function [6]. In 1998, Harn and Lin proposed

an authenticated multiple-key agreement protocol based on the Diffie-Hellman

distribution scheme [4]. There are two main features in this protocol: it with-

out using a one-way hash function and it enable two communication entities

to share multiple secret keys.

Later, the Yen-Joye [11] indicated that the Harn-Lin protocol is not secure

because an attacker can successfully forge a short-term public key pair and

pass the verification equation. Then, they proposed an improved the Harn-

Lin protocol to get rid of this shortcoming. However, in 1999, Wu et al. [10]

pointed out that the Yen-Joye protocol is insecure and can be successfully
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attacked the same way the Harn-Lin protocol is. Wu et al. then proposed

a protocol to enhance the security. Nevertheless, the protocol violated the

original expectation of the Harn-Lin protocol that no one-way hash function

should be used in the authenticated key agreement protocol.

In this article, we shall propose a modification of the Yen-Joye protocol.

The modification does not only ameliorate the security but also is more efficient

than Harn’s protocol proposed in 2001 [5].

2 Review of the Yen-Joye Protocol

In this section, we shall briefly review the Yen-Joye protocol [11]. There are

two phases in the protocol. The first phase is the authentication phase where

two users exchange n temporary random public keys in an authenticated way.

The second phase is the key-sharing phase where the users share n2− 1 secret

keys with each other.

There are two users Alice and Bob who want to establish the multiple keys

by the protocol. Here, we only describe what Alice has to do because of Bob

has to do basically the same thing Alice does. Initially, the system has a large

prime p, and α is a primitive number in GF (p). Alice has a long-term secret key

xA and the corresponding long-term public key yA = αxA mod p. Then Alice

randomly generates two short-term secret keys kA1 and kA2 and computes their

corresponding short-term public keys rA1 = αkA1 mod p and rA2 = αkA2 mod p,

respectively. The range of rA1 and rA2 is set to be (dp/2, p − 1e) so that no

attacker can forge the keys. Alice computes the signature sA through rA1 and

rA2 as

sA = xA − (rA1 · rA2) · kA mod (p− 1), (1)

where kA = kA1 · kA2 mod p. Finally, Alice sends rA1, rA2, sA, cert(yA) to Bob,

where cert(yA) is a certificate for Alice’s public key yA. After receiving them,
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Bob verifies them via the computation as follows:

yA ≡?(rA1 · rA2)
(rA1·rA2)αsA mod p. (2)

If it holds, Bob establishes the multiple secret keys in the second phase. Bob

can derive the session keys as follows:





K1 = rkB1
A1 mod p,

K2 = rkB1
A2 mod p,

K3 = rkB2
A1 mod p,

K4 = rkB2
A2 mod p.

Here, three of the four keys can be used because of perfect forward secrecy [8].

Thus, three authenticated session keys can be established in this protocol.

3 Improved Protocol

The Yen-Joye protocol is an improvement on the Harn-Lin protocol. However,

according to Wu et al., the Yen-Joye protocol is no secure than its predecessor.

They pointed out the Yen-Joye protocol cannot resist the same attack that

bothers the Harn-Lin protocol. The attacker can forge a pair {r′A1, r
′
A2} in the

range (dp/2, p − 1e) to satisfy r′A1r
′
A2 = rA1rA2 at the probability of greater

than 1/18. Although Wu et al. later proposed an enhanced protocol with a

one-way hash function, this improved protocol violates the original expectation

from the Harn-Lin protocol that no one-way hash function should be used in

the authenticated multiple keys agreement protocol. In 2001, the Harn-Lin

proposed an improved authenticated multiple keys agreement protocol and

claimed their protocol can eliminate the attack from [10, 11].

However, the Harn-Lin protocol is not as efficient as the Yen-Joye protocol.

In this article, we propose two straightforward modifications to enhance the

security of the Yen-Joye protocol. The proposed protocol can withstand the

attack on Wu et al’s scheme and is more efficient than [5]. First, we suggest

that the pair of short-term public keys rA1 and rA2 in the generation phase
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should be prime numbers. This modification can help the new scheme prevent

the attacker from forging another pair (r′A1, r
′
A2) because the prime numbers

are unique. In addition, it can obey the original requirement of the Harn-Lin

protocol that the range of rA1 and rA2 should be in (1, p − 1). Second, we

suggest that the great common divisor (GCD) of rA1 and rA2 should be equal

to 1. This suggestion is to prevent the attacker from finding the factor q of rA1

or rA2. Furthermore, the range of rA1 and rA2 will fall in the (dp/2e, p− 1) as

the Yen-Joye protocol proposed. Both of the modifications of on the Yen-Joye

protocol can make it secure against any forge of the pair (rA1, rA2). Besides, our

modification protocol is more efficient than the Harn-Lin protocol [5] because

we only do the exponentiation computation four times, less than six times

required by the Harn-Lin protocol.

4 Conclusion

We have proposed an improved scheme to enhance the security of the Yen-Joye

protocol. We require that rA1 and rA2 should be primes or GCD(rA1, rA2)

should be equal to 1 to withstand the attack of forging another pair (r′A1, r
′
A2)

so that rA1 ·rA2 = r′A1 ·r′A2. The pair rA1 and rA2 should be made unique so that

no attacker can find another pair to replace them. Furthermore, the Harn-Lin

protocol [5] uses six exponentiation computations, while the Yen-Joye scheme

four takes only. That means the Harn-Lin protocol is less efficient.

In this article, we have proposed two straightforward modifications to with-

stand the forgery attack on the Yen-Joye protocol. The proposed protocol

retains the original expectation on the Harn-Lin protocol that the range of the

short-term public key be (1, p − 1). Furthermore, the new protocol uses less

exponentiation computations than the Harn-Lin protocol [5].
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