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Abstract. Considering the performance, encrypting the transmission message by the
symmetric cryptosystem is the best choice if the session key generation problem is over-
come. Diffie-Hellman key exchange protocol gives a new direction for making session
key but is lack of the authentication property. The RSA-based public key cryptography
makes the sufficient security for the key agreement but is not suitable for wireless mobile
systems. In 2005, Sui et al. proposed an authenticated key agreement (AKA) protocol
based on the elliptic curve cryptography (ECC) for wireless mobile communication. Lu et
al. pointed out a secure defect in Sui et al.’s protocol and proposed an enhanced protocol.
Later, Chang et al. stated that Lu’s scheme is insecure and proposed an improved scheme
in 2008. We found that Chang et al.’s scheme did not satisfy the mutual authentication,
so a securer and more efficient protocol is proposed. The protocol can be applied not only
in 3GPP2 specification but also in other wireless environments.
Keywords: Authentication, Key agreement, Key exchange, Elliptic curve cryptography,
Wireless communications

1. Introduction. To avoid the leak of transmission messages, using the cryptosystem to
encrypt the message is the best solution. As lots of malicious people snoop the network
for the valuable data, therefore we should protect the transmission data over networks.
Asymmetric cryptography provides a good protection but it is inefficient due to the com-
putations of the exponentiation, especially for the mobile devices. On the contrary, the
symmetric cryptosystem may be a good choice. However, it has the secret key manage-
ment problem. We need a better solution for the mobile devices.

Diffie-Hellman proposed a concept of the key exchange in 1976 which allowed both
participating parties to construct a common session key without leaking any session key
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information during transmission period [1]. It is vulnerable for man-in-the-middle attack
due to the lack of authentication [2-4]. To overcome this problem, lots of key exchange
schemes were proposed [5-16]. Most of them are not suitable for mobile devices because
of the heavy load of exponential computations. Koblitz and Miller individually proposed
the public key cryptosystem based on elliptic curve cryptography (ECC) in 1985. The
ECC can significantly reduce the computation and storage overhead. For example, ECC
keys of 160 bits have almost the same level of security as RSA keys of 1024 bits.
Sui et al. proposed an improved authenticated key agreement protocol [17] based on the

simple authenticated key agreement scheme [13] in 2005. Their scheme provided perfect
forward secrecy but had an off-line password attack problem [18]. Lu et al. proposed
an enhanced authenticated key agreement protocol for wireless mobile communication in
2007 [18]. Chang et al. pointed out that the Lu et al.’s scheme cannot resist against the
parallel guessing attack in 2008 [19]. However, the Chang et al.’s scheme does not offer
the mutual authentication property.
Both the electric power and computation ability in a wireless mobile device are very

limited, therefore the desirable protocol for wireless mobile communication should bear
lower computational load. We proposed a scheme which is securer and more efficient than
above mentioned schemes and is suitable for the wireless environment.
The requirements for the key agreement protocol are shown as follows. Later, we will

show that our protocol satisfies the all requirements.

Mutual authentication: The two communication parities can authenticate
each other to make sure that they are communicating with the correct party.

Key verification: When a session key is set, both communication partici-
pants should verify the key.

Perfect forward secrecy: When one session key is compromised, the at-
tacker cannot derive any previous session key.

Known-key security: The known-key security guarantees that the session
key generated by every session is unique.

Key control security: The property of key control is to prevent either party
from choosing the key value [20].

Session key security: The session key should be only known by both the
communication participants.

The most contribution of the proposed protocol is that the protocol is suitable for the
mobile environment and reaches all requirements of the key agreement protocol. Compar-
ing with other protocols, the proposed protocol is the best choice for the mobile devices.
The remainder of this paper is organized as follows. The Sui et al.’s protocol, Lu et al.’s

protocol and Chang et al.’s protocol are briefly introduced in Section 2. In Section 3, a
detailed description of our protocol is presented. The discussions about the properties of
key agreement and the security are stated in the Section 4 and the application to 3GPP2
is exhibited in Section 5. The last section is our conclusion.

2. Related Works. In this section, we introduce the Sui et al.’s protocol [17], Lu et
al.’s enhanced protocol [18] and Chang et al.’s improved protocol [19] separately. The
notations used throughout this article are shown in Table 1.

2.1. Review of Sui et al.’s protocol. Herein, we briefly review the Sui et al.’s protocol
which has four steps.

Step 1: A picks a random number dA ∈ [1, n− 1] and sends QA = (dA + t)P to B.
Step 2: B picks a random number dB ∈ [1, n− 1] and sends {QB = (dB − t)P, tY =
t(QA − tP )} to A.
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Table 1. The notations used in the article

Notations Descriptions

A,B The abbreviation/identity of the participator Alice (client)
and Bob (server) individually

E An elliptic curve defined over a finite field Fq with large group
order

n A large prime
P A point in the elliptic curve with large order n
D A uniformly distributed dictionary of size |D|
S A low-entropy password shared between Alice and Bob, which

is randomly chosen from D or chosen by the user
t The value t is derived from the password S in a predetermined

way, which is uniformly distributed in Z∗
n

H A secure one-way hash function
X ⇒ Y : {Z} The host X sends message Z to Y

Step 3: If the received message tY equals to the tdAP , A sends the tX = t(QB + tP )
to B, and sets the session key KA = dAX.

Step 4: If the received message tX equals to the tdBP , B computes the session key
KB = dBY .

Only A and B can obtain the session key KA = KB = dAdBP . However, this scheme
cannot resist against the off-line password guessing attack [17] and does not have the key
verification property.

2.2. Review of Lu et al.’s protocol. To prevent the off-line password guessing attack,
Lu et al.’s proposed an enhanced protocol based on Sui et al.’s protocol by using a one-way
hash function. The steps of Lu et al.’s protocol are stated as follows.

Step 1: A picks a random number dA ∈ [1, n− 1] and sends {QA1 = (dA+ t)P, QA2 =
(d2A)P} to B.

Step 2: B picks two random numbers dB1, dB2 ∈ [1, n− 1] and computes Y = QA1 −
tP, QB1 = dB1P+dB2Y, QB2 = dB1Y+dB2QA2. Then, B sends {HB = H(A||B||QA1||
QB1||QB2), QB1} to A.

Step 3: A computes X = dAQB1 and checks whether the equality of HB and H(A||B
||QA1||QB1||X). If it holds, A sends HA = H(B||A||QB1||QA1||X) to B, and sets the
session key KA = X.

Step 4: If the received message HA equals to the H(B||A||QB1||QA1||QB2), B sets the
session key KB = QB2.

Only A and B can have the session key KA = KB = dB1dAP + dB2d
2
AP .

2.3. Review of Chang et al.’s protocol. Chang et al. proposed an improved protocol
to avoid the parallel guessing attack. The steps are stated as follows.

Step 1: A picks a random number dA ∈ [1, n− 1] and sends {QA1 = (dA+ t)P, QA2 =
(d2A)P} to B.

Step 2: B picks two random numbers dB1, dB2 ∈ [1, n−1] and computes Y = QA1−tP ,
QB1 = dB1P + dB2Y , QB2 = dB1Y + dB2QA2. Then, B sends {HB = H(A||B||QA1

||QB1||Y ), QB1} to A.
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Step 3: A computesX = dAP and checks whether the equality ofHB andH(A||B||QA1

||QB1||X). If it holds, A sends HA = H(B||A||QB1||QA1||X) to B, and sets the ses-
sion key KA = dAQB1.

Step 4: If the received message HA equals to the H(B||A||QB1||QA1||QB2), B sets the
session key KB = QB2.

Only A and B can have the session keyKA = dAQB1 = dA(dB1P+dB2dAP ) = dB1dAP+
dB2d

2
AP = KB. However, their scheme does not offer a mutual authentication property

because B cannot authenticate A. We proposed a more efficient protocol with mutual
authentication in Section 3.

3. The Improved Protocol. Our protocol is illustrated in Figure 1. The detail steps
are described as follows.

Alice(A) Bob(B)

Random dA
QA = (dA + t)P A,QA -

Random dB
QB = (dB − t)P
Y = QA − tP
KB = dBY
HB = H(KB||Y )

QB, HB�
X = QB + tP
KA = dAX
H(KA||dAP )?=HB

HA = H(KA||X) HA -
H(KB||dBP )?=HA

Figure 1. Our improved protocol

Step 1: Alice (A) picks a random number dA ∈ [1, n−1] and computes QA = (dA+t)P ,
where t is an integer which is predetermined by the corresponding password and P
is a point in the elliptic curve. Then A sends out its identity A and QA to Bob (B).

Step 2: B also chooses a random number dB ∈ [1, n − 1] and then computes QB =
(dB − t)P , Y = QA − tP , KB = dBY and HB = H(KB||Y ). Next, B sends the QB

and HB to A .
Step 3: A computes X = QB + tP and then computes KA = dAX. Next, A verifies
the equality of H(KA||dAP ) and HB. If it does not hold, the protocol is terminated.
Otherwise, A sends the HA = H(KA||X) to B and sets the session key to KA.

Step 4: When B receives the message, it checks the equality of H(KB||dBP ) and HA.
Only if the equality holds, B agrees the session key KB. Otherwise, B terminates
the protocol.

This scheme can resist against the off-line password guessing attack. The computational
load is less than that of Lu et al.’s scheme because both participants only compute one
QA/QB individually. Without any relations among the messages transmitted over the
network, the parallel guessing attack will not succeed. Besides, the server side only needs
to choose one random number dB, so the used storage is also less than that of Lu et al.’s
scheme and Chang et al.’s scheme. Definitely, our protocol is simpler and has a better
security and performance for wireless environments.
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4. Discussion and Analysis. In this section, we show that the protocol satisfies the
requirements of the key agreement protocol and discuss the possible attack cases. First,
we review some security terms for later using.

Definition 4.1. A secure one way hash function H(), H : x → y, is easy to compute
H(x) = y, but it is hard to compute H−1(y) = x.

Definition 4.2. When given a value x for computing H(x) = y, it is hard to find a value
z, z ̸= x, which satisfies the equation H(z) = H(x).

Definition 4.3. The elliptic curve discrete logarithm problem (ECDLP) defines as fol-
lows: Let E be an elliptic curve over a finite field Fq with a large group order. Suppose P
is a point in E with large order n. Let Q be a point in E and Q = xP where 0 ≤ x < n.
It is hard to find out the exact x even if Q and P are given.

4.1. Requirements of key agreement. We shows that our protocol satisfies the re-
quirements of a key agreement protocol, such as mutual authentication, known-key secu-
rity, and perfect forward secrecy, etc.

Mutual authentication
The two parities can authenticate each other to make sure that they communicate with

the right party. Bob obtains the Y = dAP from the message QA and replies the hash
message H(KB||Y ) in order to prevent the leak of Y . Alice authenticates Bob by the
replied parameter Y which embeds in a random number dA chosen by Alice previously.
Bob also authenticate Alice by the messageH(KA||X) whereX has Bob’s random number
dB.

Key verification
When a session key is set, it should be verified by both participants. In our protocol,

Alice can verify the validity of session key KB from the message H(KB||Y ). She computes
her session key KA and checks the equality of H(KA||dAP ) and H(KB||Y ). She accepts
the key when the result is hold. Bob also can confirm the session key from the message
H(KA||X) by using the same method as Alice does.

Perfect forward secrecy
When one session key is compromised, any attacker cannot derive any previous session

key. Because the number dA and dB are randomly picked in every session, we can guarantee
an unique session key for each session. All session keys are not relevant, so we do not
have any perfect forward security problem.

Known-key security
The known-key security should guarantee that the session key produced by every session

is unique. Because Alice and Bob choose random numbers, dA and dB, for every session
individually, each session has an unique session key dAdBP .

Key control security
The property of key control is to prevent either party from choosing the key value [20].

In our protocol, the session key, KA = KB = dAdBP , is generated by both participants
with the random numbers dA and dB which are chosen by Alice and Bob separately.
Therefore, no one can determinate the session key by itself.

Session key security
The session key should be only known by the communicated parties. In our protocol,

the session key information is hidden in the hash function. An attacker only can eavesdrop
QA, QB, H(KB||Y ) and H(KA||X) from the message flows. According to the Definition
4.2, it is very hard to find out two different numbers which can have the same hash values,
especially the session key concatenates with another values, X or Y . The attacker also
can not derive the session key from the QA and QB owing to the ECDLP.
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4.2. Security analysis. In this subsection, we discuss the security of our protocol. The
protocol can resist against the well-known attacks.
Password guessing attack
A password guessing attack occurs when an unauthorized user tries to guess the pass-

word. The unauthorized user can on-line login to a computer repeatedly or off-line to
guess from the messages he eavesdrops from the network. We usually limit the number
of incorrect login to avoid the on-line password guessing attack. In our scheme, the at-
tacker only can eavesdrop QA, QB, H(KB||Y ) and H(KA||X). The password is hidden in
QA and QB, and it is well protected by ECDLP. Therefore, both the on-line and off-line
password guessing attacks fail.
Man-in-the-middle attack
The man-in-the-middle attack is an active eavesdropping in which the attacker makes

connections between the two entities and relays modified messages between them. The
legal entities believe that they are communicating directly to each other, but the entire
conversation is controlled by the attacker. In the proposed scheme, the authentication
information is hidden in the message flows and is well protected by the ECDLP and
the hash function. Without the common shared data t, the attacker can not play the
man-in-the-middle attack successfully.
Unknown-key share attack
An entity A finishes the key agreement protocol with an entity B together and believes

that the session key is shared with the entity B, but B believes that the key is shared
with another entity who is not A [2]. This attack happens when entity A and entity B do
not mutually authenticate. In our protocol, Alice authenticates Bob with the H(KB||Y )
and Bob authenticates Alice with H(KA||X), therefore the attack is withstood.
Parallel guessing attack
When a server fails to deal with the requests carefully, an attacker can guess some useful

data from the messages transmitted from server. It is happened in three-pass/four-pass
protocols [21]. For example, an attacker obtains the messages {QA1, QA2, HB, QB1, HA}
from an transaction in Lu et al.’s scheme. He guesses a X ′ and checks if the equality of
HB and H(A||B||QA1||QB1||X ′) holds or not. If it holds, the attacker guesses the correct
value of X. All transmitted messages are well designed in our protocol so the attack will
fail.
Replay attack
The replay attack is an active attack which the valid data is transmitted repeatedly

for some special purpose. The goal of the shared information is to authenticate each
other. Only the server and client share the same common information, but others have no
knowledge about it. If an attacker eavesdrops the communication and replays the old QA,
server (Bob) will response a new Q′

B = (d′B−t)P , K ′
B = dAd

′
BP and Y ′ = Y = dAP . Next,

the attacker needs to compute X ′ = Q′
B + tP before having the session key K ′

A = dAX
′.

However, the K ′
A cannot be obtained because the attacker can not derive the X ′ without

the correct t. If the attacker replies the old H(KA||X), the server will detect it due to
H(dAd

′
BP ||d′BP ) ̸= H(dAdBP ||dBP ). The replay attack therefore cannot succeed.

Impersonation attack
The attacker impersonates one of the communication entities to obtain the password or

key. If the attacker pretends to be Alice(A), she guesses a t′ and send the Q′
A = (d′A+ t′)P

to Bob. Bob computes Y = (d′A + t′ − t)P and KB = d′AdBP + dB(t
′ − t)P , and sends

{QB = (dB− t)P , H(KB||Y )} to the attacker. The attacker computes X ′ = (dB+ t′− t)P
and K ′

A = d′AdBP + d′A(t
′ − t)P . Then, the attacker checks the equality of H(K ′

A||d′AP )
and H(KB||Y ). If it holds, the t′ is the same as t, otherwise the attacker picks up another
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t′ to try again. This attack is a little similar to the on-line password guessing, so it is easy
to detect.

If the attacker pretends to be Bob(B), he only has incorrect Q′
B = (dB − t′)P , Y ′ =

QA − t′P and K ′
B = dBY

′ because he does not have any knowledge about t. Alice can
easily detect it when she verifies the hash value H(K ′

B||Y ′) with H(KA||dAP ). Therefore,
this attack (Reflection attack) is not working.

4.3. Comparisons. The comparisons of performance, property and security among the
Sui et al.’s protocol [17], Lu et al.’s protocol [18], Chang et al.’s protocol [19] and our
protocol are shown in Table 2.

Table 2. Comparisons of Sui et al.’s protocol [17], Lu et al.’s protocol [18],
Chang et al.’s protocol [19] and our protocol

Sui [17] Lu [18] Chang [19] Our protocol
A / B A / B A / B A / B

Scalar multiplication 4 / 4 3 / 5 3 / 5 3 / 3
Point addition 1 / 1 − / 3 − / 3 1 / 1
Hash operation − / − 2 / 2 2 / 2 2 / 2
Key length 160-bit 160-bit 160-bit 160-bit
Mutual authentication Yes Yes No Yes
Key verification No Yes Yes Yes
Perfect forward secrecy Yes Yes Yes Yes
Known-key security Yes Yes Yes Yes
Key control security Yes Yes Yes Yes
Session key security Yes No Yes Yes
Off-line password attack Yes No No No
Man-in-the-middle attack No No No No
Unknown-key share attack No No Yes No
Parallel guessing attack No Yes No No
Replay attack No No No No
Impersonation attack No No No No

The comparisons of the performance are shown in the upper part of Table 2. In Sui
et al.’s protocol, Alice (A) and Bob (B) both have to compute four scalar multiplica-
tions and one point addition operations. In Lu et al.’s and Chang et al.’s protocols, A
executes three scalar multiplications, two hash operations, and B executes five scalar mul-
tiplications, three point additions and two hash operations. In our protocol, three scalar
multiplications, one point addition and two hash operations are needed. The Lu et al.’s
and Chang et al.’s protocols may result in the denial-of-service (DoS) attack because the
computation load of the server is heavier than that of the client. The 160-bit key is used
in three protocols in order to have enough security strength in an elliptic curve system.

The comparisons of requirements of key agreement are listed in the middle of Table
2. Sui et al.’s protocol is lack of the key verification property. Lu et al.’s protocol does
not offer the property of session key security. Chang et al.’s protocol lacks of the mutual
authentication ability.

The comparisons of security attacks are stated in the last part of Table 2. In addition,
Sui et al.’s protocol is suffering from the off-line password guessing attack, Lu et al.’s
protocol cannot resist against the parallel guessing attack and Chang et al.’s protocol
cannot resist against the unknown-key share attack.
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From the results of Table 2, it is obvious that our protocol is better in efficiency and
satisfies all of the properties of key agreement as well as it can also resist against the
off-line password guessing and parallel guessing attacks. Therefore, our protocol is more
secure and suitable for wireless mobile communication.

Table 3. The symbols used in the A-Key distribution protocol

Symbol Meaning
ACTCODE Action Code
AKEYPV A Key Protocol Version parameter
SRVIND Service Indicator parameter
OTASPREQ OTASP Request
SMDPP SMS Delivery Point To Point
SMS BearerData Containing an OTASP data message
ACK Acknowledging a message

5. Application to 3GPP2 Mobile Networks. Herein, we use the 3GPP2 environment
as the example to show that the proposed protocol can be applied in the wireless networks.
The A-Key is the master key of 3GPP2 mobile networks and there are several proposed
protocols for the key generation and distribution. The OTASP (Over the Air Service
Provisioning) is the preferred protocol by 3GPP2 [22,23]. The protocol includes five
participators: mobile subscriber (MS), mobile switching center (MSC), over-the-air service
provisioning function (OTAF), home location register (HLR), authentication center (AC).
The symbols used in the protocol are listed in Table 3.

Table 4. The improved A-Key distribution protocol

Steps Participators Transmission message or action
Step 1 OTAF⇒HLR: OTASPREQ[ACTCODE,AKEY PV ]
Step 2 HLR⇒AC: OTASPREQ[ACTCODE,AKEY PV ]

AC: Compute QA

Step 3 AC⇒HLR: OTASPREQ[AKEY PV, P,E, n,QA]
Step 4 HLR⇒OTAF: OTASPREQ[AKEY PV, P,E, n,QA]
Step 5 OTAF⇒MSC: SMDPP [SMS BearerDate(AKEY PV, P,E, n,QA),

SRV IND]
Step 6 MSC⇒MS: AKEY PV, P,E, n,QA

MS: Compute QB, HB and A-KEY
Step 7 MS⇒MSC: QB, HB

Step 8 MSC⇒OTAF: SMDPP [SMS BearerDate(QB, HB)]
Step 9 OTAF⇒HLR: OTASPREQ[QB, HB, ACTCODE]
Step 10 HLR⇒AC: OTASPREQ[QB, HB, ACTCODE]

AC: Compute X,HA and A-KEY
Step 11 AC⇒HLR: OTASPREQ[HA]
Step 12 HLR⇒OTAF: OTASPREQ[HA]
Step 13 OTAF⇒MSC: SMDPP [SMS BearerData(HA), SRV IND]
Step 14 MSC⇒MS: HA

Step 15 MS⇒MSC: ACK
Step 16 MSC⇒OTAF: SMDPP [SMD BearerData(ACK)]
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The improved protocol can be easily implemented in 3GPP2 specifications. The proto-
col is stated in Table 4. We assume that a password is stored in the mobile unit when it
is distributed to an MS. The password can be chosen by the user and is only known by
the MS as well as the AC of the home network. We also assume that MS has the ability
to compute ECC point addition and point multiplication.

The main idea of the protocol runs as follows. The AC computes the QA(= (dA + t)P )
in Step 2 and transmits QA to MS. When receiving QA in Step 6, MS computes QB(=
(dB − t)P ), HB(= H(KB||Y )) and set the A-Key (= dBY ) where dB is a random number
and Y = QA − tP . In Step 10, AC computes X(= QB + tP ) and verifies the validity
of the HB. When the verification is successful, AC computes the A-Key (= dAX) and
HA(= H(KA||X)). Later, MS can verify the validity of the HA in Step 14.

The original A-Key distribution protocol is based on the basic Diffie-Hellman key ex-
change mechanism and has the man-in-the-middle attack problem [17]. Sui et al.’s A-Key
protocol is more secure than the original A-Key protocol in current 3GPP2, but still has
an off-line password guessing attack problem. Lu et al.’s protocol overcomes the problem
but makes the protocol more complex. Fortunately, our improved A-Key protocol is not
only securer than Sui et al.’s protocol but also more efficient than Lu et al.’s protocol,
therefore it is a better choice.

6. Conclusion. In a key agreement protocol, using a common password to authenticate
each other is simple and costless, especially in a wireless environment. Comparing with
other public key cryptography, using the elliptic curve cryptography can reduce the com-
putational overhead. We have shown that our protocol satisfies all requirements of key
agreement and can resist against the well-known attacks in Section 4. With the com-
parisons of Sui et al.’s protocol, Lu et al.’s protocol, Chang et al.’s protocol and ours,
our protocol has better efficiency and enough security. Moreover, we have shown that
our protocol can enhance the security of A-key distribution protocol for current mobile
cellular systems.
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