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Research Issues and Challenges for Multiple Digital
Signatures

Min-Shiang Hwang, and Cheng-Chi Lee,

Abstract— In this paper, we survey several well-known batch
verification multiple digital signatures. These schemes can batch
verify multiple digital signatures which need only one verification
instead of t verifications. However, a number of weaknesses of
these schemes are pointed out. According to our proposed issues
and challenges, we compare and analyze them. To sum up these
schemes, a secure and efficient multiple digital signatures scheme
which need only one verifications is still an open problem.

Index Terms— Cryptography, Digital signature, DSA, RSA.

I. I NTRODUCTION

Digital signature is a method for Internet which is similar to
traditional signature. People sign their true names on papers in
traditional signature. No one can forge others’s signatures be-
cause it is difficult to imitate others’s handwritings. To provide
digital signature, it uses the known public key cryptosystem.
Each one has a pair keys, private key and public key. The
private key is kept secret and the public key is public. A
sender can sign a electronic document called digital signature
using his/her private key and a receiver can verify the digital
signature by the sender’s public key. No one can forge others’s
digital signatures because of not knowing private key. A digital
signature scheme has the following properties [2], [15], [17]:

1) Only the sender can sign electronic document.
2) The receiver can verify the validity of the digital signa-

ture.
3) No one can forge the digital signatures of others.
4) It can achieve integrity. An attacker should not be able

to substitute a false document for a legitimate one.
5) It can achieve non-repudiation. A sender should not be

able to deny that he/she sent a document.
There are two famous public key cryptosystems to provide

digital signatures. One is the RSA digital signature scheme [9],
[14]. The security of this scheme is based on the difficulty
of solving the factoring problem. The scheme can apply to
various areas. The other is ElGamal digital signature scheme
[3]. The security of this scheme is based on the difficulty of
solving the discrete logarithm problem [8]. It also can apply
to various areas. Here, we brief the ElGamal digital signature
scheme as follows. Letp is a large prime andg is a generator
of Z∗p . A key pair (private key, public key) is(x, y), where
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y = gx mod p. (p, g, y) are public. Assume that a sender,
Alice, wants to send a messagem to a receiver, Bob, where
1 ≤ m ≤ p− 1. Alice chooses a random number,k, to satisfy
GCD(k, p − 1) = 1. Then, compute(r, s) as r = gk mod p,
ands = k−1(m− xr) mod (p− 1). (r, s) is digital signature
for messagem. Alice sends(m, r, s) to Bob. After receiving
(m, r, s), Bob can verify the digital signature by using the
equationgm = yrrs mod p. It is seen that the ElGamal digital
signature scheme can achieve the above properties of digital
signature scheme.

If Alice wants to send a messagem, wherem ≥ p, to Bob,
the m must be divided intot copiesm1,m2, · · · , mt. Then
Alice signs these messagest times to generate multiple digital
signatures and sends these messages and multiple digital
signatures to Bob. Upon receiving these messages and multiple
digital signatures, Bob should spendt times to verify the
validity of the multiple digital signatures. It is seen that it costs
many modular exponentiations. In 1994, Naccache et al. pro-
posed an efficient batch verifying multiple digital signatures
[13]. The verifier can verify these multiple digital signatures
by the signer’s public key which need only one verification
instead oft verifications. However, Lim and Lee pointed out
their scheme can be easily forged multiple digital signatures
to make a false batch verification valid [12]. And then Harn
proposed a secure interactive batch verification protocols [4].
In 1998, Harn proposed two type batch verifying multiple
digital signatures [5], [6]. However, Hwang et al. pointed
out their schemes are also insecure [7], [10]. An attacker
can forge multiple digital signatures to make a false batch
verification valid. Therefore, they proposed two improvements
[11]. In 2001, Shao also proposed an improvement on Harn’s
scheme [16]. We can see that if the multiple digital signatures
are forged by an attacker, the verifier should verify each
digital signature. It is back to the original digital signature
scheme which needt verifications. In 2002, Changchien and
Hwang proposed an efficient detecting forged multiple digital
signatures [1].

From the above related researches, some issues and chal-
lenges for multiple digital signatures are discussed and then
addressed in the design of multiple digital signatures. These
are in the following:

1) In multiple digital signatures, only valid signer can sign
multiple electronic documents by his/her private key.

2) No one can forge the multiple digital signatures of others
to make a false batch verification valid. Many papers
cannot against this challenge. An attacker should not
forge multiple digital signatures to make a false batch
verification valid.
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3) Any verifier can batch verify the validity of the multiple
digital signatures. Any verifier can verify these multiple
digital signatures by the signer’s public key which need
only one verification instead ort verifications. It is seen
that batch verifying multiple digital signatures is more
efficient than original method which verify each digital
signature individually.

4) It should achieve integrity. An attacker should not be
able to substitute false documents for a legitimate ones.
In other words, multiple documents should not be mod-
ified, deleted, or replaced.

5) It should achieve non-repudiation. If a sender can forge
multiple digital signatures to make a false batch ver-
ification valid. The sender can deny that he/she sent
these documents. It cannot achieve non-repudiation. In
multiple digital signatures, a sender should not be able
to deny that he/she sent these documents.

6) It should be able to detect forged multiple digital sig-
natures efficiently when multiple digital signatures are
modified or replaced.

This paper is organized as follows. Section 2-7 describe
various multiple digital signatures and their weaknesses. In
Section 8, we shall compare them. Finally, the conclusion will
be in Section 9.

II. NACCACHE ET AL.’ S MULTIPLE DIGITAL SIGNATURES

SCHEME AND ITS WEAKNESS

In this section, we first brief DSA digital signature [11]. To
speed up verification of multiple digital signatures, Naccache
et al. proposed a scheme to batch verifying multiple digital
signatures [13]. Then, Lim and Lee pointed out Naccache et
al.’s scheme has a security flaw [12]. We shown them in this
section.

A. DSA

Assume that Alice wants to send a electronic document to
Bob. Alice applies DSA algorithm to create a digital signature
and send along with document to Bob. Upon receiving doc-
ument and digital signature, Bob can verify the correctness
of the document. The signing signature of DSA algorithm is
briefed as follows. In Table I, we list the abbreviations and
notations used in DSA algorithm.

1) Alice randomly chooses a numberk ∈ Zq. Then she
computesr ands as follows:

r = (gk mod p) mod q,

s = k−1(m + xr) mod q.

r ands are DSA digital signature for messagem.
2) Alice sends(m, r, s) to Bob.

The verifying signature of DSA algorithm is briefed as fol-
lows:

1) After receiving (m, r, s) from Alice, Bob can verify
the correctness of the signature using the following
equation:

r = (gms−1
yrs−1

mod p) mod q. (1)

2) If the above equation holds, Bob can confirm that the
digital signaturer ands are signed by Alice.

It is seen that If Alice wants to sendt multiple digital signa-
tures to Bob, Bob must verify thet multiple digital signatures
t times using the verifying signature of DSA algorithm.

B. Naccache et al.’s Scheme

To speed up verification of multiple digital signatures,
Naccache et al. proposed a scheme to batch verifying multiple
digital signatures. The verifier can verify multiple digital
signatures by the signer’s public key which need only one
verification instead oft verifications. The scheme is as follows:

1) Assume that Alice wants to sendt messages
m1,m2, ..., mt and multiple digital signatures
(r1, s1), (r2, s2), ..., (rt, st) to Bob. The multiple
digital signatures are created by the signing signature
of DSA algorithm. It is the same as the above DSA
signature.

2) Upon receiving thet messagesm1,m2, ..., mt and
multiple digital signatures(r1, s1), (r2, s2), ..., (rt, st),
Bob can verify the correctness of these multiple digital
signatures on messagesm1,m2, ..., mt using Alice’s
public keyy in the following equation:

t∏

i=1

ri = (g
∑t

i=1
mis

−1
i y

∑t

i=1
ris

−1
i mod p) mod q. (2)

3) If the above equation holds, Bob can confirm that the
multiple digital signatures(r1, s1), (r2, s2), ..., (rt, st)
are signed by Alice.

It is seen that Bob can batch verify multiple digital signatures
which need only one equation 2. Therefore, Naccache et al.’s
scheme is more efficient to batch verifying multiple digital
signatures.

C. The Weakness of Naccache et al.’s Scheme

Lim and Lee shown that Naccache et al.’s scheme is not
secure. It has a security flaw that an attacker can forge the
multiple digital signatures and pass the batch verification
equation 2. The attack is briefed as follows.

1) An attacker randomly chooses random numbers(ui, vi),
i = 1, 2, ..., t, and computesri = guiyvi mod p, i =
1, 2, ..., t.

2) Computess−1
b mod q to satisfyvb = rbs

−1
b mod q, b =

1, 2, ..., t− 2.
3) The attacker can derive thest−1 and st from the

following equations.

u1 + u2 + ... + ut = m1s
−1
1 + m2s

−1
2 + ... + mts

−1
t mod q,

v1 + v2 + ... + vt = r1s
−1
1 + r2s

−1
2 + ... + rts

−1
t

It is seen that the attacker can forget messagesm1,m2, ..., mt

and multiple digital signatures(r1, s1), (r2, s2), ..., (rt, st) to
pass the batch verification equation 2. However, each of
the forged signatures does not pass the DSA verification
equation 1 individually.
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TABLE I

NOTATIONS

x private key of signer
y public key of signer
p a large prime
q a large prime divisor ofp− 1
g an element inZp of orderq
∗ (g, p, q, y) are public parameters,

wherey = gx mod p.
And x is kept secure by signer.

III. H ARN’ S DSA-TYPE MULTIPLE DIGITAL SIGNATURES

SCHEME AND ITS WEAKNESS

To against the above Lim-Lee’s attack, Harn proposed a
batch verifying multiple DSA-type digital signatures. In this
section, we first brief DSA-type digital signature. Then, we
review Harn’s batch verifying multiple digital signatures [5].
Next, Hwang et al. pointed out Harn’s scheme has a security
flaw [10]. We shown them in this section.

A. DSA-type

The DSA-type is similar to DSA algorithm. Assume that
Alice wants to send a electronic document to Bob. Alice
applies DSA-type algorithm to create a digital signature and
send along with document to Bob. Upon receiving document
and digital signature, Bob can verify the correctness of the
document. The signing signature of DSA-type algorithm is
briefed as follows. The algorithm also uses the same abbrevi-
ations and notations in Table I.

1) Alice randomly chooses a numberk ∈ Zq. Then she
computesr ands as follows:

r = (gk mod p) mod q,

s = rk −mx mod q.

r ands are DSA-type digital signature for messagem.
2) Alice sends(m, r, s) to Bob.

The verifying signature of DSA-type algorithm is briefed as
follows:

1) After receiving (m, r, s) from Alice, Bob can verify
the correctness of the signature using the following
equation:

r = (gsr−1
ymr−1

mod p) mod q. (3)

2) If the above equation holds, Bob can confirm that the
digital signaturer ands are signed by Alice.

It is also seen that If Alice wants to sendt multiple digital
signatures to Bob, Bob must verify thet multiple digital
signaturest times using the verifying signature of DSA-type
algorithm.

B. Harn’s DSA-type Scheme

Harn proposed a batch verifying DSA-type multiple digital
signatures to speed up verification of multiple digital signa-
tures. The scheme is as follows:

1) Assume that Alice wants to sendt messages
m1,m2, ..., mt and multiple digital signatures
(r1, s1), (r2, s2), ..., (rt, st) to Bob. The multiple
digital signatures are created by the signing signature
of DSA-type algorithm. It is the same as the above
DSA-type signature.

2) Upon receiving thet messagesm1,m2, ..., mt and
multiple digital signatures(r1, s1), (r2, s2), ..., (rt, st),
Bob can verify the correctness of these multiple digital
signatures on messagesm1,m2, ..., mt using Alice’s
public keyy in the following equation:

t∏

i=1

ri = (g
∑t

i=1
sir

−1
i y

∑t

i=1
mir

−1
i mod p) mod q. (4)

3) If the above equation holds, Bob can confirm that the
multiple digital signatures(r1, s1), (r2, s2), ..., (rt, st)
are signed by Alice.

It is also seen that Bob can batch verify multiple digital
signatures which need only one equation 4. Therefore, Harn’s
scheme is more efficient to batch verifying multiple digital
signatures.

C. The Weakness of Harn’s Scheme

Hwang et al. shown that Harn’s scheme is not secure. It
has a security flaw that a singer can forge the multiple digital
signatures and pass the batch verification equation 4. Then,
the signer can deny the digital signatures. It cannot achieve
the property non-repudiation. The attack is briefed as follows.

1) Alice sends the forged pairs(mi, ri, s
′
i), i = 1, 2, · · · , t,

to Bob, wheres′i = si +airi mod q andai is an integer
such that

∑t
i=1 ai = 0.

2) Upon receiving forged pairs(mi, ri, s
′
i), Bob can

pass the batch verification equation 4. And Bob
can confirm that the multiple digital signatures
(r1, s

′
1), (r2, s

′
2), ..., (rt, s

′
t) are signed by Alice.

It is seen that each of the forged signatures does not pass
the DSA-type verification equation 3 individually. Therefore,
Alice can deny these multiple digital signatures. It can-
not achieve the property non-repudiation because ofri 6=
(gs′ir

−1
i ymir

−1
i mod p) mod q, i = 1, 2, · · · , t.

IV. H ARN’ S RSA MULTIPLE DIGITAL SIGNATURES

SCHEME AND ITS WEAKNESS

In this section, we first brief Harn’s RSA multiple digital
signatures scheme [6] and then shown its weakness [7].
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A. Harn’s Scheme

The scheme is based on RSA algorithm. Letp andq are two
large primes. Computesn = p× q and choosese andd such
that e× d mod (p− 1)(q − 1) ≡ 1. (e, n) is a signer’s public
key andd is signer’s private key. Assume that a singer, Alice,
wants to send a message to a receiver, Bob. Alice generates
her digital signatureS by using RSA algorithm, whereS =
h(m)d mod n and h(·) is a public one-way hash function.
Alice sends(m, S) to Bob. After receiving them, Bob can
verify the correctness of the signature by checking the equation
h(m) = Se mod n. If it holds, Bob can confirm that the digital
signatureS are signed by Alice.

Now, assume that Alice wants to sendt messages
m1,m2, · · · , mt and multiple digital signaturesS1, S2, · · · , St

to Bob. The multiple digital signatures are created by the above
RSA algorithm. Then, Alice sends(mi, Si), i = 1, 2, · · · , t, to
Bob.

Upon receiving thet messagesm1, m2, ..., mt and mul-
tiple digital signaturesS1, S2, · · · , St, Bob can verify the
correctness of these multiple digital signatures on messages
m1,m2, ..., mt using Alice’s public keye in the following
equation:

(
t∏

i=1

Si)e =
t∏

i=1

h(mi) mod n. (5)

If the above equation holds, Bob can confirm that the multiple
digital signaturesS1, S2, · · · , St are signed by Alice.

It is seen that Bob can batch verify multiple digital sig-
natures which need only one equation 5. Therefore, Harn’s
scheme is more efficient to batch verifying multiple digital
signatures.

B. The Weakness of Harn’s Scheme

Hwang et al. proposed two attacks on Harn’s scheme. They
shown that a singer can forge the multiple digital signatures
and pass the batch verification equation 5. Then, the signer
can deny the digital signatures. It cannot achieve the property
non-repudiation. The attacks is briefed as follows.
Attack 1:

Alice sends her forged pairs(mi, S
′
i), i = 1, 2, · · · , t to Bob,

whereS′i = h(mf(i))d mod n, i = 1, 2, · · · , t; f(·) is a one to
one and onto function such thatf(i) = j, i = 1, 2, · · · , t and
j = 1, 2, · · · , t. Upon receiving forged pairs(mi, S

′
i), Bob can

pass the batch verification equation 5. And Bob can confirm
that the multiple digital signaturesS′1, S

′
2, · · · , S′t are signed

by Alice.
Attack 2:

Alice sends her forged pairs(mi, S
′
i), i = 1, 2, · · · , t to Bob,

whereS′i = ai × Si mod q, i = 1, 2, · · · , t and
∏t

i=1 ai = 1.
Upon receiving forged pairs(mi, S

′
i), Bob can pass the batch

verification equation 5. And Bob can confirm that the multiple
digital signaturesS′1, S

′
2, · · · , S′t are signed by Alice.

It is seen that each of the forged signatures does not pass the
RSA verification equationh(mi) = S′ei mod n individually.
Therefore, Alice can deny these multiple digital signatures. It
cannot achieve the property non-repudiation.

V. HWANG ET AL .’ S MULTIPLE DIGITAL SIGNATURES

SCHEMES

To remedy the weaknesses of Harn’s DSA-type multiple
digital signatures scheme and RSA multiple digital signatures
scheme, Hwang et al. proposed two improved schemes [11].
One is improved DSA-type multiple digital signatures scheme
(shortly called BV-DSA). The other is improved RSA multi-
ple digital signatures scheme (shortly called BV-RSA). Two
improved schemes are shown as follows.

A. Improved DSA-type Multiple Digital Signatures Scheme

The improved scheme is similar to Harn’s scheme. The only
difference is in equation 4. We modify it to

t∏

i=1

rvi
i = (g

∑t

i=1
sir

−1
i

viy
∑t

i=1
mir

−1
i

vi mod p) mod q, (6)

where vi, i = 1, 2, · · · , t, are small random numbers which
are chosen by a verifier.

B. Improved RSA Multiple Digital Signatures Scheme

The improved scheme is similar to Harn’s scheme. The only
difference is in equation 5. We modify it to

(
t∏

i=1

Svi
i )e =

t∏

i=1

h(mi)vi mod n. (7)

where vi, i = 1, 2, · · · , t, are small random numbers which
are chosen by a verifier.

VI. SHAO’ S DSA-TYPE MULTIPLE DIGITAL SIGNATURES

SCHEME

In 2001, Shao proposed a DSA-type multiple digital sig-
natures scheme [16]. His scheme is similar to Hwang et
al.’s scheme. The only difference is in equation 7. The batch
verifying criterion is as follows.

t∏

i=1

(ei(si))ui =
t∏

i=1

(fi(si))ui mod p, (8)

where ui ∈ (1, 232), i = 1, 2, · · · , t, are random numbers
which are chosen by a verifier andsi are multiple digital
signatures individually satisfying the verification equations:
ei(si) = fi(si) mod p, i = 1, 2, · · · , t.

VII. C HANGCHIEN ET AL.’ S DETECTING RSA FORGED

MULTIPLE DIGITAL SIGNATURES SCHEME

In section 4, it is seen that If the batch verification fails,
that is (

∏t
i=1 Si)e 6= ∏t

i=1 h(mi) mod n, i = 1, 2, · · · , t,
the receiver, Bob, must check each multiple digital signatures
using the verification equationh(mi) = Se

i mod n. It needst
exponential computations to detect the forged digital signature.
In 2002, Changchien and Hwang proposed a scheme to detect
forged multiple digital signature [1], which only need one
exponential andt modulus computations.

Changchien and Hwang redefineh() as a prime one-way
hash function and

∏t
i=1 h(mi) ≤ n. This can let the length

of h() is b|n|/tc bits, whereb·c is floor function and|n| is
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length ofn. To detect the forged multiple digital signature, we
can use the following steps:

1) Bob calculatesL = (
∏t

i=1 Si)e mod n.
2) Bob can detect the forged digital signatureSi by check-

ing whetherL mod h(mi) = 0, for i = 1, 2, · · · , t.

VIII. C OMPARISONS

A lot of multiple digital signatures have been proposed in
recent years. The security of these schemes are based on the
difficulty of solving the factoring problem [14] and discrete
logarithm problem [3]. In this section, we compare them in
terms of properties and efficiency.

A. Properties

In Introduction, some issues and challenges for multiple dig-
ital signatures are discussed and then addressed in the design
of multiple digital signatures. These are also the properties of
multiple digital signatures. Table II shows these schemes in
properties. We compare them as follows:

1) Only valid signer can sign multiple electronic docu-
ments.
All schemes can meet this property. If the signer has
his/her private key, he/she can do that.

2) No one can forge the multiple digital signatures.
In these schemes, it is seen that only Hwang’s BV-DSA,
Hwang’s BV-RSA, and Shao’s scheme can meet this
property. The multiple digital signatures of their scheme
cannot be forged to make a false batch verification valid.

3) Any verifier can batch verify the validity of the multiple
digital signatures.
All schemes can meet this property. If the verifier has
the signer’s public key, he/she can batch verify the
correctness of the multiple digital signatures which need
only one verification.

4) It should achieve integrity.
All schemes can meet this property. An attacker should
not be able to substitute false documents for a legitimate
ones because he/she does not know the private key of
the signer. Only the signer can generate digital signatures
for particular documents.

5) It should achieve non-repudiation.
If the multiple digital signatures can be forged by a
sender, it cannot meet this property because the sender
can deny that he/she signed these multiple digital signa-
tures. Therefore, only Hwang’s BV-DSA, Hwang’s BV-
RSA, and Shao’s scheme can meet this property.

6) It should be able to detect forged multiple digital signa-
tures efficiently.
Most of these schemes cannot meet this property. Only
Changchien et al.’s scheme can meet this property. When
the multiple digital signatures are forged, the verifier can
detect these forged multiple digital signatures efficiently.

B. Efficiency

Compare with the original verification of digital signature,
these multiple digital signatures can speed up verification of

multiple digital signatures. These schemes batch verify multi-
ple digital signatures which need only one verification instead
of t verifications. It can save many modular exponentiations.

IX. CONCLUSIONS

In this paper, we have reviewed some multiple digital
signatures and proposed some issues and challenges for
them. Compare with these multiple digital signatures, we can
see that not all these schemes can against these issues and
challenges. However, any verifier in these schemes can batch
verify the validity of the multiple digital signatures. They can
save many modular exponentiations. In future, a secure and
efficient multiple digital signatures scheme which meets all
issues and challenges is still an open problem.
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