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Abstract⎯Modern network systems have much 

trouble in security vulnerabilities such as buffer overflow, 
bugs in Microsoft Internet, sensor network routing 
protocol too simple, security flaws of applications, and 
operating systems. Moreover, wireless devices such as 
smart phones, personal digital assistants (PDAs), and 
sensors have become economically feasible because of 
technological advances in wireless communication and 
manufacturing of small and low-cost sensors. There are 
typologies of vulnerabilities to be exploited in these 
devices. In order to improve securities, many 
mechanisms are adopted, including authentication, 
cryptography, access control, and intrusion detection 
systems (IDS). In general, intrusion detection techniques 
can be categorized into two groups: misuse detection and 
anomaly detection. The misuse detection systems use 
patterns of well-known attacks or weak spots of the 
systems to identify intrusions. The weakness of misuse 
detection systems is unable to detect any future 
(unknown) intrusion until corresponding attack 
signatures are intruded into the signature database. 
Anomaly detection methods try to determine whether 
the deviation is from the established normal usage 
patterns or not. The critical success of anomaly detection 
relies on the model of normal behaviors. 

  
Index Terms⎯Anomaly detection, intrusion 

detection systems, misuse detection, mobile security, 
vulnerability, wireless. 

1. Introduction 
The Internet has played an important role in people’s 

lives because consumers use the Internet to shop, bank, 
entertain, and invest online. Nowadays, the availability of 
mobile devices (e.g. smart phones, PDAs, sensors) has 
significantly increased by different forms of connectivity 
such as GSM (global system for mobile communications), 
GPRS (general packet radio service), Bluetooth, and 
Wi-Fi[1]–[3]. Moreover, e-commerce establishes various 
types of network services to improve customer satisfaction, 
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promote service efficiency and quality, and cut down 
service cost. Computer systems face the risk of 
unauthorized access and the destruction of service by 
outsiders. Therefore, it is essential for a modern society to 
establish a secure and trusted network transaction 
environment[4]–[6].  

Most existing network systems suffer from security 
vulnerabilities, e.g. buffer overflow, bugs in Microsoft 
Internet Explorer, sensor network routing protocols too 
simple, and applications and operating systems having 
plenty of security flaws. In the same trend, numbers of 
vulnerabilities have been increasingly exploited in attacking 
mobile devices. More techniques are able to eliminate such 
problems, including software engineering, security policies, 
and correct configurations, user authentication (e.g. 
passwords[7]–[10], biometrics[11]), information protection (e.g. 
encryption)[12], access controls[13]–[15], and firewalls. 
However, it is impossible to make sure the computer 
systems are absolutely secure in complicated networks 
environment. Therefore, intrusion detection systems 
(IDS)[16]–[18] become more and more important in the 
imperfect security environment. 

An intrusion is “any set of actions that endeavor to 
compromise the integrity, confidentiality or availability of a 
resource”[19]. An intrusion also can be defined as “any set of 
actions attempt to obtain unauthorized resources, exceed or 
misuse his privileges, cause entire systems and networks 
crashed, decrease running efficiency, or deny services”[20]. 
Thus, IDS is a system to monitor events in computers or 
networks and analyze the security violation of data integrity 
and confidentiality as well as availability of resources. In 
general, intrusion detection techniques can be categorized 
into misuse detection and anomaly detection. A misuse 
detection method is applied to detect attacks by comparing 
the network traffic and the signature databases of known 
attacks. A weakness of misuse detection is unable to detect 
new attacks until corresponding attack signatures are 
invaded into the knowledge database. An anomaly 
detection adopts the model of normal usage patterns such as 
CPU and I/O activities from an established historical profile 
by statistically relevant amounts and detects attacks by 
determining whether the deviation is from the normal 
model or not. 

The remainder of this paper is organized as follows. In 
Section 2, we introduce IDS tools. In Section 3, we present 
the criterions of IDS. Security attacks are described in 
Session 4. Intrusion detection systems are presented in 
Section 5. In Session 6, we describe the IDS challenge on 
network trends. Conclusions are presented in Section 7.  
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2. IDS Tools 
There are many IDS tools for performing real-time 

traffic analysis, packet logging, processing alert data, and 
monitoring illegal attempts such as Tcpdump, Snort, 
Ethereal, NetXRay, N2Fk, Sniffer, Bro, network flight 
recorder, and so on. Tcpdump is a packet-capturing 
program for UNIX to provide functions to monitor, 
diagnose, and log network traffic. WinDump is the 
Windows version of Tcpdump. Ethereal also provides a 
network protocol analyzer to allow the examination of data 
from a live network, or from a capture file on a disk. Snort 
is a sniffer and logger, and provides a cross-platform 
environment. It is also a lightweight intrusion detection tool 
deployed to monitor small TCP/IP network easily. 
NetXRay helps the administrator examine network traffics 
and identify bottlenecks and potential problems. The 
simulator SSFNet[21] is applied in border gateway protocol 
(BGP) research domain popularly. For BGP simulation, 
Dimitropoulos et al.[22] developed BGP++ port GNU Zebra 
BGP into NS-2 simulation environment. Bro is a network 
security monitor enabling a high-level semantic analysis at 
the application layer[23]. NFR (network flight recorder) 
provides valuable information about the growth of the 
network, its usage patterns, bottlenecks, potential 
misconfigurations, and more[24]. Tcpreplay allows you to 
capture and replay a real traffic. OMNet ++ is an extensible, 
modular, component-based C++ simulation library and 
framework, primarily for building network simulators 
including wired and wireless communication networks. 

3. Criteria 
Intrusion detection systems have been widely applied to 

prevent and reduce damage to information systems. The 
criteria of an intrusion system are described as follows. 

1) Robustness. Because IDSs are susceptible to attack, 
survivability is the essential ability such as redundancy, 
health checking, mobility, and dynamic recovery. 

2) Efficiency. The IDS modules can execute the 
sniffing and analysis software in time to detect the anomaly 
behaviors. 

3) Adaptability. The intrusion detection model does not 
depend on any special system, application environments, 
system vulnerabilities, or sorts of intrusions.  

4) Scalability. IDS can scale sizes for different traffics 
growing to avoid IDS services bottleneck. 

5) Feedback. The feedback measures the system 
whether to detect an intrusion and take certain actions 
automatically. 

4. Security Attacks 
In traditional IDS, there are five categories to 

distinguish attacks from normal traffics described as 
follows. 

1) Login. Login activities provide the users behavior 

information such as login frequencies, last login, logout, 
login locations (terminal, workstation, network, remote host, 
port), password failure, and location failure.  

2) Execution. Execution activities describe the effects 
of execution such as read frequency, read fail, write 
frequency, write fail, create frequency, delete frequency, 
execution frequency, and execution denied. 

3) Session. Session (program) activities provide the 
session resource usage information such as elapsed time, 
I/O, CPU, resource exhaustion, and connections (connection 
rejected, resent rate, wrong size rate). 

4) Exception-condition. Exception-conditions provide 
the message of dealing error conditions without terminating 
execution of the program. 

5) Connection activity. Connection activities provide all 
connections messages and statements such as SQL 
(structured query language) query and query timeout in 
SQL database. 

Furthermore, the exploitation of system’s vulner- 
abilities[25] is divided into five parts of security attacks 
described as follows.  

1) Attempted break-in. Attackers try to break into a 
system by overflowing buffer attacks, port scan, and 
dictionary attacks. Thus, there are some abnormal 
phenomena such as high rate of password failures, and long 
packets. 

2) Masquerading or successful break-in. Attackers 
break into the systems successfully and use masquerading 
as the legitimate user to attack other systems such as 
backdoor attack, Worm[26]–[28], Trojan horse, DDoS 
(distributed denial-of-service)[17],[29], and so on. When a 
penetrator logs into a system by an unauthorized account 
and password, many types of behaviors are different for the 
legitimate user depending on login time, location, 
connection type, most of time browsing directories, and 
executing system status commands.  

3) Penetration by legitimate user. A legitimate user 
attempts to access unauthorized files or programs by 
penetrating the security mechanisms in the operating 
system. Furthermore, a user applies aggregation and 
inference to retrieve more records than the usual to get 
unauthorized data from a database. Recently, back-end 
database systems have been the target of attacks by 
vulnerabilities of the web services such as SQL injection[30]. 

4) Routing protocols insecurity. Routing protocols 
insecurity makes wireless networks vulnerable to various 
types of outsider attacks such as sinkhole attacks, altered 
routing attack, Sybil attack, and wormholes[26].  

5. Intrusion Detection Systems 
In general, an intrusion detection system is composed 

of three major elements: resources, models, and techniques. 
Resources are protected in the target system such as 
accounts, file systems, and system kernels. Models can 
recognize “normal” or “legitimate” behaviors of these 
resources. Techniques compare the actual system activities 
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with the established behavior models to detect “normal” or 
“intrusion”. However, new technologies of computer 
networks have become more complicated. For simplicity, 
we divide IDS into three types: traditional IDS, database 
IDS, and wireless based IDS, described as follows. 

5.1 Traditional IDS 
An intrusion detection System can be categorized into 

host-based IDS, network-based IDS (NBIDS) and hybrid 
IDS. Host-based IDS is dependent on various operating 
systems. A network-based IDS[31] examines the network 
traffic to detect the intrusion activities. By analysis 
approaches, IDS can be divided into two categories: misuse 
detection and anomaly detection. 

A. Misuse Detection 
Misuse detection systems[32] apply patterns of 

well-known attacks or system weakness to recognize 
intrusion behaviors. The weakness of misuse detection 
systems is unable to detect any future (unknown) intrusions 
until corresponding attack signatures are intruded into the 
knowledge database. 

B. Anomaly Detection 
The critical success of anomaly detection[33] depends on 

the model of normal behavior. Most of systems experienced 
the selecting system features, e.g. CPU, I/O activities, TCP 
protocols. There are many kinds of techniques to discover 
signatures as follows. 

1) Data mining. Signature Apriori[34], k-nearest 
neighbor algorithm[35], and ID3 (iterative dichotomiser 3)[36] 
all use the established historical profile to identify 
intrusions. In general, there are five parts of Signature 
Sniffer: Packet Sensor, Signature Miner, Signature Set, 
Associated Signature Miner, and Rule Set. Packet Sensor 
monitors the packets form the network and sends them to 
Signature Miner. Furthermore, Signature Miner applies 
Signature Apriori to find the candidate signatures that have 
the greatest support. Signature Set stored those candidate 
signatures from Signature Miner for further analysis. Based 
on candidate signatures from Signature Set, the Associated 
Signature Miner concentrates on mining associations of 
them. The candidate rules will be produced and sent to Rule 
Set by the Associated Signature Miner.  

2) Neural network. A neural-network based intrusion 
detector to recognize novel attacks[17] applies a hierarchy of 
back propagation neural networks (NN) to monitor selected 
areas of network behaviors. The NNs are trained using 
normal behavior data formed normal behavior models to 
detect attacks. For a well-defined behavior, transfer control 
protocol (TCP) is adopted by the experimental IDS such as 
three-way connection establishment handshake, the 
connection termination handshake, packet acknowledgment, 
a sequence number matching, and source and destination 
port designation. Some IDSs combine neural networks with 
fuzzy inference systems such as neuro-fuzzy IDS[37] and 
adaptive neuro-fuzzy IDS[22]. 

3) Statistical measure. Anomaly detection systems 

adopt statistical measures to establish normal usage patterns 
(e.g. CPU, I/O activities, IP protocol) and to detect attacks 
by determining whether deviation is from the normal usage 
patterns[28],[29],[38]. Lee et al.[39] proposed an online 
over-sampling principal component analysis (osPCA) 
algorithm to detect outliers from a large amount of data via 
an online updating technique. Because the encryption 
technologies are applied on information systems 
increasingly, less and less payload data is able to analyze in 
intrusion detection. Tysen and Alec[40] utilized statistical 
and pattern recognition methods on the metadata to detect 
anomaly behaviors in an encrypted environment. 

5.2 Database IDS 
In the classic three-tier model, the communication 

between the webserver and the database server is not 
separated. There are many kinds of attacks such as privilege 
escalation attack, hijack future session attack, injection 
attack, and direct DB attack[41]–[43]. Le et al.[30] presented a 
double guard IDS system to model the network behavior of 
user sessions across both the front-end webserver and the 
back-end database. Databases should have the highest level 
of protection because of containing more valuable 
information. Therefore, significant research efforts have 
focused on database IDS[44] and database firewalls[45]. 
These software works as a reverse proxy for database 
connections. In other words, web applications will be 
connected to a database firewall instead of a database 
server. 

5.3 Wireless Based IDS 
Wireless devices may transfer information between two 

or more points without physically connected. Many 
wireless applications have increasingly been applied to 
industries, e-commerce, and social networks. However, 
there are a lot of potential devastates to threat wireless 
networks. Many proposed new techniques are described as 
follows. 

A. Wireless Sensor Networks 
Because the wireless sensor has become smaller and 

cost less, a large number of sensors are deployed in an ad 
hoc fashion to form a wireless sensor network (WSN)[46]–[48] 
for many environmental monitoring and military 
applications. In general, sensor nodes have limited memory, 
power, and computation resources. Because of deployment 
of sensor nodes in unsupervised and hostile environments, 
many individual sensors have vulnerabilities[49]. Therefore, 
intrusion detection plays an important role to detect 
malicious or unexpected intruders in a WSN[50],[51].  

There are two major categories on the WSN intrusion 
detection problem: 1) using system components to monitor 
the security of a WSN and diagnoses compromised/ 
vulnerable sensors so as to ensure the correct network 
behavior and avoid a false alarm and 2) applying a 
monitoring or surveillance system to detect a malicious 
intruder.  
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Various types of outsider or insider attacks in WSN[26] 
are described as follows.  

1) Sinkhole attack. Attackers utilize the compromised 
nodes to attract neighbor nodes to route them and create a 
metaphorical sinkhole. 

2) Spoofed, altered routing attack. Attackers create 
routing loops, extend or shorten source routes by replaying 
routing information.  

3) HELLO flood attack. Attackers broadcast HELLO 
packets to their neighbors.  

4) Sybil attack. A single node presents multiple 
identities to other nodes in the network. 

5) Wormholes. Attackers tunnel messages received in 
one part of the network by a low latency link and replay 
them in a different part. 

6) Selective forwarding. Attackers reject to forward 
certain messages. 

B. Security on Smart Phones 
Recently, smart phones have significantly increased 

because different forms of connectivity are provided, 
including IEEE 802.11, GSM, GPRS, Bluetooth, UMTS, 
and HSPA. Plethora of appealing features has led to a 
widespread diffusion of smart phones and made them as a 
target for attackers. Less heterogeneity in an operating 
system (OS) allows attackers to apply just a single vulner- 
ability to attack a large number of different kinds of smart 
phones[52]. Nowadays, the number of OSs for smart phones 
such as iPhone OS, Android, Windows Mobile, Symbian 
OSs have increased. Because of more users downloading 
and installing third-party applications for smart phones, 
more malwares (e.g. Trojan, rootkit, backdoor, worm, virus, 
and botnet)[53] to attack smart phones will increase. 

6. IDS Challenge on Network Trends 
Cloud computing and peer-to-peer (P2P) environment 

have become increasingly attractive to the public. However, 
it is still a challenging issue to construct a secure computer 
networks and detect intruders. Many studies have been 
proposed and are described as follows. 

6.1 Security on Cloud Computing Environment 
Cloud computing refers to the delivery of computing 

and storage capacity as a service to end-users in a 
heterogeneous community. Over networks, cloud 
computing entrusts services with a user’s data, software and 
computation. There are three types of cloud computing: 
infrastructure as service (Iaas), platform as a service (PaaS), 
and software as a service (SaaS). The cloud computing has 
flourished and emerged as the natural evolution and 
integration of advances in several areas including 
distributed computing, service oriented architectures, and 
web services. However, Many security risks have raised 
along with the uncountable benefits such as confidential 

data (financial and health data) leakage and loss of privacy 
in the cloud[33],[54]. For secure data sharing and preserving 
user’s privacy in the cloud, many studies[55],[56] are 
presented. 

6.2 Security on Unstructured P2P Environment 
P2P systems are independent from the physical network 

topology and built at application layers. In general, P2P 
systems are divided into structured and unstructured P2P 
networks. Structured P2P networks are organized according 
to specific criteria and algorithms. Unstructured P2P 
networks[57],[58] overlay networks are distributed systems in 
nature without the centralized control. Each computer in the 
network is referred to as a node and is allowed to access 
and share files and peripherals without the need of a central 
server. In other words, each peer is a client as well as a 
server. Via unstructured P2P networks, P2P worms may 
infect shared files and propagate. Based on the actual 
situation of P2P users, a delayed SEIRS (susceptible, 
exposed, infective, removed, and susceptible) epidemic 
model[59] with death, offline and online rate was constructed. 
A workload-driven simulation framework[60] characterizes 
three types of non-scanning worms such as passive worm, 
reactive worm, and proactive worm. In order to reveal 
worms’ spreading capability, many analysis models[61] were 
proposed. 

7. Conclusions 
Because high-speed backbones and local area networks 

provide the end user with bandwidths, the Internet has 
become a vital infrastructure for governments, companies, 
and millions of end users. Furthermore, new technologies 
of computer networks have also become more complicated, 
including wireless devices (e.g. smart phone, wireless 
sensor), cloud computing environment, and web 
applications. Thus, it is difficult to satisfy the security 
demands for all networks by traditional IDSs. Because 
wireless devices have become smaller and cost less, a large 
number of wireless devices are deployed in ad hoc fashion 
to form wireless networks. However, many individual 
wireless devices are vulnerable in unsupervised and hostile 
environments. Via multitier web applications and wireless 
devices (e.g. smart phone PDA), web-delivered services 
and applications have significantly increased, including 
banking, travel, invest, shop, and social networking. The 
back-end database must have the highest level of protection 
to prevent valuable information from an unauthorized 
access. On networks trends, cloud computing and P2P 
environment have been the challenge to IDSs. Nowadays, 
many enterprises constructed two or more IDS products to 
detect intrusions inefficiently. However, those of IDS 
products are independent and some of their functions are 
overlay. How to integrate and manage different kinds of 
IDSs are important issues to reduce the cost. 
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