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Abstract. Recently, Li, Wang, et al. proposed a secure and efficient authentica-

tion protocol which enhances scalability function by using simple index. This 

study further demonstrates that their scheme could not resist denial of service 

attack. 
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1 Introduction 

RFIDs are widely applied in various environments, i.e., internet of things (IOT) [1-

4], near-field communication (NFC) [4-7], and vehicular ad hoc networks (VANET) 

[8-11]. In general, there are three parts in RFID systems: Tags, readers, and a data-

base server [12]. The tags contain a limited processing unit and memory [13-15]. The 

main issues in RFID are the privacy and security [16]. The following five criteria for 

evaluation security are requirement for RFID communications: Tag information pri-

vacy disclosure, location privacy, replayed attack, denial of service, and forward secu-

rity [17-19]. 

Many schemes had been proposed to improve the security for RFID systems [20-

27]. Some schemes emphasize light weight and low cost RFID Protocols [20-23]. 

Some schemes are used in mobile agent device [24,25].  

Recently, Li, Wang, et al. proposed an authentication protocol for secure and effi-

cient RFID communication [26]. Their scheme is designed to solve the scalability 

problem which the reader is required to identify multiple tags simultaneously. In Li et 

al.’s protocol, the server only computes three times hash function in authentication 

processes. However, Li et al.’s protocol is vulnerable to denial of service (DoS) at-

tack. In this article, we will point out the weakness of their protocol. 



The rest of this article is organized as follows: we will review Li et al.’s authenti-

cation protocol in Section 2. Next, we will show the weakness of Li et al.’s authenti-

cation protocol in Section 3. Concluding remarks are finally made in Section 4. 

2 Review of Li et al.’s Authentication Protocol 

This protocol is based on hash function, and the following notations used through-

out the paper are presented in Table 1. The protocol assumed that the connection 

between the servers as one entity and shares a secure channel, and the connection 

between the tag and the reader share an insecure channel, therefore an attacker 

could easily eavesdrop the transferred information.  

Table 1 Notations are used in the protocol 

♁ An exclusive-or operator 

|| A concatenation operation 

h(),G() A one-way hash function 

K A secret value shared by the database server and the tag 

ID A unique identifier of tag 

M The times which the tag had not updated ID and K 

IDold A previous unique identifier of the tag 

IDnew A new unique identifier of the tag 

Kold A previous secret value 

Knew A new secret value 

NT A random number generated by tag 

NR A random number generated by reader 

The reader has a pseudo-random number generator while the tag can generate ran-

dom numbers and compute hash function. The authentication process is divided in 

five steps shown in Figure 1. 

1) The reader sends a random number NR and Query to the tag. 

2) The reader generates NT and computes M1 = h(K||NR) and M2 = h(ID), and 

then sends M1, M2, and NT to the reader. 

3) After the reader received M1, M2, and NT from the tag, the reader forwards M1, 

M2, NT, and NR to the server. 

4) The server checks whether h(ID) is matched with h(IDold) or h(IDnew). The 

server resets M = 0, computes h(Knew||NT), and updates database records 

h(IDold) = h(IDnew), ID = G(ID), h(IDnew) = h(ID), Kold = Knew, and Knew = ID 

♁ NT ♁ NR if h(IDnew) equal h(ID). Then, the server computes M = M+1, 

h(Kold || NT), and still uses the IDold since the server does not update database 

records if h(IDold) equal h(ID) and M < UpperLimit. Here, UpperLimit denotes 

a security level which is set by system administrator. When UpperLimit is a 

small value the system has high level security, and UpperLimit is a high value 

the system has low level security. Next, the server sends h(Kold || NT) or h(Knew 

|| NT) to the reader.  



5) The reader forwards h(Kold || NT) or h(Knew || NT) to the tag that is decided by 

h(IDold) = h(ID) or h(IDnew) = h(ID). The tag computes h(K || NT) and com-

pares it with the received value from the reader. Next, the tag updates ID = 

G(ID), K = ID ♁ NT ♁ NR if h(K || NT) is equal with the received value. 

 
Fig.1 Li-Wang authentication protocol 

3 Weakness of Li et al.’s Authentication Protocol 

In [26], the security analysis indicates that the Li et al.’s authentication protocol is 

secure against denial of service (DoS) under certain conditions. For the DoS attack, Li 

et al.’s authentication protocol claims that their protocol can regain synchronization 

after losing it. More precisely, an attacker can counterfeit M3 thus the M3 of tag is 

updated while the M3 of server is not, thus resulting in the de-synchronization be-

tween the database server and the tag. The prerequisites are given that an attacker 

must be able to eavesdrop and intercept message on the communication between the 

tag and the reader. The two rounds of attack steps are shown in Figure 2. 

1) In the first round, the reader and the tag are communicating normally while the 

attacker intercepts the message that is explained in the following. The reader 

generates a random number NR and then sends Query and NR to the tag. 

2) After receiving the message, the tag generates a random number NT and com-

putes M1 = h(S ♁ NR ♁ NT) and then sends it to the reader. The attacker 

eavesdrops and records the message NT while interrupting the message when 

the tag attempts to send the message (M1, M2, NT) to the reader. 

3) In the second round, an attacker obtains the message and then forges a reader 

to send the message to the tag to update secret value of tag but not the data-

base server. The attacker sends message to the tag Query, N'T, which is ob-

tained from the first round. After the tag received the messages, the tag com-

putes M'1 = h(K||N'T) and M2 = h(ID) and then sends it to the reader.  



4) After the attacker intercepted the message M'T, the attacker interrupts the mes-

sage, and the message M'1, M2 are not sent to the database server. The attacker 

submits the obtained message M'1 to the tag, and then the tag computes 

h(K||N'T) and check whether it is equal with the received M'1 or not. The tag 

updates ID and K if the M'1 is correct. The attacker repeats the first and the 

second round again, which would result in the de-synchronization of the val-

ues ID and K of database server and the tag. 

 
Fig.2 Weakness of Li et al.’s authentication protocol 

 

In Li et al.’s authentication protocol, the critical point is at the final step M3 = 

h(K||N'T) because the tag is updated with ID and K if M3 is correct. However, M3 uses 

K and NT while NT is public, thus NT can be eavesdropped and resubmitted to the tag. 

The tag does not record the value is generated last time by NT itself. Therefore, the tag 

computes the message h(K||NT) when an attacker sends the last value NT, which is 

equal with final step M3, to the tag. Later, the attacker could successfully send coun-

terfeit message h(K||NT) to the tag. Therefore, the secure value K and ID of tag are 

updated, but the database server does not. This attack needs to be executed twice, so 



the database has no matching keys to complete the mutual authentication in next ses-

sion that incurs DoS attacks. 

4 Conclusions 

In this paper, we reviewed Li et al.’s authentication protocol. Next, we showed the 

vulnerability of Li et al.’s authentication in DoS attack. In summary, the attackers 

typically focus on determining a tag's secret, or replaying message observed from 

previous communications between the tag and the reader. 
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