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A New Privacy and Authentication Protocol for

End-to-End Mobile Users

Abstract

In this paper, we propose a new privacy and authentication

scheme for end-to-end mobile users. There are three goals in our scheme.

The first allows two end-to-end mobile users to communicate privately

each other. The second allows two end-to-end mobile users to distribute

a session key simply. The third allows two end-to-end mobile users to

mutually authenticate.

Keywords: Authentication, mobile Communication, privacy, security

1 Introduction

Recently, mobile communications technologies have undergone rapid develop-

ment. Small mobile communication devices with numerous functions are be-

coming popular for people to transfer data at any place and any time. These

devices provide convenience for people between destinations and far away from

standard communications methods. This is bringing forth the important issue

of information security, privacy and authentication in an open space. Privacy

involves ensuring that an eavesdropper cannot intercept the communications

information of mobile users. Authentication involves ensuring that the services

are not obtained fraudulently [5, 6, 8].

In recent years, many literatures had been written on privacy and authenti-

cation for mobile communications [1, 2, 6, 7, 12, 13]. A good security protocol

for mobile communications must not only provide high security but also low

computation. Recently, Yi, Okamoto, and Lam proposed an optimized pro-

tocol (denoted as the YOL protocol) for mobile network authentication and
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security. The YOL protocol is based on the ElGamal signature [4] and Diffie-

Hellamn [3] key distribution scheme. The protocol has two advantages. The

first is that the mobile users only keep two public parameters, a large prime

(p) and a public key from the certification authority (CA). Therefore, the stor-

age space of the mobile terminal for the protocol is smaller than that of other

protocols. The other is that it uses a secret key cryptosystem to encrypt the

communications between mobile user and base station. Therefore, the com-

putation complexity of this protocol is smaller than that of other protocols,

which use pubic key cryptosystems to encrypt communications.

However, the YOL protocol considers only that a mobile user will set up

a communication session with a base station. When we extended their proto-

col for end-to-end mobile user communications, there existed either a security

loophole or an inefficient processing problem. In this paper, we propose an

efficient authentication and privacy protocol for end-to-end mobile user com-

munications by adding a time-stamp to the YOL protocol. There are three

goals in our scheme as follows.

1. It allows two end-to-end mobile users to communicate privately each

other.

2. It allows two end-to-end mobile users to distribute a session key simply.

3. It allows two end-to-end mobile users to mutually authenticate.

In this paper, we extended YOL protocol for end-to-end mobile user communi-

cations. Two of our extended schemes and the YOL protocol have drawbacks

shown in Section 3. Therefore, we then propose an efficient and secure au-

thentication and privacy protocol for end-to-end mobile user communications.

The proposed protocol do not only correct drawbacks shown in Section 3, but

also achieve our above goals.

This paper is organized as follows. In the next section, we give an overview
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of the YOL protocol. In Section 3, we propose two straightforward protocols,

which are extensions of the YOL protocol, to communicate privately and pro-

vide authentication for end-to-end mobile users. We also show that the two

existing drawbacks in the YOL protocol, the security loophole and inefficient

processing problem. In Section 4, we propose an efficient protocol to correct

these drawbacks. In Sections 5, we analyze the security of our method. In

Section 6, we give a discussion on our protocol. Finally, Section 7 presents our

conclusions.

2 The YOL Protocol

The YOL protocol [12] used the ElGamal signature [4] and Diffie-Hellman key

distribution protocol [3] for mobile network authentication and security. This

is a good security protocol for mobile devices that use simple algebraic oper-

ations and have a small storage capacity. There are two procedures in this

protocol. First, all mobile users and base stations must have certificates that

are used to authenticate each other. In this procedure, each unit should get

a certificate to be authenticated by others. To run next procedure, each unit

must have a certificate which is issued by a trusted Certification Authority

(CA). This procedure is generated by CA. Second, mutual authentication and

key distribution between mobile user and base station must exist. The YOL

protocol is summarized in the following:

CERTIFICATION:

They assumed that a mobile network includes a trusted third party (CA) which

provides a public key certification service and issues a certificate to all mobile

users and base stations. The CA should be a trusted third organization. When

a unit wants to get a certificate, he/she generates his/her own key pair, gives

the public key as well as some proof of his/her identification to CA. the CA
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plays the same role as the Government in the certificate issuing process, will

check the person’s identification to assure the identity of the unit.

1. Each participant (mobile user, base station, and CA) in the network

generates a pair of public-secret keys. The pair of keys for a mobile

user is (ym, xm), where ym = gxm mod p. xm is a secret number chosen

randomly from GF (q)∗ by the mobile user. p is a large prime. q is a large

factor of (p − 1); and g = h
(p−1)

q mod p with h is an integer satisfying

1 < h < (p − 1). The parameters (p, q, h, g) are generated by CA. In

a similar way, the pairs of keys for the base station and CA are (yb, xb)

and (yca, xca), respectively.

2. The CA generates certificates CertCA,b = (Cb, sb, tb) and CertCA,m =

(Cm, sm, tm) for the base station and mobile user, respectively. Here,

sb = grb mod p with rb is a random number chosen by the base station

from GF (p)∗; tb = −sb − h(Cb) × rb × x−1
ca mod q; and Cb is a message

which contains the certificate serial number, validity period, the identity

(ID), the public key of the base station, etc. In a similar way, sm =

grm mod p with rm is a random number chosen by the mobile user; tm =

−sm−h(Cm)× rm×x−1
ca mod q; and Cm is a message which contains the

certificate serial number, validity period, the identity (ID), the public

key of the mobile user, etc.; h(·) is a one-way hash function [10].

MUTUAL AUTHENTICATION AND KEY DISTRIBUTION:

The procedures for mutual authentication between a mobile user, MS and a

base station, BS, as well as the key distribution from BS to MS are shown

in Figure 1. We briefly describe the procedures in the following.

1. MS sends a SETUP signal and his certification CertCA,m to BS.
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Figure 1: The YOL protocol

2. BS verifies the validity of MS by checking the following:

ysm+tm
ca × sh(Cm)

m mod p = 1. (1)

If the above equation holds, BS confirms that MS is a legal mobile user

and then sends a CONNECT signal, his certification CertCA,b, and

(y−xb
m ×K mod p) to MS, where K is a session key which is shared by

MS and BS.

3. MS verifies the validity of BS by checking the following: ysb+tb
b ×s

h(Cb)
b mod

p = 1. If the equation holds, MS confirms that BS is a legal base sta-

tion and then derives the session key K by computing yxm
b × (y−xb

m ×
K) mod p = K.

Finally, MS and BS can commonly share this session key, K, to encrypt

and decrypt confidential message using a block cipher.

3 Extension Of YOL Protocol

The YOL protocol [12] is designed to set up a communication session only

between a mobile user and a base station. We extended this protocol for end-

to-end mobile users with the following two schemes.
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SCHEME 1: End-to-End Mobile Users Communicate with Three Keys

A straightforward scheme to apply the YOL protocol for end-to-end mobile

user communications is shown in Figure 2. This scheme uses three different

keys for end-to-end mobile user communications. In Figure 2, we assume that

mobile user 1 (denoted as MS1) wants to communicate with the mobile user

2 (denoted as MS2). Apply the YOL protocol for MS1 to base station 1 (de-

noted as BS1), both MS1 and BS1 can share a session key K1. In a same way,

both BS1 and base station 2 (denoted as BS2) can share a session key K2, and

both BS2 and MS2 can share a session key K3.
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Figure 2: End-to-End mobile users communicate with three keys

There are three advantages in this method:

1. Communications privacy for end-to-end mobile users in a mobile network,

2. Key distribution for end-to-end mobile users.

3. Mutual authentication for end-to-end mobile users.

However, the disadvantage is related to the inefficiency of this scheme. If

there are n base stations between MS1 and MS2, (n + 1) session keys are

required. We must to do 2(n + 1) times the encryption and decryption. It is
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thus inefficient for an on-line system.

SCHEME 2: End-to-End Mobile Users Communicate with One Key

In this scheme, we use only one key for end-to-end mobile users to communicate

with in a mobile network. In this scheme, the main problem is key distribu-

tion; how to send the session key to each participant. When MS1 wants to

communicate with MS2. Each participant must execute two procedures in the

YOL protocol: certification, and mutual authentication and key distribution.

As in Figure 3, MS1 communicates with MS2 using only one session key. This

scheme can improve the inefficiency problem in the previous method, but there

still exists a security loophole as follows.

• Between MS1 and BS1, it is similar to SCHEME 1 for mutual authen-

tication and key distribution.

• Between BS1 and BS2, it is similar to SCHEME 1 for mutual authenti-

cation. Then BS1 sends (y−xb1
b2 ×K) mod p to BS2, where K is decided

by BS1. When BS2 receives it, he/she separates K from y−xb1
b2 ×K mod p

by computing (yxb2
b1 )× y−xb1

b2 ×K mod p.

• Between BS2 and MS2, it’s similar to the method between BS1 and

BS2.

Finally MS1 can send confidential messages to MS2 using a symmetrical cryp-

tosystem [10] with the session key K as shown in Figure 3.

This scheme improves the disadvantage in SCHEME 1. It uses a key only

for end-to-end mobile user communications in mobile network. The advantages

in SCHEME 2 are the same as SCHEME 1. The disadvantage is insecurity.

We explain it as follows.

1. MS1 to MS2:

When MS1 communicates with MS2, they use the mutual key K to
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encrypt and decrypt the confidential message. If MS2 is an illegal user,

he/she can intercept y−xb1
m1 ×K mod p from the transmission session and

separate y−xb1
m1 mod p from it by computing:

y−xb1
m1 ×K mod p

K

= y−xb1
m1 mod p.

2. MS1 to MS3:

In the next session, when MS1 wants to communicate with MS3 (mobile

user 3), they choose K1 as their session key. The illegal user, MS2,

intercepts y−xb1
m1 ×K1 mod p from this session and separates K1 from it

as follows.

y−xb1
m1 ×K1 mod p

y−xb1
m1 mod p

= K1.
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Figure 3: End-to-End mobile users communicate with one key

From now on, MS2 uses the session key K1 to wiretap the confidential

messages between MS1 and MS3. The session key K is shared by MS1 and

MS2, so MS2 can derive the session key K1 shared by MS1 and MS3 by using

above two Equations. In the next section, we will propose an improved scheme

to remedy this security loophole.
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4 The Proposed Scheme

We have showed that the protocols for end-to-end mobile users are inefficient

or insecure in Section 3. In this section, we propose a protocol to improve

SCHEME 2, as discussed in Section 3. The main idea is that a time-stamp

concept [11] is applied to our scheme. We added a time-stamp, T , and a

public one-way hash function f in our scheme, as shown in Figure 4, to solve

the inefficiency and insecurity problems as follows.

1. MS1 to BS1:

(a) MS1 sends a SETUP signal and his/her certification CertCA,m1 to

BS1.

(b) BS1 verifies the validity of the certification CertCA,m1 by checking

Equation (1). If Equation (1) holds, BS1 sends a CONNECT sig-

nal, his/her certification CertCA,b1, time-stamp T1, and y
−xb1×f(T1,X)
m1 ×

K mod p to MS1, where K is a random session key; X is equal to

yxb1
m1 or yxm1

b1 and is shared by MS1 and BS1.

(c) MS1 verifies the validity of the time-stamp and the certification

Certca,b1 by checking Equation (1). If Equation (1) holds, MS1

calculates the session key as follows.

y
xm1f(T1,X)
b1 y

−xb1f(T1,X)
m1 ×K mod p

= K.

2. BS1 to BS2: This is similar to MS1 to BS1 for mutual authentication

as shown above. BS1 sends a new time-stamp T2, and (y
−xb1×f(T2,Y )
b2 ×

K) mod p to BS2, where Y is yxb2
b1 or yxb1

b2 . Next, BS2 calculates the

session key K by computing

y
xb2f(T2,Y )
b1 × y

−xb1f(T2,Y )
b2 ×K mod p

= K.
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3. BS2 to MS2: This is similar to BS1 to BS2 for mutual authentication

as shown above. BS2 sends a new time-stamp T3, and (y
−xb2×f(T3,Z)
m2 ×

K) mod p to MS2, where Z is yxb2
m2 or yxm2

b2 . Next, MS2 calculates the

session key K by computing

y
xm2f(T3,Z)
b2 × y

−xb2f(T3,Z)
m2 ×K mod p

= K.
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Figure 4: End-to-End mobile users communicate with one key and a time-
stamp

Finally, two mobile users, MS1 and MS2, get the session key K. They

can use this session key to encrypt and decrypt confidential messages using a

symmetrical cryptosystem [10].

5 Cryptanalysis

Our scheme is an extension of the YOL protocol. For enhancing security, we

added a time-stamp T and a one-way hash function f to the YOL protocol for

end-to-end mobile users. Our scheme is secure against Martin and Mitchell’s

attack [9].

If an attacker does not know the secret key x, it is difficult to forge a valid

signature pair (s, t) and obtain the session key K from y−xb×f(T,X)
m ×K mod p.
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This is a discrete logarithm problem [4]. It is difficult to obtain X except that

the attacker known the secret keys xm1 and xb1.

Applying the time-stamp concept in our scheme, the security of the scheme

is enhanced to defend and against a replay attack. Although an attacker can

intercept the time stamp T and the end-to-end mobile user certification, he/she

cannot pretend to be one of them by replaying these messages. An attacker

may replay the certificates to pass authentication, he/she still cannot obtain

their common session K without knowing the secret key x.

Furthermore, there is no way for an attacker to obtain the secret key, so

he/she cannot obtain the session key K to wiretap the confidential messages.

As in the description in Section 3, MS2 is an attacker. He/She can intercept

y
−xb1×f(T1,X)
m1 and T1, but he/she cannot get the session key K by computing

y
−xb1×f(T ′,X)

m1 ×K mod p

y
−xb1×f(T1,X)

m1 mod p
, since the time-stamp T ′ is different from the time-stamp

T1 and the X is unknown to him/her.

6 Discussions and Comparisons

A good protocol for privacy and authentication in a mobile network should

involve as simple an algebraic operation as possible and occupy as small a

storage space as possible. The YOL protocol [12] can achieve these purposes.

However, their protocol has the following drawbacks: (1) only communications

between a mobile user and a base station are considered; (2) they cannot

resist the certificate replaying attack; (3) the session key may be derived by

another legal mobile user described in Session 3. Our scheme can remedy these

drawbacks in Session 4. We added a time-stamp against replaying attack and a

one-way hash function to solve the drawbacks (3). The security of our analysis

is described in Session 5. Our end-to-end protocol has all of the necessary

features.

Our method has the following improvements:
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1. Traditionally, privacy and authentication for end-to-end mobile commu-

nication is a large topic [2]. In the YOL protocol, only communications

between a mobile user and a base station are considered.

2. In SCHEME 1 of Section 3, (n + 1) session keys and 2(n + 1) times of

encryption and decryption computations are required for mobile commu-

nications. It is inefficient. In SCHEME 2 of Section 3, one session key

for end-to-end mobile communications is used to avoid heavy encryption

and decryption computations. This solves the inefficiency problem.

3. In the efficient scheme in Section 4, we added a time-stamp, T , and a one-

way hash function f to solve a potential security loophole. Compared

with the YOL protocol, only a multiplicative operation, −xb × f(T, X),

and f(·) were added. Therefore, the computational complexity was

not increased. Communication between end-to-end mobile users was

achieved and the security of the protocol was enhanced.

However, in our scheme, it also have a small shortcoming same as other

mobile network that is base stations have the knowledge of that shared session

key, which gives these base stations the capability to decrypting the encrypted

message between the two mobile users.

In Table 1, we compare the proposed schemes with YOL scheme. Although

the computational complexity of our scheme is higher than YOL scheme, our

scheme can achieve end-to-end security and improve the insecurity of YOL

scheme. In addition, our scheme in Section 4 keeps the advantages of YOL

scheme.

7 Conclusions

Yi, Okamoto and Lam proposed a good security protocol for a mobile network

involving simple algebraic operations and small storage capacity. In their pro-
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Table 1: Comparisons among the four schemes

YOL Scheme 1 Scheme 2 End-to-End
Scheme in Sec. 3 in Sec. 3 Scheme

Simple algebraic operation Yes Yes Yes Yes
End-to-End No Yes Yes Yes
Security No No No Yes
Additional
computational complexity - - - M+F

*M: a multiplicative operation, F: a one-way hash function.

tocol, only mobile users setting up communications a base station was con-

sidered. In this paper, we extended their protocol to end-to-end mobile users

communicating privately and authentically. Our scheme can achieve (1) pri-

vacy for end-to-end mobile users in a mobile network; (2) key distribution for

end-to-end mobile users is achieved simply. (3) mutual authentication for end-

to-end mobile users is also achieved. In addition the security of the protocol

was also enhance.
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