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Abstract

In the original PCL theory, due to the lack of a strict def-
inition and inference rules of the relations among message
subterms, the protocol analysis process was described as
having neither rigor nor formalization, which seriously af-
fected the accuracy of the analysis results. Secondly, The
temporal ordering between the actions of the principals is
the key basis for judging whether the principals correctly
perform the roles of the protocol or not. The analysis
on it based on timestamp mechanism which can directly
reflect the temporal ordering of the actions of the princi-
pals, will greatly reduce the complexity of protocol anal-
ysis. However, there are no verification or inference rules
based on the timestamp mechanism for the temporal re-
lationship between the acts of protocol principals in the
existing PCL theory. Accordingly, this paper is aimed to
extend the PCL theory from two aspects: Message sub-
terms relationship and timestamp mechanism. First, the
inference rules of message subterms are given on the ba-
sis of a strict definition of the relations between message
subterms. Secondly, based on the defined timestamp rela-
tions and the original PCL inference system, the rules for
judging the temporal ordering of the receiving and send-
ing behavior of protocol principals are given. To verify
the validity of PCL extension theory, the conciseness of
PCL in protocol security analysis and the correctness of
improved CCITT X.509 protocol, a formal description of
the improved CCITT X.509 protocol is given by using cue
calculus language, and a formal description of the secu-
rity properties of the protocol is given by using PCL logic.
And then, the security analysis of the protocol is given by
using the extended PCL theory in three areas: Authen-
tication, confidentiality and data integrity. The process
and results of protocol analysis show that the extended
PCL theory can effectively reduce the complexity of pro-
tocol analysis, and the improved CCITT X.509 protocol
can meet the goal of protocol security attribute design.
Keywords: CCITT X.509; Formal Analysis Method; Pro-

tocol Composition Logic; Security Protocol

1 Introduction
Security protocol has become the basis of Cyberspace Se-
curity [20]. It is very complex to design a correct security
protocol. Protocol defect analysis has become the main
method and means of security protocol design [4, 16, 23].
At present, formal method has been proved to be the
most scientific, rigorous and effective method of secu-
rity protocol defect analysis [1–3]. Protocol Composition
Logic (PCL) [7,9], proposed by Datta, Derek and Michell
in 2003, is a formal design and analysis method of security
protocols based on Floyd-Hoare logic. The formal proof
system of PCL consists of protocol modeling system, pro-
tocol logic and proof system. In the protocol modeling
system, PCL uses cryptographic primitives to describe the
basic elements of the protocol, such as sending and receiv-
ing messages. Cords calculus links the security properties
of the protocol with the execution semantics of the proto-
col. It can not only formally describe the protocol itself,
but also accurately describe the security properties of the
protocol. In the protocol logic system, PCL uses standard
logic concepts such as predicate logic and model opera-
tors to eliminate the influence of informal factors such as
”belief” and ”jurisdiction” on the correctness of protocol
analysis results. In the proof system, PCL adopts honest
rules and does not need explicit inference about intruder’s
behaviors, greatly reducing the complexity of protocol
analysis process. In addition, the logical inference system
of PCL can ensure the security analysis of parallel and
sequential combination of protocols. Therefore, PCL has
scientific and rigorous inference system, as well as flexible
and efficient analysis methods, compared with other for-
mal analysis methods. PCL has been broadly extended
and improved by researchers [8,21,22,25] in recent years.
So far, PCL has been widely used in formal design and
analysis of protocols [10, 14, 15, 18]. However, there are
still many flaws in the PCL theory, such as inadequate
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formal theory of message algebraic space, limitations of
honesty theory, etc. [6].

When the PCL theory is adopted to analyze security
protocols, some issues are found, e.g. the message space
theory of PCL is less systematic; the definition of mes-
sage structure, message types and the relations among
message subterms are not rigorous; and the inference
rules of the relation among message subterms are miss-
ing. In the process of protocol analysis, contains(a, b)
only be used to assert the subterms relations between dif-
ferent messages. The inference of the subterm relations
of messages is latent, subjective and informal. In order
to prevent message replay attacks, timestamp mechanism
is often used to ensure the freshness of messages in the
process of security protocol design. For example, times-
tamp mechanism is used in CITT X.509, Denning-Sacco,
Wide-Mouth Frog, and Kerberos. Timestamp not only
prevents message replay attacks, but also potentially es-
tablishes the temporal relationship between the actions
of principals. In the PCL logical inference system, the
temporal relationship between the behaviors of protocol
principals is the key basis to judge whether the protocol
is executed correctly. The logical inference and establish-
ment of the temporal relationship between the actions of
protocol principals are not only the basis of correctness
analysis of protocol security properties, but also the key
of PCL analysis method that determines the complexity
of protocol analysis. Timestamp can directly reflect the
timing relationship of the action of the principals, so the
complexity of protocol analysis will be greatly reduced,
if the timestamp is bound to the action of the princi-
pals to analyze the temporal relationship of the action
of the principals [5]. In the existing PCL theory, there
are no verification or inference rules based on timestamp
mechanism for the temporal relationship of the actions
of protocol principals. Therefore, this paper is focused
on expanding the original PCL theory from two aspects
- message subterms relationship and timestamp mecha-
nism, in order to further improve the theoretical basis of
PCL, expand the application scope of PCL theory, im-
prove the formalization of protocol analysis, and enhance
the efficiency and accuracy of protocol analysis.

CITT X.509 [12] is a security protocol based on public
key cryptosystem. In its design, not only random val-
ues but also timestamp mechanism are used. The secu-
rity properties of CITT X.509 consist of authentication,
confidentiality and data integrity. The actions of prin-
cipals contain many basic message operation types, such
as encryption, decryption, signature, verification and so
on. The diversity of CITT X.509 in security mechanism,
security objectives and message operation types requires
higher theoretical basis and inference system of formal
methods. Since the publication of CITT X.509, some se-
curity defects in authentication and confidentiality have
been detected by various security protocol analysis meth-
ods [11, 13, 17–19, 24]. Researchers have addressed a va-
riety of improvement schemes by reconstructing message
structure. Based on the improved scheme of CITT X.509

given by literature [29], the security proof of improved
CITT X.509 protocol is delivered by using extended PCL
logic to verify the efficiency of extended PCL logic and
the correctness of improved CITT X.509 protocol.

2 Protocol Composition Logic
2.1 Symbols and Terminology
The basic symbols and terms used in this paper are as
follows.

1) ρ : The role in the protocol;

2) X̂: Principal that performs protocol role;

3) t: term;

4) Tstamp: The set of timestamps;

5) m(X,Y, t): Formatted message terms. X is the
sender of the message, Y is the receiver of the mes-
sage, and t is the content of the message;

6) KX : Key set of principal X̂;

7) kX , k
−1
X : The public and private keys of principal X̂;

8) KXY : Shared key of principal X̂ and Ŷ ;

9) {t}k: Encryption of term t with key k;

10) |t|k: Signature of term t with key k;

11) gh: Connection of term g and h;

12) α, β: Actions of the principal;

13) a,b: Action formula;

14) S: Strands;

15) P : Threads;

16) n: Random value;

17) >: True.

2.2 Protocol Programming Language
PCL uses a protocol programming language based on
Cords calculus to describe protocol message interaction.
The formal definitions of message operation and message
sequence are given below.

1) new t: Generate a new term t;

2) send u: Send a term u;

3) receive u: Receive a term u;

4) match u, u: Match a term to a patter;

5) x := sign u, k: sign the term u with k;

6) verify u, u, k: Verify the signature;
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7) x := enc u, k: Encrypt the term u with k;

8) x := dec u, k: Decrypt the term u with k;

9) x := gh: Tuple the term g and h;

10) [α; · · · ;α]P : Actions sequence of P̂ .

2.3 Protocol Logic
1) Action formulas.

a ::= Send(X, t)|Receive(X, t)|New(X, t)|
Encrypt(X, t)|Decrypt(X, t)|Sign(X, t)|
V erify(X, t)|Match(X, t)|Tuple(X, t).

2) Logic formulas.

φ ::= a|Has(X, t)|Fresh(X, t)|Gen(X, t)|
FirstSend(X, t, t′)Honest(X)|t = t|
Contains(t, t′)|φ ∧ φ|¬φ|Start(X)|a < b.

3) Modal formulas.

θ ::= φSφ.

2.4 Inference System
According to the function of inference formula, the in-
ference formula of PCL is divided into seven types. The
proof of inference formula is detailed in reference [8].

1) Protocol actions.

AA1 >[α]Xa
AA2 Start(X)[ ]X¬a(X)
AA3 ¬Send(X, t)[α]X¬ Send(X, t)
AA4 >[α; · · · ;β]Xa < b
AN1 New(X, t) ∧New(Y, t) ⊃ X = Y

AN2 >[new t]XHas(Y, t) ⊃ Y = X

AN3 >[new t]XFresh(X, t)
AN4 Fresh(X, t) ⊃ Gen(X, t)

2) Possession axioms.

AM1 >[ ]XHas(X,KX)
AM2 (x, · · · )[ ]XHas(X,x)
ORIG New(X, t) ⊃ Has(X, t)
REC Receive(X, t) ⊃ Has(X, t)
TUP Has(X, a) ∧Has(X, b) ⊃ Has(X, ab)
ENC Has(X, t) ∧Has(X, k) ⊃ Has(X, {t}k)
DEC Has(X, {t}k) ∧Has(X, k−1) ⊃ Has(X, t)
PROJ Has(X, ab) ⊃ Has(X, a) ∧Has(X, b)
GEN1 Has(X, t) ∧Has(X, k) ∧ Send(X, {t}k)

⊃ Gen(X, {t}k)
GEN2 Gen(X, {t}k) ⊃ Has(X, t)
GEN3 Gen(X, {t}k) ⊃ Has(X, k)

3) Encryption and signature.

SEC Honest(X̂) ∧Decrypt(Y, {x}kX̂
) ⊃ Ŷ = X̂

VER Honest(X̂) ∧ V erify(Y, |x|−1
kX̂

) ∧ X̂ 6= Ŷ ⊃

∃X.Sign(X, |x|−1
kX̂

) ∧ Send(X,m)

∧ Contains(m,x)

4) Preservation axioms.

P1 Persist(X, t)[α]XPersist(X, t)
where Persist ∈ {Has, F irstSend,a, Gen}

P2 Fresh(X, t)[α]XFresh(X, t)
where ¬Contains(t, a)

5) Temporal ordering.

FS1 Fresh(X, t)[send t′]XFirstSend(X, t, t′)
where Contains(t′, t)

FS2 FirstSend(X, t′, t) ∨ a(Y, t′′) ⊃
Send(X, t′) < a(Y, t′′)
where X 6= Y ∧ Contains(t′′, t)

6) Generic rules.

G1 θ[P ]Xφ θ[P ]Xψ
θ[P ]Xφ ∧ ψ

G2 θ[P ]Xψ φ[P ]Xψ
θ ∧ φ[P ]Xψ

G3 θ[P ]Xφ
θ′[P ]Xφ′

where Contains(θ′, θ) ∧ Contains(φ′, φ)

G4 φ1[P ]Xφ2 φ2[P ′]Xφ3

φ1[PP ′]Xφ3

7) Honesty rule.

HONQ ∀ρ ∈ Q · ∀P ∈ BS(ρ)
Start(X)[ ]Xφ φ[P ]Xφ

Honest(X̂) ⊃ φ

2.5 Initial Configuration of Protocol
Definition 1. Let C be initial configuration of protocol
Q,C is determined by:

1) A group of principals, some of which are designated
as honest.

2) A cord space constructed by assigning roles of Q to
threads of honest principals.

3) One or more intruder cords, which may use keys of
dishonest principals.

4) A finite number of buffer cords, enough to accom-
modate every send action by honest threads and the
intruder threads.
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3 Extension of PCL
3.1 Subterm Relations
In the existing PCL theory, only one attribute assertion
Contains(a, b) is given to indicate that message a is a
subterm of b, but it does not give a strict definition of
message subterm relationship, nor does it give the relevant
inference rules of message subterm relationship. When in
using PCL for security protocol analysis, the inference of
message subterm relationship is latent and subjective, and
this makes the protocol analysis process lack of rigorous
theoretical basis and formal methods, and directly affects
the correctness of protocol analysis results.
Definition 2. Let t,g,h be message terms and k be the key
of the protocol principle, the message subterm relationship
can be defined recursively as follows:

1) Contains(t, t),Message term is its own subterm;

2) Contains(t, {h}k),If and only if Contains(t, h)∨ t =
{h}k;

3) Contains(t, |h|k),If and only if Contains(t, h) ∨ t =
|h|k;

4) contains(t, gh),If and only if Contains(t, g) ∨
Contains(t, h).

The inference rules of message subterm relations can
be given from Definition 2:

STR1 gh ⊃ Contains(g, gh) ∧ Contains(h, gh)
∧ Contains(gh, gh)

STR2 {t}k ⊃ Contains(t, {t}k)
∧ Contains({t}k, {t}k)

STR3 |t|k ⊃ Contains(t, |t|k) ∧ Contains(|t|k, |t|k)
STR4 Contains(t, g) ∧ Contains(g, h) ⊃

Contains(t, h)

3.2 Timestamp Mechanism
Timestamp is the main mechanism to guarantee the fresh-
ness of message terms in security protocols. The design
of CCITT X.509 protocol adopts timestamp mechanism.
In the existing PCL inference system, there is no rule
of verification and inference based on timestamp mecha-
nism to judge the temporal relationship of the behaviors
of the principals, and it is impossible to formally express
and inference the timestamp mechanism in the protocol
correctly. In order to reduce the complexity of protocol
analysis and improve the efficiency of protocol analysis, it
is necessary to extend the logic inference system of PCL
from the aspect of timestamp mechanism.

Timestamp exists in the form of message subterms,
which are bound to the actions of the principals. How to
formalize the relationship between message terms and the
actions of protocol principals, and the temporal relation-
ship between different actions based on timestamps are
not addressed in the existing PCL theory.

Definition 3. Let m be the message term of action a,
and then m is defined as term(a), i.e. m = term(a).

Definition 4. Let t1 and t2 be timestamp constants cre-
ated at protocol runtime:

1) if t1 is created before t2, the relationship between t1
and t2 is defined as t1 < t2;

2) if t1 and t2 are created at the same time, the rela-
tionship between t1 and t2 is defined as t1 = t2.

Property 1. Let t be the timestamp constant created by
the protocol runtime and tsys the current time, then t <=
tsys.

Theorem 1. Let X̂, Ŷ be the principal role
of the protocol; t1 and t2 be timestamp con-
stants, and t1 < t2, m1 and m2 be terms and
FirstSend(X, t1,m1) ∧ FirstSend(X, t2,m2). Then
Send(X,m1) < Send(X,m2).

Theorem 2. Let X̂, Ŷ be the principal role of the pro-
tocol; t be timestamp constants, a be the action asser-
tion, m be term and Contains(m, t) ∧ term(a) = m,
FirstSend(X, t,m). Then Send(X,m) <= a.

Theorems 1 and 2 can be proved by Definition 2, AA1
and AA4, which are not discussed here.

Corollary 1 can be derived from Theorem 2.

Corollary 1. Let X̂, Ŷ be the principal role of the pro-
tocol, t be the timestamp, tsys be the current time, m
be the term and Contains(m, t). Then Send(X,m) <
Receive(Y,m).

From Theorem 1, Theorem 2 and Corollary 1, the fol-
lowing inference rules can be given.

TT1 FirstSend(X, t1,m1) ∧ FirstSend(Ŷ , t2,m2)
(t1 < t2) ⊃ Send(X,m1) < Send(Y,m2)

where t1, t2 ∈ Tstamp

TT2 FirstSend(X, t,m)
Contain(term(a), t) ⊃ Send(X,m) < a

TT3 FirstSend(X, t,m)
Send(X,m) < Receive(Y,m) where t ∈ Tstamp

4 Improved CCITT X.509
4.1 Improved CCITTX.509 Modeling
The improved CCITTX.509 protocol execution process is
shown in Figure 1.

CCITTX.509 protocol is based on public key cryp-
tosystem. It has two roles: A initiator and B responder.
Ta and Tb are the timestamps produced by A and B, Na

and Nb are the random numbers generated by A and B,
Xa and Ya are the data generated by A, Xa and Xb are
the data generated by B, kA and k−1

A are the public and
private keys of A, and kB and k−1

B are the public and
private keys of B.
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Figure 1: Graph of improved CCITT X.509 protocol

Definition 5. Let InitX.509 and RespX.509 be the ini-
tiator and responder roles of the improved CCITTX.509
respectively. Â and B̂ are the principals of the protocol
roles, then InitX.509 and RespX.509 are defined as below:

InitX.509 ≡ (Â, B̂)[
new Ta;
new Na;
new Xa;
t1 := enc Xa, k

−1
A ;

new Ya;
t2 := {A, Ta, Na, B, t1, Ya};
m1 := enc t2, kB ;
send m1;
receive m2;
t3 := dec m2, k

−1
A ;

match t3, {B, Tb, Nb, A,Na, t4, Yb};
verify t4, Xb, kB ;
t5 := {A,Nb};
m3 := enc t5, kA;
send m3;
]A <> .

RespX.509 ≡ ( )[
receive n1;
r1 := dec n1, k

−1
B ;

match r1, {A, Ta, Na, B, r2, Ya};
verify r2, Xa, kA;
new Tb;
new Nb;
new Xb;
r3 := sign Xb, k

−1
B ;

new Yb;
n2 := enc {B, Tb, Nb, A,Na, r3, Yb}, kA;
send n2;
receive n3;
r4 := dec n3, k

−1
B ;

match r4, {A,Nb};
]B <> .

4.2 Protocol Attribute Modeling
CCITTX.509 protocol is designed to share Ya and Yb on
the basis of mutual authentication of principals. The pro-
tocol uses timestamps Ta and Tb, as well as random values
Na and Nb to ensure the freshness of message terms. En-
cryption with private key signature ensures the integrity
of Xa and Xb, and encryption with public key ensures the
confidentiality of Ya and Yb. Therefore, the main security
properties of the protocol include authentication, secrecy
and data integrity.

1) Authentication.
Definition 6. Let Â be the principal of InitX.509
and B̂ be the principal of RespX.509. If the proto-
col satisfies the mutual authentication between Â and
B̂, φAUT H(Â) is the authentication of Â to B̂, and
φAUT H(B̂) is the authentication of B̂ to Â, then:
φAUT H(Â) ≡ ∃B.(((Send(A,m1) < Receive(B,m1))

∧ (Receive(B,m1) < Send(B,m2))
∧ (Send(B,m2) < Receive(A,m2))
∧ (Receive(A,m2 < Send(A,m3))).

φAUT H(B̂) ≡ ∃A.(((Send(A,n1) < Receive(B,n1))
∧ (Receive(B,n1) < Send(B,n2))
∧ (Send(B,n2) < Receive(A,n2))
∧ (Receive(A,n2 < Send(A,n3))).

2) Data secrecy.
Definition 7. Let Â be the principal of InitX.509 and
B̂ be the principal of RespX.509. φSEC(Â) denotes
that InitX.509 satisfies the confidentiality of Ya and
Yb, and φSEC(B̂) denotes that RespX.509 satisfies the
confidentiality of Ya and Yb. Then:
φSEC(Â) ≡ ∃Z.Has(Z, (Ya, Yb)) ⊃ (Z = A ∨ Z = B)
φSEC(B̂) ≡ ∃Z.Has(Z, (Ya, Yb)) ⊃ (Z = A ∨ Z = B)

3) Data integrity.
Definition 8. Let Â be the principal of InitX.509
and B̂ be the principal of RespX.509; φINT E(Â) de-
notes the integrity of Xb to Â, φINT E(B̂) denotes the
integrity of Xa to B̂, then:
φINT E(Â) ≡ ∃Z.Sign(Z, {Xb}k−1

Z
) ∧ Send(Z,m)

∧ Contains(m, {Xb}k−1
Z

) ⊃ Z = B

φINT E(B̂) ≡ ∃Z.Sign(Z, {Xa}k−1
Z

) ∧ Send(Z,m)

∧ Contains(m, {Xa}k−1
Z

) ⊃ Z = A

5 Analysis of Improved CCITT
X.509

5.1 Authentication Analysis
Proposition 1. Let C be initial configuration of im-
proved CCITTX.509, Â and B̂ be the principal of the
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initiator and responder roles respectively. If principal
Â, B̂ ∈ Honest(C), then φAUT H(Â) is true.

Proof 1.

AM1,AM2 (Â, B̂)[ ]AHas(A,A) ∧Has(A,B)
∧Has(A, k−1

A ) ∧Has(A, kB) (1)
AN2,AN2 >[new na]AHas(A,Na)

∧ Fresh(A,Na) (2)
AN2,AN3 >[new Ta]AHas(A, Ta)

∧ Fresh(A, Ta) (3)
TUP,STR1 >[t2 := {A, Ta, Na, B, t1, Ya}]A

Tuple(A, t2) ⊃ Contains(Na, t2)
∧ Contains(Ta, t2) (4)

STR2,STR4 >[m1 := enc t2, kB ]AEncrypt(A, t2)
⊃ Contains(Na,m1)
∧ Contains(Ta,m1) (5)

2,5,AA1,FS1 Fresh(A,Na) ∧ Contains(Na,m1)
[send m1]AFirstSend(A,Na,m1)

(6)
2,5,AA1,FS1 Fresh(A, Ta) ∧ Contains(Ta,m1)

[send m1]AFirstSend(A, Ta,m1) (7)
AA1,REC >[receive m2]AReceive(A,m2)

∧Has(A,m2) (8)
AA1,AA4 >[dec m2, k

−1
A /send m3]A

Decrypt(A,m2) < Send(A,m3) (9)
1,8,9,DEC Has(a,m2) ∧Has(a, k−1

A ) ∧Honest(Â)
⊃ Contains(Na,m2) ∧ Contains(Tb,m2) (10)

7,10,FS2 FirstSend(A,Na,m1)
∧ Contains(Na,m2) ∧Honest(B̂)
⊃ (Receive(B,m1) < Send(B,m2))
∧ FirstSend(B, Tb,m2) (11)

5,6,10,TT3 FirstSend(A, Ta,m1)
∧Receive(B,m1) ∧ Contains(Ta,m1)
⊃ (Send(A,m1) < Receive(B,m1)) (12)

7,10,11,TT3 FirstSend(B, Tb,m2)
∧Receive(A,m2) ∧ Contains(Tb,m2)
⊃ (Send(B,m2) < Receive(A,m2)) (13)

AA4,P1,G4,HONQ (Â, B̂)[InitX.509]A
⊃ (Receive(A,m2) < Send(A,m3)) (14)

11,12,13,14,HONQ (Â, B̂)[InitX.509]AHonest(B̂)
⊃ φAUT H(Â) (15)

Proposition 2. Let C be initial configuration of im-
proved CCITTX.509, Â and B̂ be the principal of the
initiator and responder roles respectively. If principal
Â, B̂ ∈ Honest(C), then φAUT H(B̂) is true.

The conclusion of Proposition 2 is true, and the proof

process is similar to Proposition 1, which is no longer
repeated.

According to the proof of proposition 1 and 2, the im-
proved CCITTX.509 protocol satisfies authentication.

5.2 Secrecy Analysis
Proposition 3. Let C be initial configuration of im-
proved CCITTX.509, Â and B̂ be the principal of the
initiator and responder roles respectively. If principal
Â, B̂ ∈ Honest(C), then φSEC(Â) is true.

Proof 2.

AM1,AM2 (Â, B̂)[ ]AHas(A,A) ∧Has(A,B)
∧Has(A, k−1

A ) ∧Has(A, kB) (16)
AN2,AN2 >[new na]AHas(A,Na)

∧ Fresh(A,Na) (17)
AN2,AN3 >[new Ya]AHas(A, Ya)

∧ Fresh(A, Ya) (18)
AA1,STR1 >[t2 := {A, Ta, Na, B, t1, Ya}]A

Tuple(A, t1) ∧ Contains(Ya, t2) (19)
STR2,STR4 >[m1 := enc t2, kB ]AEncrypt(A, t2)

∧ Contains(t2,m1) ⊃ Contains(Na,m1)
∧ Contains(Ya,m1) (20)

20,FS1,AA3 Fresh(A,Na) ∧ Contains(Na,m1)
[send m1]AFirstSend(A,Na,m1) (21)

20,FS1,AA3 Fresh(A, Ya) ∧ Contains(Ya,m1)
[send m1]AFirstSend(A, Ya,m1) (22)

AA1,REC >[receive m2]AReceive(A,m2)
∧Has(A,m2) (23)

AA1,DEC Has(A, k−1
A )[t3 := dec m2, k

−1
A ]A

Decrypt(A,m2) ⊃ Contains(Na,m2)
∧ Contains(Yb,m2) ∧Has(A, Yb)
∧Has(A,Na) (24)

21,22,FS2 FirstSend(A,Na,m1)
∧ Contains(Na,m2) ∧Honest(B̂)
⊃ (Receive(B,m1) < Send(B,m2))
∧ FirstSend(B, Yb,m2) (25)

HONQ Honest(B̂)[ ]AHas(B,A) ∧Has(B,B)
∧Has(B, k−1

B ) ∧Has(B, kA) (26)
24,25,DEC Receive(B,m1) ∧Has(B, k−1

B )
∧ Contains(Ya,m1) ⊃ Has(B, Ya) (27)

23,24,ENC FirstSend(B, Yb,m2)
⊃ Has(B, Yb) (28)

18,27,P1 (Â, B̂)[InitX.509]A(∃Z.Has(Z, Ya)
⊃ (Z = A ∨ Z = B)) (29)

18,28,P1 (Â, B̂)[InitX.509]A(∃Z.Has(Z, Yb)
⊃ (Z = A ∨ Z = B)) (30)
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29,30,HONQ (Â, B̂)[InitX.509]AφSEC(Â) (31)

Proposition 4. Let C be initial configuration of im-
proved CCITTX.509, Â and B̂ be the principal of the
initiator and responder roles respectively. If principal
Â, B̂ ∈ Honest(C), then φSEC(B̂) is true.

The same principle can prove the correctness of the
conclusion of proposition 4, which is omitted here.

Propositions 3 and 4 verify that the improved
CCITTX.509 protocol can satisfy the confidentiality.

5.3 Data Integrity Analysis
Proposition 5. Let C be initial configuration of im-
proved CCITTX.509, Â and B̂ be the principal of the
initiator and responder roles respectively. If principal
B̂ ∈ Honest(C), then φINT E(Â) is true.

Proof 3.

AM1,AM2 (Â, B̂)[ ]AHas(A,A) ∧Has(A,B)
∧Has(A, k−1

A ) ∧Has(A, kB) (32)
AM1,AM2 Honesty[ ]BHas(B,A) ∧Has(B,B)

∧Has(B, k−1
B ) ∧Has(B, kA) (33)

AN1,AN3 >[new Na]AHas(A,Na)
∧ Fresh(A,Na) (34)

AA1STR2,STR4 >[m1 := enc t2, kB ]A
Encrypt(A, t2) ∧ Contains(t2,m1)
⊃ Contains(Na,m1) (35)

36,FS1,AA3 Fresh(A,Na) ∧ Contains(Na,m1)
[send m1]AFirstSend(A,Na,m1) (36)

AA1,REC >[receive m2]AReceive(A,m2)
∧Has(A,m2) (37)

AA1,DEC Has(A, k−1
A )[t3 := dec m2, k

−1
A ]A

Decrypt(A,m2) ⊃ Contains(Na,m2) (38)
37,39,FS2,HONQ FirstSend(A,Na,m1)

∧ Contains(Na,m2) ∧Honest(B̂)
⊃ (Receive(B,m1) < Send(B,m2))
∧ FirstSend(B, Yb,m2) (39)

AA1,AA4 >[receive m2/t3 := dec m2, k
−1
A ]A

Receive(A,m2) < Decrypt(A,m2)
⊃ Has(A, t3) ∧ Contains(m2, t3) (40)

AA1,STR1 >[match t3, {B, Tb, Nb, A,Na, t4, Yb}]A
∧Match(A, t3) ⊃ Has(A, t4)
∧ Contains(t4, t3) (41)

AA1,HONQ Honest(B̂)[verify t4, Xb, kb]A
V erify(A, t4) ⊃ Sign(B, t4 := |Xb|k−1

B
) (42)

41,42,STR4 Contains(m2, t3) ∧ Contains(t3, t4)
⊃ Contains(m2, t4) (43)

40,43,44,HONQ (Â, B̂)[InitX.509]AHonesty(B̂)

⊃ ∃Z.(Sign(Z, |Xb|k−1
Z

) ∧ Send(Z,m2)

∧ Contains(|Xb|k−1
Z
,m2)) ⊃ (Z = B)

(44)

Proposition 6. Let C be initial configuration of im-
proved CCITTX.509, Â and B̂ be the principal of the
initiator and responder roles respectively. If principal
Â ∈ Honest(C), then φINT E(B̂) is true.

The same principle can prove the correctness of the
conclusion of proposition 6, which is omitted here.

Propositions 5 and 6 verify that the improved
CCITTX.509 protocol can guarantee the integrity of sum.

The proof of propositions 1 to 6 shows that the im-
proved CCITTX.509 protocol can meet the security at-
tribute design goals of authentication, secrecy and data
integrity.

5.4 Comparison with the Traditional
Method

In traditional methods used in the analysis of CR [8],
Otway-Rees [14] and NSL [22] based on PCL, the anal-
ysis of action sequence of protocol principals is mainly
based on the judgment of freshness of random value Na

and Nb. The main inference rules used in protocol anal-
ysis are FS1,FS2,P1 and P2. In order to illustrate the
validity of the principal action sequence judgment rules
based on the timestamp mechanism, table 1 gives a de-
tailed comparison with the traditional methods in judg-
ing parameters and inference rules used in a challenge
response round of the protocol, as well as the value range
of proving steps. Because of the rigor and intuitiveness
of the proof process, the value range given in Table 1 are
only steps to reasonably prove the action sequence of the
protocol, and the value range is not very accurate, which
is only a reference for the comparison of the complexity
of two analysis methods.

From the comparison results of the two methods in
Table 1, in a challenge response round of the protocol,
new method only needs about 5 to 10 steps to determine
the action sequence of the protocol principals. Compared
with the traditional method, it simplifies the steps of pro-
tocol analysis and effectively reduces the complexity of
protocol analysis. The improvement and application of
STR1, STR2, STR3 and STR4 in message subitem
relationship make protocol analysis more scientific and
rigorous.

6 Conclusions
Formal analysis process and results of the improved
CCITTX.509 protocol using the extended PCL show that
the inference rules of the relations among message sub-
terms make the protocol analysis process more rigorous
and formalized. Compared with the methods used in lit-
erature 5, the logical inference rules based on timestamp
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Table 1: Comparison of two methods in a challenge response protocol round

Method Protocol Parameter Inference Rules Steps(n)

Traditional
Method

Otway −Rees
CR,NSL

Na, Nb
FS1,FS2
P1,P2 8 ≤ n ≤ 15

Methods
in this paper CCITTX.509 Ta, Tb

FS1,FS2
TT1,TT2,TT3
STR1,STR2
STR3,STR4

5 ≤ n ≤ 10

mechanism can greatly simplify the steps of protocol au-
thentication analysis and effectively reduce the complex-
ity of protocol analysis. Logical inference rules based
on timestamp mechanism further improve the theoretical
system of PCL. This method can be used to effectively an-
alyze the authentication objectives of security protocols
designed based on timestamp mechanism. In addition,
according to the formal analysis process of CCITTX.509
protocol, it is obvious that propositional hypothesis anal-
ysis method further standardizes the PCL formal analysis
method, making the protocol analysis process more intu-
itive and clear. The description method of security proto-
col based on protocol thread programming language and
logical inference system based on the behavior assertion
of protocol principal make PCL more formal and logical
than other formal analysis methods [13,17,24].

Although PCL is highly formal in protocol description
and logical inference system, the process of protocol anal-
ysis is relatively simple and intuitive. However, the as-
sumption of honest rules makes it impossible for PCL
to analyze attack types from within the protocol [6, 8].
Meanwhile, the language description system of PCL is not
perfect and the standard definition of message algebraic
space is not in place yet. These defects limit the model-
ing and analysis ability of PCL. Improving the message
algebraic space theory of PCL and enhancing the abil-
ity of protocol description and analysis will be the main
research goal in the next stage.
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