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Abstract

With the continuous development of the information age,
people’s demand for information security is also getting
higher and higher. In recent years, in order to authenti-
cate unsafe communication more effectively, some people
combine password with input Physically unclonable func-
tion (PUF). The PUF described in this authentication
method has hardware-based embedding function and has
important physical inconsistency in authentication. In
this paper, we will continue to propose more effective au-
thentication protocols based on PUF algorithm. In pub-
lished papers, authentication involves only one user and
one server. Today, we discuss a text authentication pro-
tocol involving three parties, which is a three-party key
agreement protocol based on PUF algorithm. This key
agreement protocol has more practical functions. The two
users in the protocol and the server have different public
keys and their private keys. After a series of calculations
and the server’s message transmission, the information in
the hands of the two users is matched again. Based on
continuous experiments, we find that this key agreement
protocol is effective.

Keywords: Key Exchange; Mutual Authentication; Phys-
ically Unclonable Function; Privacy Protection

1 Introduction

In today’s society, many people already love browsing on
various websites. At the same time, with the develop-
ment of the network, information security has been in-
volved in people’s production and life. At present, the
most popular technology is authentication protocol based
on some algorithm. Two password-based PUF authen-

tications have been introduced in literature [1, 6]. First,
a physical unclonable function (PUF) is physically em-
bedded in a hardware of device and always outputs an
unpredictable noise y for an input x depending on unique
hardware characteristics. The PUF [5] also has an un-
clonable property that any attempt to clone or reproduce
makes itself unrecoverable from an original one. Owing
to its unpredictability and unclonability, in recent years,
the PUF has been extensively integrated into devices over
wireless communication environment.

From the most practical point of view, human mem-
ory password is one of the most common authentication
methods in wireless personal communication, because this
kind of password is the most convenient and simple au-
thentication tool in practice. But in many cases, pass-
words in user memory are easily guessed or stolen, and
they are inherently vulnerable to well-known online and
online dictionary attacks [9]. Because this simple and
simple memory password has been attacked and stolen,
two factor authentication (smart card and password) have
been designed [6]. Recently, due to the emergence of new
hardware technologies such as PUF, some scholars have
studied the combination of password and PUF [1] in or-
der to conduct more effective authentication [7] in unsafe
communications, and hope to prevent the loss of password
and personal information in this way. Protecting personal
privacy [3]. They are all based on a same assumption that
the PUF is initially integrated with a fuzzy extractor (FE)
for converting a PUF’s unpredictable output into a stable
output. It first takes a password input password from a
user and outputs an unpredictable secret s through FE.
The secret s later serves as a main authentication factor.

In this way, network adversaries can prevent guessing
attacks on user’s personal passwords. At present, the pub-
lished literature on key agreement by combining password
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and PUF involves only a single user and server Two ex-
isting schemes are based on an IUF, for example: PUF +
PAKE Scheme, PUF + ZKPK Scheme [6].

The key agreement protocol based on PUF, which has
been written into the literature above, has been solved.
However, we still need to think about the next issues.

This paper attempts to design a new protocol, which
can be established in a more practical environment under
the existing PUF algorithm [4]. This protocol breaks the
tradition and is no longer a single key agreement between
users and servers. It is upgraded to a three-party key
agreement protocol based on PUF algorithm [11, 12]. To
this end, we will review the key authentication process
based on PUF algorithm published in the literature. We
will refer to the published literature [5–7]. On the ba-
sis of the elaboration, this paper discusses the definition,
steps, practical uses, advantages and disadvantages of the
three-party key agreement protocol based on PUF, and
improvements.

Generally speaking, the purpose of this paper is as fol-
lows:

1) We design two key agreement protocols based on
PUF algorithm, one is tripartite key agreement pro-
tocol, the other is group key agreement protocol.
This scheme can support mutual authentication and
ensure the security of authentication.

2) The two protocols designed by us can resist off-line
password guessing attacks, and have strong practi-
cality and security.

3) The two key agreement protocols designed by us can
also protect perspicacious.

The arrangement of this paper is as follows: We will out-
line the preparatory knowledge in the second section. In
the third section, three-party and group key agreement
protocols based on PUF algorithm are introduced. Sec-
tion 4 gives the analysis of security and efficiency. Sec-
tion 5 gives a summary of this paper.

2 Related Work

Nowadays, there are two types of authentication proto-
cols for PUF algorithm in published literature [1,2]. One
is PUF+PAKE scheme and the other is PUF+ZKPK
scheme. The basic idea of these two protocols is to con-
vert unpredictable PUF output into a unified random key
that can be used as a key directly on the integrated PUF
by using a fuzzy processor [6]. The most important thing
is that these two authentication protocols are under the
integrated PUF algorithm, and after dealing with noise
through the fuzzy processor, they can always get a clearer
output on the same input.

2.1 PUF and Password Combination

Firstly, we need to review the process of using PUF and
password to generate keys for registration published in the

literature. They all execute the registration protocol in
the secure channel and then run the authentication proto-
col. The registration protocol of PUF+PAKE scheme [6]
is showed in Figure 1.

The Server S randomly selects a random number ci
and sends it to the user U. Next, the user U calculates
di ← H(ci‖|pwd) with his own memory password.User
U use input to calculate PUF and get (si, wi) from the
formula Gen(PUF (di)). The registration protocol of
PUF+ZKPK scheme [6] is showed in Figure 2.

The Server S randomly selection of a random Value c,
and chooses {Gq}. And send them to users U. U eval-
uates PUF for an input H(H(c||pwd, {Gq}) and calcu-
lates s, w from Gen(PUF (H(H(c||ped), {Gq})) User U
computes u(= gsmodq) and sends (u,w) to Server S, its
corresponding list (c, {Gq}, u, w) is maintained in DB.

2.2 Framework of Our Scheme

In Figure 3, we further illustrate the steps of our tripar-
tite key agreement protocol. In this protocol, we de-
fine two user names: U1 and U2, and define the server
as S. U1 and S have an common key k1, U2 and S
have an common key k2. U1 and U2 choose their tem-
porary private key, x1, y1 = gx1 ,x2, y2 = gx2 . Then, U1

computes Ek1
(U1||y1), Ek1

(U1||U2||y2) and U2 computes
Ek2(U2||y2), Ek2(U2||U1||y1). U1 and U2 uses S to dis-
tribute and transmit messages. At last, U1 and U2 com-
putes SKu1u2

= yx1
2 , SKu1u2

= yx2
1 . The two formulas

are equal or not.

3 The Improved Two-Party
PAKA Protocol with Privacy
Protection

3.1 Notations

The concrete notations used hereafter are shown in Ta-
ble 1.

3.2 Authenticated Key Agreement Phase

Figure 4 illustrates the user Authenticated phase. When
two users, one The server or three parties conduct key
agreement, two users hold the shared key with the server
respectively k1, k2.These two users and The servers will
complete the authentication process on the secure infor-
mation channel.

Step 1: User U1, U2 and The Server Pass Shared Key
k1, k2 , U1 randomly selection x1 to compute private
key y1 = gx1 , U2 randomly selection x2 to compute
private key y2 = gx2 .

Step 2: After receiving the message k1, k2 from U1, U2,
Two users using Ekm

() encryption method to com-
pute Ek1(U1||y1),Ek2(U2||y2). And pass the calcu-
lation result to the server. The server will trans-
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Figure 1: Enrollment phase in PUF + PAKE scheme

Figure 2: Enrollment phase in PUF + ZKPK scheme

Figure 3: Authenticated key exchange phase of tripartite key agreement protocol

Table 1: Notations

Symbol Definition
U1, U2,Un User name

S Server
K1,K2,Kn Shared Key between User and Server
x1,x2,y1,y2 private key
EKm() Use Kmto symmetrically encrypt, m is a nonzero integer
SKU1U2

Session key between U1 and U2

SKGroup Group session key
|| concatenation operation
⊕ exclusive or operation

H () Hash Functions
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mit the results Ek1(U1||U2||y2) and Ek2(U2||U1||y1)
to two users.

Step 3: In the above two steps, the server acts as a
messaging role, Users decrypt and verify hash func-
tions. They calculate the two results separately with
the information they receive. sKu1u2 = yx1

2 , and
sKu1u2

= yx2
1 . Then the two results are equal, the

authentication is completed. If any authenticated
process does not pass, the protocol will be termi-
nated.

3.3 Authentication Phase of Multiparty
Key Agreement Protocol

Based on the tripartite key agreement protocol, we con-
tinue to propose a group key agreement protocol scheme.
The registration process of group key agreement protocol
scheme is similar to that of tripartite key agreement pro-
tocol, which is based on PUF+ZKPK scheme. Figure 2
illustrates the user registration phase. The flow of group
key agreement is illustrated in Figure 5 below.

Step 1: The Server S and User Ui extract Ki using PUF
algorithms. Meanwhile, The Server S shares the key
Ki with U1,U2,U3 . . . . . . ,Un.

Step 2: The server S use shared keys with each user to
compute, Ti = K1 ⊕ K2 ⊕ K3 · · · ⊕ Ki−1 ⊕ Ki+1 +
Timestamp,and MAC = H(U1||U2|| . . . ||Un||K1 ⊕
K2 ⊕ K3 · · · ⊕ Kn||Timestamp). Then, the server
broadcasts MAC and time stamp(Ki keep the same
number with Time stamp) to the user remove Ui.
And send Ti and MAC to Ui separately.

Step 3: Ui needs to compute SKi = Ki⊕Ti (Ki keep the
same number with Ti). The Server needs compute
MACi locally. So next U compare MACi and MAC.
If the two results are equal, the group session key is
that SKGroup = H(SKi||Timestamp).

4 Security and Efficiency Analysis

In this section, we will describe a security model of three-
party key agreement scheme and group key agreement
scheme based on PUF algorithm. And we will prove that
the computation of these two schemes is secure in random
oracle and ideal cryptography models[8-10].

4.1 Provable Security of Tripartite Key
Agreement Protocol

We use the following security model [8] to define the secu-
rity requirements of authentication schemes for tripartite
and group key agreement protocols.

Players. We define a server S and a user U who can
participate in the authentication scheme certification

of the key agreement protocol. Each of them has
different instances. We call them oracles.

Queries. Adversary A can interact with participants and
try to break Key or authentication of a user or server.
For this purpose, we can use multiple queries.

1) Execute(U,S ): This query simulates a passive attack
in which the Adversary A will eavesdrop on the au-
thentication communication process between the user
U and the server S.

2) Reveal(I ): This query simulates the abuse of session
keys between instances I. Queries are available only if
the attacked the instance I actually holds the session
key and releases it.

3) Send(I,m): This query adversary A models the mes-
sage sent to the instance I. Adversary A receives the
response generated when the message m is processed
according to the agreement p. In our scheme, ad-
versary emphA query sending (S, start) initializes
the key exchange algorithm, so adversary A receiving
server should send the stream to the client.

4.2 Security Proof

The following theorem shows that the proposed scheme
can safely distribute session keys under the assumption
that it is reasonable and well-defined and more difficult
to handle [9].

Theorem 1. Let P be the above agreement and
password be a finite dictionary of size N equipped
with a uniform distribution. Let A be an adver-
sary against the AKE security of P within a time
bound t, with less than qs interactions with the par-
ties and qp passive eavesdropping, and asking qh hash-
queries and qe encryption/decryption-queries. Then, we

have Advake
p (A) 6 qs

N + 4qhSucccdhG (t′) +
(qs+qp)

2

q−1 +
(qh+4qs+qp+qe)

2

2`

where t′ 6 t + (qs + qp + 1) · ΓG with` denoting
`1, `2, `3, `4 and ΓG denoting the computational time for
an exponentiation in G.

Proof. Stage: In this proof, for simplicity, we do not con-
sider forward secrecy. We incrementally define se-
quence of games starting at the real game G0 and
G1, G2. For each Gn (n = 0, 1, 2) we define the
following events:

1) Sn occurs if A correctly guesses the bit b involved in
the Test-query.

2) Encryptn occurs if A submits data it has encrypted
by itself using the password.

3) Authn occurs if A submits an authenticator Auth
that is accepted by the server and that has been built
by the adversary itself.
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Figure 4: Authenticated key agreement phase

Figure 5: Authentication phase of multiparty key agreement protocol
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Game. G0 : This is the real agreement in the random
oracle and ideal-cipher models. Several oracles are
thus available to the adversary A: one hash oracles
(H ()) and all the instances U and S (in order to
cover concurrent executions). We have

Advake
p (A) = 2Pr[S0]− 1.

In the game below, we further assume that when the
game aborts or stops with no answer b′ outputted by
adversary A we choose this bit b′ at random, which in
turn defines the actual value of the event SK , More-
over, if the adversary A has not finished playing the
game after qs Send-queries or lasts for more than
time t, we stop the game (and choose a random bit
b′), where qs and t are predetermined upper bounds.

Game. G1 we simulate the hash oracles, H (), and
five additional hash functions H () and the encryp-
tion/decryption oracles and an encryption list.We
also simulate all the instances, as the real players
would, for the Send-queries and for the Execute, Re-
veal and Test-queries. From this simulation, it is
clear that the game is perfectly. Thus, we have

Pr[S1] = Pr[S0].

Game. G2 :In this game, the opponent guesses the ses-
sion key without asking the corresponding Oracle h,
so that it exists separately from the password and
the temporary key, which are protected by the PUF
algorithm. Otherwise, we will use the early game
change method. Thus, we have

|Pr[S1]− Pr[S2]| 6 q2h
2`+1 + qε

2`4+1 +
(qs+qp)

2

2(q−1)

4.3 Further Security Discussion

1) The scheme could resist password guessing attack.

Proof. This attack means that adversary A will try
to guess the password of the legitimate user based
on the transmitted information. Password guessing
attacks can only crack functions with a low-entropy
variable (password), so we need to insert at least one
large random variable that can withstand such at-
tacks. In our protocol, when there is no transmission
information, adversary A can only launch an online
password guessing attack, using the password as the
input value. Even if the opponent gets secret infor-
mation, he does not have any comparative data to
verify whether the password guess is correct without
the help of the server. In other words, an adver-
sary will not be able to construct tables. On the
other hand, the maximum number of permissible in-
valid attempts for online password guessing attacks
is only a few, and the account will be locked by the
registered server [9, 10].

2) The scheme could support mutual authentication.

Proof. The Registration Server S verifies the au-
thenticity of user U ’s request through validating
the condition MACi = MAC during the proposed
phase. To compute MACi = H(U1 . . . Un||SKi ⊕
Timestamp), the attacker must has the password.
Furthermore, MACi includes a large random nub-
mer Timestamp, the adversary cannot replay the old
messages in the protocol. So, mutual authentication
can successfully achieve in our scheme.

3) The scheme could resist replay attack.

Proof. Validation messages include temporary ran-
dom numbers, such as timestamps. More impor-
tantly, all such temporary random numbers are pro-
tected by corresponding information. Only legiti-
mate users with secret keys and passwords can find
these problems.

4) The user-privacy protection can be provided in the
proposed scheme.

Proof. There is no clear text in the authentication mes-
sage sent in our proposed protocol. But authentication
messages include overwritten ciphertext, which can send
any important information to the other party or to a des-
ignated place using the public key of the peer, such as
the identity in the scheme. Another message is to ver-
ify ciphertext using a one-way secure hash function. The
other message is transmitted dynamically through chan-
nels and cannot be cloned. In addition, there is no dupli-
cate message section in continuous communication. This
shows that our scheme implements the attributes of user
privacy.

4.4 Efficiency Analysis

Table 2 shows some basic calculation processes of the
three-party key agreement protocol and the group key
agreement protocol based on the PUF algorithm written
in this paper. In addition, compared with the two-key
agreement protocol based on the PUF algorithm, this
new protocol is more powerful and more computation-
ally intensive. It is safer and more reliable in the safe
transmission of information. Among them, Ours1: three-
party key agreement protocol based on PUF algorithm,
Ours2: PUF algorithm based group key agreement pro-
tocol. Yes/No: Support/Not support , Thash: Time for
executing the hash function.

5 Conclusion

This paper presents a tripartite and group key agreement
protocol based on PUF algorithm. It extends on the ba-
sis of two-party key agreement protocol. This protocol
not only inherits the advantages of the two-party key
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Table 2: Comparisons between our proposed scheme and the related literatures

PUF+PAKE [7] PUF+ZKPK [7] Ours1 Ours2
Shared secret key No No Yes Yes

Communication round 3round 2round 2round 1Broadcast
Vulnerable to replay attack No No Yes Yes

Formal security proof No No Yes Yes
Privacy protection No No Yes Yes

Authentication Mutual Mutual Mutual Mutual

agreement protocol, but also innovates. In addition to
being able to authenticate between users and servers, the
two-party key agreement protocol can also resist guess-
ing attacks. This new protocol has the characteristics of
resisting off-line password attack, supporting mutual au-
thentication and providing privacy protection for users.
The protocol also has strong security and enforce-ability,
and enriches the types of key agreement protocols.
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