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Abstract

Currently, many data owners choose to outsource the data
storage to cloud service providers. Data owners store the
local private data with plaintext form in the cloud server.
It is difficult to guarantee the data privacy and security.
So data owners usually encrypt the local private data and
upload it into cloud server. The traditional multi-keyword
ciphertext retrieval methods cannot take both accuracy
and security into consideration. Therefore, we propose
a modified homomorphic encryption method for multiple
keywords retrieval in this paper. It can effectively solve
the privacy leakage of search keywords problem. The re-
trieval performance is greatly improved in multi-keyword
retrieval process. Experimental results show that this new
scheme is more efficient and accurate than other cipher-
text retrieval schemes.
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1 Introduction

Cloud storage [16] is a new network storage technology
which is the extension and development of cloud com-
puting [3]. It uses the grid technology, distributed file
system, cluster application, virtualization functions and
software to control network in large-scale heterogeneous
storage devices and provide on-demand services to re-
mote users of mass data storage access and processing
functions. Cloud storage greatly saves the cost of storage
hardware and software, reduces the investment of main-
tenance personnel, and has outstanding advantages such
as low cost and high utilization rate. At the same time,
professional cloud storage service providers have unparal-
leled technology and management level [8, 11], which can
provide users with better data security services such as
redundant backup and disaster recovery. In order to pre-

vent the disclosure of privacy, users usually encrypt the
data and then upload them into the cloud storage plat-
form, and keep the decryption key by themselves such
as government documents, national medical and health
data, business secrets related documents, personal pri-
vacy data, etc [7, 12]. However, the encrypted data will
lose some characteristics of the original plaintext such as
order and similarity. As a result, the traditional plaintext
based retrieval schemes cannot work well in the encryp-
tion cloud storage system. For this reason, researchers
propose a secure ciphertext based on retrieval problem.
The method is divided into two classes:

1) The indexing file-based retrieval method [13,18];

2) The matching-based retrieval method [14, 17]. How-
ever, the two methods either need to maintain com-
plex index structure or have low retrieval efficiency,
which is difficult to meet the retrieval requirements of
massive ciphertext data in the cloud storage environ-
ment. The encrypted data also brings new problems.
For example, how can data user retrieve the data of
interest quickly when facing massive ciphertext data.
A common solution is to use keywords for retrieval.

Single-keyword retrieval cannot meet the needs of users
for accurate retrieval, so the research of multi-keyword
retrieval emerges at the right moment. Lu [9] proposed a
secure sorting keyword retrieval algorithm, scoring docu-
ments containing keywords, and using one-to-many order-
preserving mapping algorithm to encrypt data. The
scheme improved the retrieval efficiency, but reduced the
security of data and the precision of retrieval. Li [4] pro-
posed a multi-keyword based on Boolean query scheme,
which generated search results based on whether or not
the keyword was included. However, this scheme could
not distinguish the degree of relevance of multiple docu-
ments containing the same keyword. Hu [2] proposed a
multi-keyword searchable public key encryption scheme,
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but it was later proved that it could not resist keyword
guessing attacks. Teng [6] proposed a secure ordering
multi-keywords retrieval algorithm, and adopted the co-
ordinate calculation keyword matching scheme and the
correlation between document, using the inner product
similarity evaluation of correlation between keywords, but
the solution method of Boolean made documents that
contained the same number of keywords score the same,
with no guarantee of accuracy. Therefore, we propose an
modified homomorphic encryption method for multiple
keywords retrieval in this paper. It can effectively solve
the privacy leakage of search keywords problem. The re-
trieval performance is greatly improved in multi-keyword
retrieval.

2 Preliminaries

2.1 Homomorphic Encryption

Homomorphic encryption [5,19] is an encryption method
that can directly process ciphertext data. Under the
premise of effectively protecting the privacy of user sensi-
tive data, the homomorphic operations such as addition
and multiplication can be directly implemented on the ci-
phertext, and maintain the plaintext order of the cipher-
text when operating. However, homomorphic encryption
scheme requires a great deal of computational overhead.
How to design a homomorphic ciphertext retrieval scheme
with less computational overhead and convenient for in-
dexing is a difficult point in current research.

Using homomorphic encryption technology, it can
guarantee the ciphertext algebraic operation results and
the same in plaintext encrypted algebraic operation. That
is, for any valid operation f and plaintext m, there is
f(Enc(m)) = Enc(f(m)). This special property allows
third parties to perform algebraic operations on cipher-
text. No decryption is required. Its significance lies in
fundamentally solving the confidentiality problem of data
and its operation is entrusted to a third party. At present,
there are three main frameworks for constructing full ho-
momorphic encryption.

1) GCD problem. First, a partial homomorphic encryp-
tion scheme is constructed. And then the decryp-
tion circuit is compressed to perform homomorphic
decryption of the ciphertext. So it can achieve the
aim of controlling ciphertext noise growth. Finally,
a fully homomorphic encryption scheme is obtained
under the assumption of cyclic security.

2) R-LWE problem. First, a partial homomorphic en-
cryption scheme is constructed [14]. After ciphertext
calculation, key exchange is used to control the ex-
pansion of ciphertext vector dimension, and mode
exchange is used to control the increase of noise.
Without using homomorphic decryption technology,
a layered all-homomorphic encryption scheme can be
obtained.

3) LWE problem. The N × N matrix represents the
ciphertext, and the key is a n-dimensional vector.
The addition and multiplication of ciphertext matrix
are still matrices, which will not lead to the change
of dimension of ciphertext calculation result. If the
ciphertext matrix is ”strongly B-boundary”, that is,
the element in ciphertext C is at most 1, and the
element in error e is at most B, then a hierarchical
all-homomorphic encryption scheme that can execute
polynomial depth can be obtained.

2.2 Retrieval Scheme based on Homo-
morphic Encryption

The retrieval scheme based on homomorphic encryption
proposed in this paper consists of the following five mod-
ules:

1) Init(). The data owner at the client side produces
the public key Pk, private key Sk of the homomorphic
encryption algorithm according to the parameter λ.
Initializing the key Ek of document encryption algo-
rithm.

2) Encrypt(). The data owner generates document vec-
torD according to document set (DS). The document
vector D is encrypted using Pk to get DPk

. The doc-
ument set is encrypted with Ek to get DSEk

. Upload
encrypted data by calling the public API interface of
the application interface layer.

3) Query(). Date user applies Pk, Sk and Ek for date
owner. When data user performs the retrieval, the
original retrieval vector is expanded to the standard
retrieval vector Q to get QPk

by using Pk, and the
application interface layer public API is called to sub-
mit the retrieval request.

4) Score(). After receiving the retrieval request, Cloud
Server calculates the correlation score between the
retrieval vector Q and document D in the ciphertext
form, and returns the retrieval vector and the corre-
lation score of each document to the client.

5) TopK(). Data user decrypts the returned score with
Sk, runs TopK algorithm to obtain K document
numbers with the highest degree of relevance, and
calls the public API of the application interface layer
to request document data. The server receives the re-
quest to read the encrypted document from the stor-
age layer and returns it to the client.

2.3 Correlation Score

The similarity between the query vector and the docu-
ment vector reflects the matching degree of the keyword
and the document of the user query, which is the basis of
the retrieval and sorting. Query vector Q and document
vector D have the same dimension I, this dimension cor-
responds to the total number of distinct feature items in
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Table 1: Symbols in this paper

λ Security parameter
ρ The length of the noise. In order to resist violent attack, the noise length should be taken as ρ = w log λ.
η The binary length of the private key. Private key length satisfies η ≥ ρΘ(λ log 2λ).
τ The number of public key. τ ≥ γ + w(log λ).
γ The binary length of the public key. Public key length satisfies γ = w(η2 log λ).

all documents. The correlation scores of query vector Q
and document vector D are expressed by the vector inner
product as follows:

Dj = (w1j , w2j , · · · , wlj). (1)

Qq = (w1q, w2q, · · · , wlq). (2)

Score = sim(Qq, Dj)

=

l∑
1

wiq · wij . (3)

The the correlation score between query vector Q and
document vector D is higher, the document D conforms
to users’ query requirements sharply. If the correlation
score is lower, the document D meets the user’s query
requirements rarely.

3 Modified Homomorphic En-
cryption

The basic management of cloud storage provides cipher-
text retrieval function. The relevant document number
can be retrieved through the query conditions given by
users. The ciphertext retrieval scheme designed in this
paper is based on homomorphic encryption technology.
Therefore, we give a modified homomorphic encryption
scheme in this paper to provide more safe retrieval.

Firstly, the symbols used in this paper are explained
as Table 1.

It includes four polynomial time operations: Setup(),
Encrypt(), Circuit(), Decrypt(). The proposed scheme
is valid.

1) Setup(1n, 1l). Input security parameter n = 2k(k ∈
Z), maximum user number l and positive integer p ≤
q = 1mod(2n), q is prime number. Randomly select
s ∈ Rq = Zq[x]/ < f(x) >, f(x) = xn + 1 as private
key. Public key is a, b = a · s+ p · e. In here, a← Rq

is uniformly selected. Error term e is independently
selected from error distribution χ ⊂ Rq.

2) Encrypt(id, pk,mi). Given the data identification
id and the user’s public key (a, b). In order to en-
crypt a n − bit plaintext message mi ∈ 0, 1n ⊂ Rp,
uniform randomly select ti ∈ Rq. Output cipher-
text (c1i , c

2
i ) = (a · ti + pe1i , b · ti + pe2i + mi), where

eji (j = 1, 2) is independently selected from distribu-
tion χ.

3) Circuit(id, αi, (c
1
i , c

2
i )

l

i=1). Input identification id, ci-
phertext (c11, c

2
1), · · · , c1l , c2l with weight α1, · · · , αl.

Output ciphertext (c1, c2) = (
∑l

i=1 αic
1
i ,

∑l
i=1 αic

2
i )

= (
∑l

i=1 αi(a× ti + pe1i ,
∑l

i=1 αi(b× ti + pe2i +mi).

4) Decrypt(id, sk, (c1, c2)). After receiving the data id,
the user’s private key sk and ciphertext (c1, c2), the

plaintext m =
∑l

i=1 αimi can be obtained by calcu-
lating (c2 − c1 · s) mod p.

Theorem 1. To decrypt the ciphertext, suppose the ci-
phertext is c1, c2 =

∑l
i=1 αi(a× ti + pe1i ,

∑l
i=1 αi(b× ti +

pe2i +mi), then

(c2 − c1 · s) mod p =

l∑
i=1

αi(b× ti + pe2i +mi)

−s ·
l∑

i=1

αi(a× ti + pe1i mod p)

=

l∑
i=1

αi[(a · s+ pe) · ti + pe2i +mi]

−
l∑

i=1

αi · s(a · ti + pe1i ) mod p

=

l∑
i=1

αimi. (4)

So the proposed scheme is proofed. The encryption
scheme is linearly homomorphic.

Proof. Known message mi ⊂ 0, 1n ⊂ Rp, and weight
αi(i = 1, · · · , l, according to Encrypt algorithm, a lin-

ear combination
∑l

i=1 αimi of the message mi has the
corresponding ciphertext (a × t + pe1, b × t + pe2 +∑l

i=1 αimi. On the other hand, the corresponding ci-
phertext of the message mi is (c1i , c

2
i ) = (a · ti +

pe1i , b · ti + pe2i + mi)(i = 1, · · · , l), then cipher-
text (c1i , c

2
i ) has the corresponding linear combination

(
∑l

i=1 αic
1
i ,
∑l

i=1 αic
2
i ). If the Decrypt algorithm de-

crypts the ciphertext (
∑l

i=1 αic
1
i ,
∑l

i=1 αic
2
i ), the corre-

sponding plaintext
∑l

i=1 αimi can be obtained. Ob-
viously, the corresponding plaintext of the ciphertext
(a · t + pe1, b · t + pe2 +

∑l
i=1 αimi) also is

∑l
i=1 αimi.

Therefore, the encryption scheme in this paper is linear
homomorphic.
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Table 2: Performance comparison with dofferent schemes

Scheme Mould exchange Approximate eigenvectors Start
DGHV None None O(λ14)

BGV Õ(λ · L3) None Õ(λ2)

Bra12 None None Õ(λ6)

GSW13 None Õ((nL)w) Õ(n(nL)w)

Proposed None Õ(nw) Õ(nw)

4 Performance Analysis of Pro-
posed Scheme

4.1 Security Analysis

Suppose that let the advantage of a PPT adversary A to
correctly distinguish its corresponding plaintext through
ciphertext be ε in the chosen plaintext attack. The attack
model of A is as follows:

1) Setup(1n). The challenger runs Setup(1n) to get
the key s, (a, b = a · s+ pe) and sends the public key
(a, b) to the adversary A.

2) Queries. A random selects m1, · · · ,mqs and sends
them to challenger. The challenger computes
(c1i , c

2
i ) = Encrypt(id, (a, b),mi)(i = 1, · · · , qs) and

send it to A.

3) Challenge. Once the Queries is completed, A out-
puts two different plaintext m0 and m1 and sends
them to the challenger, the only condition being
that m0 and m1 are not queried. It randomly se-
lects b ∈ (0, 1) and will challenge the ciphertext
(c1, c2) = (a · t+ pe1, b ·+pe2 +mb).

4) Output. A outputs the guess value b′ of b.

If b′ = b, the adversary A won this game, its probability
is Pr(b = b′), the advantages of A is Adv = |Pr(b =
b′)− 1

2 |.

4.2 Keyword Retrieval Security

The retrieval request submitted by the user to the server
is the ciphertext after the conversion of P , g and x. On
the premise that P , g and x cannot be obtained, the key-
word plaintext M cannot be obtained, which ensures the
security of the user’s keyword retrieval. At the same time,
the server only operates on the ciphertext in the process
of performing the retrieval, and cannot learn the plain-
text of user data and keywords in the whole process, thus
realizing the ciphertext retrieval function.

4.3 Security of Confidential Parameters

When generating system secret parameters, it must be
considered that the key P must have enough key space to

prevent the key P , g and x from being exhausted. How-
ever, the larger P is, the greater the overhead is. How to
achieve a good balance between efficiency and security is
one of the problems that this scheme needs to focus on.

4.4 Efficiency Analysis

The retrieval efficiency of proposed scheme is closely re-
lated to the keyword length. For files with fixed length,
when the plaintext M is grouped, the grouping length is
larger, the grouping division will be smaller, and the cor-
responding retrieval cycle times will be less. On the con-
trary, the more groups are divided, the more cycles needed
in retrieval. Meanwhile, when grouping, it is possible to
divide the keyword into different groups, which leads to
the failure to correctly retrieve the keyword. Therefore,
the retrieval accuracy is not 100%, but decreases with the
increase of the number of groups. How to design a reason-
able grouping length is also one of the difficulties in this
scheme. In addition, because proposed scheme supports
multi-keyword joint query, it can significantly improve the
retrieval efficiency compared with other schemes.

4.5 Performance Analysis

The client initializes the key and establishes the vector
space model only on time, so the performance of the
retrieval scheme is mainly determined by the encryp-
tion query vector, score calculation and decryption cal-
culation TopK module. Currently, there are four clas-
sical full homomorphic encryption schemes, namely, all-
homomorphic encryption scheme (DGHV) on integer,
modular exchange scheme (BGV) scheme, modular in-
variant scheme (Bra12) scheme and approximate eigen-
vector scheme (GSW13) scheme. Compared result of per-
formance with our proposed shceme is given in Table 2.

5 Comparison Results

Through the establishment of indexes with different num-
ber of keywords, the retrieval efficiency of the scheme is
tested and compared with three state-of-the-art methods
WMF [10], FPH [1] and OCVR [15]. Taking 100 pure Chi-
nese text documents as test samples, the average of each
document is 2MB. In the test process, the keyword length
is determined to be 2 Chinese characters, corresponding
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Table 3: Time comparison with three schemes

Keyword number WMF FPH OCVR Proposed method
1 11.8ms 9.6ms 8.5ms 5.4ms.
2 15.7ms 12.5ms 10.7ms 7.6ms
3 18.3ms 15.8ms 13.6ms 9.4ms
4 21.3ms 18.5ms 15.3ms 11.4ms
4 24.6ms 21.7ms 19.7ms 15.9ms

Table 4: Retrieval accuracy rate comparison with three schemes

Keyword number WMF FPH OCVR Proposed method
1 89.6% 92.3% 95.7% 98.6%.
2 84.5% 91.1% 94.8% 97.5%
3 82.1% 88.5% 89.9% 94.3%
4 80.5% 86.7% 89.2% 93.2%
4 79.4% 82.4% 87.7% 90.1%

to 32-bit binary number. The number gradually increases
from 1 to 5. 50 retrieval tests are performed for each in-
dex keyword number, and the average time is taken as
the final result. The result is given in Table 3.

It can be seen that the keyword retrieval efficiency of
the three schemes has big difference, and proposed scheme
is slightly faster. But as the number of indexes increases,
the time of proposed scheme grows more slowly.

As mentioned above, keywords may be divided into
different groups in ciphertext grouping, resulting in the
retrieval accuracy lower than 100%. The above 100 text
documents are still taken as test samples to test the re-
trieval accuracy of proposed method. 10 different keyword
combinations are randomly selected for each quantity, 50
tests are conducted and the average accuracy is recorded.
The test results are shown in Table 4.

It can be seen that with the increase of the keywords
number, the accuracy of proposed scheme decreases to
a certain extent, the comprehensive retrieval accuracy is
above 90%.

6 Conclusions

Compared with the traditional data storage, cloud stor-
age has the characteristics of low cost, scalability, rapid
scaling and high utilization rate, which makes cloud stor-
age get more and more attention and support. However, if
the security problems in cloud storage cannot be properly
solved, especially the efficient ciphertext-based retrieval
problem, it will seriously restrict the sustainable develop-
ment of cloud storage applications. Aiming at this urgent
problem, this paper proposes a new ciphertext retrieval
mechanism based on full homomorphic encryption. By
double ciphertext encryption mechanism, the ciphertext
retrieval can be approximately accurate without recover-
ing the encrypted plaintext information, and the order-

ing of the results can be realized. This scheme not only
protects the user’s data security, but also improves the
retrieval performance of the full homomorphic encryption
algorithms in multi-keyword retrieval, which has a certain
application prospect.
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