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Abstract

With the rapid development of the Internet, more and
more users’ private information, such as patients’ vital
signs, is maliciously obtained by attackers. Therefore,
we analyzed some of the protocols. Based on the secu-
rity problems existing in the protocols between Jiang et
al. and Li et al., we have proposed an improved three-
factor remote user authentication protocol using ellip-
tic curve cryptography. The improved protocol uses the
knowledge of elliptic curve cryptography, which is an al-
gorithm for establishing public key encryption. Its main
advantage is that it provides equivalent or higher secu-
rity than other methods using more minor keys in some
cases. We construct our protocol by using discrete log-
arithm and computational Diffie-Hellman problem. The
protocol uses only random numbers to ensure the fresh-
ness and security of the protocol and does not use times-
tamps, so clock asynchrony will not occur. We performed
Burrows—Abadi-Needham logic analysis, security analy-
sis, and comparative security analysis on the protocol.
The analysis shows that the improved protocol has higher
security and does not add much computation.

Keywords:  Anonymity; Authentication; FElliptic Curve
Cryptography

1 Introduction

With the rapid development of the Internet, positive
progress has been made in the application of the Inter-
net in all fields of our life, such as wearable medical de-
vices, industry, and smart homes [1,[2]. The Internet has
become an important auxiliary means in many fields [3].
It can not only improve work efficiency, but also actively
promote us to change the way of life and make contin-
uous progress towards a more advanced and intelligent
way. However, with our increasing dependence on the
network, network security has become one of the im-

portant factors restricting the development of the net-
work. Telemedicine information system is rapid devel-
opment, can be implanted and wearable devices to the
patient’s blood pressure, body temperature, electrocar-
diogram monitoring, information related to health care
personnel can access the server to obtain patient vital
signs of real-time data [4], especially can provide bet-
ter medical care to patients in remote areas, However,
when sensitive vital sign data of patients are transmitted
to medical personnel through public channels, there will
be information leakage [5]. Wazid et al. [6] proposed a
mutual user authentication mechanism between a remote
surgeon and the robotic arms. Whether in the medical
field or in other fields, it is very important to continu-
ously improve network security and build a safe and re-
liable network environment for users [7]. In essence, net-
work security is the information security of Internet users,
that is, the data flowing and interacting on the network
system is not subject to accidental or malicious damage,
disclosure, tampering, etc. Considering the importance
of data information security, in network use, we should
combine the characteristics of database use, the informa-
tion in the database identity authentication and other
technologies. At present, with the development of the
researchers on the network security, authentication from
the perspective of a user authentication on the number of
factors, from the initial single factor authentication pro-
tocol development up to now the double factor and three
factors of authentication protocol, our agreement is a kind
of based on the users passwords, smart cards and biomet-
ric information of three factor authentication protocol [§].
Compared with the traditional two-factor authentication
protocol based on smart card and user password, the ad-
vantage of three-factor authentication protocol with user
biometric is that there is no problem of forgetting or los-
ing the user’s biometric information [9], and it is hard for
attackers to guess. This information is unique to the user.
Due to the extensive application of basic pattern recogni-



International Journal of Network Security(VDOI: 1816-3548-2022-00002) 2

tion system, more and more authentication schemes based
on biometrics are proposed |10]. The following is a brief
introduction to the work of other researchers close to our
work. In 2018, Wazid et al. |11] proposed a protocol for
generic IoT networks.

In 2019, Lu et al. [7] proved that the protocol of Das
et al. [13] had some security flaws. In 2020, Jabbari et
al. |14] proposed a new scheme in order to provide mutual
authentication between users and sensor devices directly.
Xu et al. |15] proposed a patient healthcare monitoring
authentication protocol. And Alzahrani et al. [16] demon-
strated that Xu et al.’” protocol has privacy issues and is
vulnerable to attacks such as replay attacks. Merabet et
al. |17] proposed some protocols for IoT-based healthcare
applications in 2020. Garg et al. [18] pointed out that
Merabet et al.’s protocol cannot resist strong replay at-
tack. Sharma et al. [19] thought Merabet et al.’s protocol
cannot support blockchain solution. In 2015, He et al. |20]
proposed an improved authentication protocol based on
time certificate. In 2016, Jiang et al. [21] pointed out that
He et al. had interior attack, stolen smart card attack and
other security risks in their protocol and proposed their
own protocol. In 2018, Li et al. [22] pointed out that the
agreements of Jiang et al. and He et al. had some com-
mon shortcomings, such as the lack of password change
stage, clock synchronization and other security problems.
In the same year, Li et al. proposed an improved agree-
ment based on Jiang et al., but we found that there were
some problems with Li et al.’s improved agreement.

1) Failure to provide three-factor certification: authen-
tication protocols that provide three-factor security
mean that attackers can only launch impersonation
attacks until he/she has mastered all three factors:
password, biometrics, and smart cards. Li et al.
claimed that their protocol can provide three-factor
security. However, we find that if an attacker steals a
user’s smart and acquires the user’s biometric, he/she
can perform an offline identity and password guessing
attack, in which case, Li et al.’s protocol fails to pro-
vide the privacy protection and security attributes
they claim.

2) Failure to resist forgery attack: Forgery attack is a
common type of attack. The attacker can imperson-
ate either party of the scheme using the communica-
tion messages collected from the public channel and
the information in the user’s smart card.

3) Failure to resist smart card loss attack.
4) Failure to provide user anonymity.
5) Failure to resist forward secrecy and so on.

We believe that the agreement proposed by Jiang et al.
has a good framework. Therefore, based on the security
problems existing in the agreement between Jiang et al
and Li et al, an improved three-factor remote user au-
thentication protocol using elliptic curve cryptography is

proposed. Our improved protocol uses the knowledge of
elliptic curve cryptography [23,/24], which is an algorithm
for establishing public key encryption. The use of elliptic
curves in cryptography was independently proposed by
Neal Koblitz and Victor Miller in 1985. Its main advan-
tage is that in some cases it provides equivalent or higher
security than other methods using smaller keys, such as
the RSA encryption algorithm. Another advantage is that
can define a group of bilinear mapping between the double
linear mapping has found a lot of application in cryptog-
raphy, the downside is the same length under the key than
any other mechanism of encryption and decryption oper-
ations take a long time, but you can use a shorter keys to
achieve at the same level of security, so the safety degree
of speed at the relatively faster. The probability of solving
mathematical problems on elliptic curves by using poly-
nomial time algorithm is negligible, so we construct our
protocol by using discrete logarithm and computational
Diffie-Hellman problem.

1) Discrete logarithm problem: given P,aP € E/Fq,
for unknown a € Z7, the probability of success of
finding the value of a is negligible.

2) Computational Diffie-Hellman problem: given
P,aP,bP,P € E/Fgq, for unknown a,b € Z¥, the
probability of success of finding the value of abP is
negligible.

In addition, considering the clock synchronization
problem, in wireless sensor networks, the clock precision
of each network node is limited due to the cost limitation,
and the difference between each node clock will be larger
and larger with the passage of time [25]. Many impor-
tant basic functions of wireless sensor networks require
nodes in the network to maintain a relatively uniform
time scale. In order to ensure the freshness of informa-
tion transmission, researchers usually use the method of
adding random numbers or timestamps into the protocol
to resist replay attacks and man-in-the-middle attacks.
Using both timestamp and random numbers in Jiang et
al.’s protocol may encounter clock asynchronization prob-
lem. Our protocol uses only random numbers to ensure
the freshness and security of the protocol, and does not
use timestamps, so clock asynchrony will not occur [26].
Furthermore, the protocols of Jiang et al. and Li et al.
both have the situation that the user name is sent in clear
text, which cannot guarantee the anonymity of users. Our
improved protocol ensures that the user name and pass-
word are not sent in clear text. Finally, we performed
Burrows—Abadi-Needham logic [27] analysis, random or-
acle model analysis, security analysis and security com-
parative analysis on the protocol. The schematic diagram
of the authentication process is shown in Figure

2 Review of Jiang et al.’s Scheme

Jiang et al. put forward an untraceable two-factor au-
thentication scheme for wireless sensor networks in 2016.
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Jiang et al.’s scheme consists of three phases:

2. Login and
authentication

(« )e( )

3. Respond
———

Medical Server
(S))

Gateway node
(GWN)

1. Registration
phase
e

4. Respond

User
(Ui)

Figure 1: Schematic diagram of authentication process

registra-

tion, login and authentication. This section is to review
the scheme of Jiang et al. The notations used in the paper
are summarized in Table [1l

Table 1: Notationas

tains the value {U;, H(PW;)}. U, imputs the old
password PW;, and selects a new one PW[".
Next, U; chooses two random number a, 7; €
Zy_y, calculates A = aP,A" = ay = azP,
VI, = H(TS||H(PW,)||A||A"|H(PW|[ID;]lrs),
TPW,; = H(PW!|ID;||r;) ® H(TS, ||[H(PW;)
lA||A"), sends messages {ID;, TS;, VI;,TPW;, A}

Symbol Definition to GWN.

U; User

S; Medical Server Step 2. GV[;N checks T'Sy. If true, GWN calcu-

ID; Identity of U lates A" = zA = wxaP, H(PW"[|IDi|r;) =

PW; Password of U; TPW ©  H(TS[|H(PW;)|AllAY), checks

GWN  Gateway node VI= H(TS: ||H(PW)HAHA”HH(PW““’HID 74)),

¢ Y, g A random number calculates TC; = H(Kewn—vl||ID;||TE;),

r A point on the elliptic curve PTC; = TC; @ H(PW!™|ID;|r;), stores

Pz The value of on x-axis {H(:),TE;,PTC;} into a smart card, sends smart

Ppor the parameters choosed by GW N card to U;.

G The additive group

5¢ The smart card 2.2 Sensor Node Registration Phase

n A large prime order

Fp A finite field Step 1. S; generates b € Z7_,, calculates B = bP, B =

h(:) One-way hash function by = baP, VI; = H(TSy|H(PW,)|B|B'), sends

@ Bitwise XOR operation messages {SID;,TS2,VI;, B} to GWN.

I Concatenation operation

T The current time of system Step 2. GWN checks T65;,. If true, GWN

SID; Sensor node identity calculates B” = B =  xbP, checks

PTC; The.protected temporal credential of U; VIJ; H(TS,|H(PW;)|B|B"), TC; = H(Kawn—s

SK  Sessionkey | ISTD;), REG, = TC, & H(T'Ss|[H(PW,)| B B").

TC;, TC; The temporal credential of U; and S} Viewn = H(TC;||H(TSs|H(PW,)|B|B")), sends

TE, The expiration ti.me of a user’s messages {T'Ss, REG;, VIgwn} to S;.

! temporal credential

b; Biological characteristics Step 3. Sj checks T'Ss. If true, calculates
TC; = REG ® H(TSs|H(PW;)||B||B’), checks
Viewn HTC,|H(TSs | H(PW,)|BIBY).  If

2.1 User Registration Phase

Firstly, GW N chooses the additive group G generated by

a point P with a large prime order n over a finite field
Fp on an elliptic curve. The GW N randomly selects a
number x as its private key and calculates y = P as

public key. Finally, GWN stores & and publishes the
system parameters {E(Fp), G, P,y}. Next, users register
according to the following steps.

Step 1. As is supposed in He et al.’s scheme, U; has
a password PW, shared with GW N, which main-

these two value are unequal, S; terminates the

session; otherwise, it stops.

2.3 Login and Authentication Phase
Step 1. U; inputs ID; and PW;, the smart card cal-

culates TC; = PTC; @ H(PW;||ID;||r;), U;

randomly generates ¢ € Z7 Then U;
computes C; = cP, D; = ¢y = czP,
generates K;, calculates DID;, = 1ID; &

H(Ci||D;), PKS; = K; @ H(TC;|TS4||D;),
E; = HH(ID;||TS4)®D; ® PKS; ®TC;), sends
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messages {DID;,C;, PKS;, TSy, E;} to GWN.
TSy is the current timestamp.

Step 2. Once receiving the message from U;.
GWN checks T58;. If true, GWN
calculates D, = zC = axcP, ID; =
DID; @ H(C;||D;), checks ID; and retrieves
TE,L', TC,L' = H(KGWN—U||IDi||TEi)7 checks
H(H(ID;|TSy) ® D; @ PKS; & TC;)=E;,
K; = PKS; @& H(TCi||TS4|D;),
TC;, = H(Kewn-s||SID;), DIDgwn =
ID; & H(D[DiHTCjHTSB), Cown =
K, @ H(TC;||TS5), sends  messages
{T'S5,DID;, DIDcwn,Cewn, PKSewn}

to S;. T'Ss is the current timestamp.

Step 3. Once receiving the message from GWN.
S; checks T'Ss. If true, S; calculates

ID; = DIDgw n ® H(DID;||TC,||TSs), checks

CGWN; H(ID;||TC;||TSs5), generates K, cal-
culates K; = PKSewn@®H(TC;||TS5), SK;j =
H(K; © Kj), C; = H(K;|ID;||SID;|TSe)
PKS; = K; & H(K;||TSs), sends messages
{SIDj,TSﬁ,Cj,PKSj} to Uz TSG is the cur-
rent timestamp.

Step 4. Once

U, checks

receiving the message
TSs. If true, U;
Kj = PKS] (S5) H(KlHTS(j), checks
C;= H(K;||ID;||SID,||TSe). Finally, U;
calculates the session key SK;; = H(K,; & Kj).

from §j.
calculates

3 Weaknesses of Jiang et al.’s
Scheme

3.1 Weakness 1: No User Anonymity

In Jiang et al’s scheme and Li et al.’’s scheme, ID;
is sent in plaintext in the registration. Once the at-
tacker as a co-worker in the same organization, he/she
acquires the information {ID;, RPW;,b;} and has knowl-
edge of I D;.Jiang et al.’s protocol does not guarantee user
anonymity.

Weakness 2: Failure to Defend
Known Session-Specific Temporary
Information Attack

3.2

Once the session-specific temporary information of the
protocol is leaked, such as random numbers that make up
the session password, the session key is still secure, which
indicates that the protocol can resist the known session-
specific temporary information attack. In Jiang et al.’s
scheme, the session key SK;; = H(K; ® K;), where K;
is generated by U; and K is generated by S; in the lo-
gin and authentication phase. If an attacker knows in-
formation K; and K, the session key will be exposed to

the attacker. So in that sense, Jiang et al.’s scheme can-
not defend known session-specific temporary information
temporary information attack.

3.3 Weakness 3: No Password Change
Phase

At present, authentication protocols are vulnerable to
offline password guessing attacks and online password
guessing attacks. Moreover, most users habitually use
some anniversaries or dates with special meanings, which
will further reduce the security of passwords. Jiang et
al.’s scheme has no password change phase, which not
only prevents users from changing their password when
they forget it, but also makes their protocol vulnerable
to password-related attacks. Of course, we know that we
need not only the password change phase, but also the
user authentication in the password change stage. Other-
wise any illegal user will be able to change the password
of the legitimate user, which will also have security risks.

3.4 Weakness 4: Inapplicable to IoT En-
vironments

Wireless sensor network is very different from the tradi-
tional wireless communication network. The primary de-
sign goal of the traditional wireless communication net-
work is to provide the highest possible service quality,
and node energy can be supplemented, so consumption is
a secondary consideration. However, the nodes of wire-
less sensor networks cannot replenish energy, so extending
the life cycle of the network system as far as possible has
become the primary design goal of wireless sensor net-
works [25]. Sensor nodes use low-power devices as much
as possible, and the research on energy consumption is
also based on low-power devices. Communication module
is the department with the largest energy consumption
among nodes, and it is also the focus of the research on
wireless sensor network nodes. In the login and authenti-
cation phase of Jiang et al.’s protocol, a part of the infor-
mation is transmitted directly between the user and the
server, rather than building a communication platform
for the user and the server through a third party GW N,
which is inconsistent with the wireless sensor network’s
need to extend the life cycle of the network system as far
as possible.

3.5 Weakness 5: No Clock Synchroniza-

tion Mechanism

In information transmission, we need to ensure the fresh-
ness of information transmission and ensure that the in-
formation transmitted by legitimate users will not be in-
tercepted and utilized by attackers, such as replay attack
and man-in-the-middle attack, etc. Generally, researchers
solve this problem by two methods: timestamp mecha-
nism and random numbers. However, in wireless sensor
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Ui
Inputs IDi, PWi,and biological feature bi
Generates a random number Cci
CalculatesR: = biP, Rz = ciR1
RIDi = h(IDi|| R2)
RPWi = h(PWi|| R2)

GWN

{RDLRPYLRS 5 Generates a random number di
Calculates Rs=diP,R4=diR1
a =h(Ry),0 =Ri® R4
Ai = h(RID: || RPWi || R4)
Bi = h(RIDi || Kewn) @ h(RPWi || R4)
«———X____ Stores RIDi in its database

secure channel

Stores Ry ci into smart card

Store{e, 0, Ai, Bi,Rs, X}in a smart car

Figure 2: Registration phase of proposed protocol

networks, the clock precision of each network node is lim-
ited due to the cost limitation, and the difference between
each node clock will be larger and larger with the passage
of time. Many important basic functions of wireless sen-
sor networks require nodes in the network to maintain a
relatively uniform time scale. Using both timestamp and
random numbers in Jiang et al. ’s protocol may encounter
clock asynchronization problem.

4 Proposed Protocol

At present, user biometric information is widely used
in three-factor authentication protocols because of their
uniqueness. We believe that Jiang et al. ’s protocol has
a good framework, so we propose an improved remote
identity authentication protocol based on elliptic curve
cryptography based on Jiang et al.” s two-factor authen-
tication protocol. Our protocol not only improves the dis-
advantages of Jiang et al.’s protocol, but also adds user
biometric to improve the security of the protocol.

Furthermore, we use elliptic curve cryptography, which
provides equal or higher levels of security while using
smaller keys than other methods.

4.1 Registration Phase

Firstly, GWN chooses the parameters
{E(Fp),G,z,X, Ppar, Kawn}, X = xPpq,, like Jiang et
al.’s protocol in user registration phase. The registration
phase of proposed protocol is shown in Figure

During the registration phase, he/she will perform the
following steps complete the registration.

4.2 Login and Authentication Phase

Once the user is registered, he/she will follow the steps
below to begin the login and authentication phase. The
login and authentication phase of proposed protocol is
shown in Figure

4.3 Password Change Phase

Compared with the protocol of Jiang et al., our pro-
posed improved protocol allows the user to change his/her
password.  Once the user wants to change his/her
password, he/she will proceed as follows: U; inserts
smart card into a card reader, inputs biological fea-
ture b;, SC calculates Ry = 6 ® Ry, checks to see if
the equation Ry = § @ R1; R, = b.Rs is true, and
if so, SC continues to calculate the equation A, =
h(h(IDiHcibgP)||h(PWiHcZ-b§P)||RﬁL); A; in its database.
If they are equal, SC accepts Uls request to change
passwords and sends U; a request to enter a new pass-
word. Once U; enters a new password, SC calcu-
lates A7 = h(h(ID,|[Ro)||h(PW*|| Ry) | Ry), Brew =
h(h(IDi||Ry)| Kewn) ® h(h(PW[“"||Ry)|| R}), updates
AP and BI'** with A; and B; respectively. Following
this step, the user makes a password change.

5 Security Analysis

In this section, we conducted a security analysis of our
proposed protocol, and we demonstrated that our proto-
col can withstand all the major attacks.

User anonymity. In our improved protocol, either the
user name U; or the password PW, is trans-
mitted in plaintext. And U; passes RID; =
h(ID;||R2), RPW; = h(PW;||R2) to GWN, where
Ry = ¢;b; P. According to DL and CDH problem,
we can know that even if the attacker obtains the in-
formation R; in the channel, he/she cannot calculate
Ry. So our protocol can guarantee user anonymity.

Resist known session-specific temporary information

attack. In Jiang et al.’s scheme, the session key
SK;; = H(K,; @ K;), where K, is generated by
U; and K; is generated by S; in the login and
authentication phase. If an attacker knows infor-
mation K; and K, the session key will be exposed
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Ui GWN S
Inserts SC into a card reader,inputs b’

Calculates and checks R+'=bi'diP=R:s=3@® R
Inputs  IDi, PW;
Calculates ~ Ai'= h(h(ID: || cibi' P) || h(PWi|| cibi' P) || R4")

Check  Ai'= Ai,Generates mi,ni € Zn*
Calculates M= Bi® h(h(RPWi||ci)|| R4+")

M 2= miPpar, M3=miX, Mas= RID:® M:
Ms= Mi® ni, Ms= h(RID: || ni)) ® SID;
M7= h(M| SID; || M3|| ni)

{M2,M4s,Ms,Me,M7}

Calculates  M5'= xM2»= xmiPpar

RIDi'= M+® M5',checks R]D;E RID: in its database
M1'= h(RID:'|| Kown),ni'= Ms® M1'

SID;'= M«® h(RID;" || ni")

M7'= h(M:'|| SID;' || M5'|| ni'),checks M+'= M-
Generates a random number yi
Calculates  K'ewv -s= h(SID;'|| Kewv)

Ms=RID:'® K'own -5, Mo= yi® h(RID:'|| K'cwn - 5)

M=y ®n',Mu=h(RID:'|| SID;' | K"ew -5 || ni"[| i)

Calculates RID:"= Ms@® Kown - s

yi'= h(RID:" || Kewn -s)® Mo ,ni"= yi'® Mo

Mu'=h(RID:" || SID; || Kown - s || ni" || yi'")

Checks ~ Mu'=Mn
Generates  a random number g
Calculates ~ M= gi® Kewn -5

SKi = h(RID:" || SID; | n" | || &)

M= h(Kowy - s || SK; || g)

{M12,M13}
=

Calculates  gi'= M12@® K'ewv - 5,SKewv = h(RID:" || SID;' || ni' || yi || &)

Ms'= h(K'own - s || SKowv || gi'")

Checks M13'¥ M
Calculates M= M1'® yi, M1s=ni'® g'

Mis= h(RID:'|| SKowv || yi|| gi")

{M14,M15,M 16}
PAR EL L A LT S

Calculates  yi"= M1a® M, g"= Mis® n:
SKi= h(RID: || SID; || n: || y:" || gi")

Mis'= h(RID:|| SKi || y" || gi")

Checks  Mie'= Mo

Figure 3: Login and authentication phase of proposed protocol
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to the attacker. In our improved protocol, the Provide mutual authentication. In Jiang et al,” pro-

session key SK; = h(RID;||SID;|[n;||y!|lg!), where tocol, the session key SK;; = H(K; ® K;). We
RID; = h(ID;||Rs2), SID; = Mg @& h(RID;||n;), think it failures to defend known session-specific tem-
n; € Z, y; and g¢g; are random numbers. Even porary information attack. In our protocol, the
though an attacker knows the information y;,g;, session key SK = h(RID;||SID;||n;|ly:||g:), where
it would not be able to calculate SK; without the RID; = My & Ms, SID; = Mg ® h(RID;||n;), vy,
information S1D;. and g; are random numbers. The attacker cannot

derive the correct RID; without M3. And we never
send M3 on the message channel. So our protocol
can be safely authenticated to each other.

Efficient password change. Jiang et al.’s protocol
does not have a password change mechanism. Our
proposed improved protocol has a password change
mechanism, and once the user wants to change
his/her password, the system will verify it first. The
system will only let the user go through the password
change phase if the authentication has passed.

5.1 Security Analysis Using BAN Logic

The goals to be achieved by using BAN logic are mutual
authentication among, GW N, and S;. The goals are de-

Applicable to IoT environments. In the login and scribed by using BA_N logic language as follows:

SK
authentication phase of Jiang et al.’s protocol, a part G1:8;|=8; «—= U;
. . . . . SK.
of the information is transmitted dlrc.ctlly between the G2:8;|=U;| = 8; &3 U
user and the server, rather than building a commu- _ SK;
nication platform for the user and the server through G3:Ui| = 5; Ui
a third party, which is inconsistent with the wire- G4:U;| =5;|=8;«—U;
less sensor network’s need to extend the life cycle of G5:GWN| = GWN SKawn U

thfe network system as far7 as possible. We modified G6: GWN| = Ui| = GWN SKewn U,
this part of Jiang et al. ’s protocol to ensure that SKewn
the information transfer between the user and the G7:GWN|=GWN Sj

server needs to be carried out through a third party G8: GWN| = 5;|=GWN Shawn S;

GW N.This form of information transmission is more The messages that U;, GWN, and S; communicate
suitable for the Internet of Things environment with each other are described in BAN logic language as
follows:

Clocl'c synchronization me.chanisrr%. In order to re- M : Us — GWN : {My, My, Ms, Mg, My}
sist replay attack or man-in-the-middle attack, schol- .
ars usually add timestamp mechanism or random {miPyar, (RIDi)mix, (ni)n(rIDi | Kaw ) (STDi)n(r1D;|n:);
number into the protocol. However, when both of (SIDj|ni)miX, h(RID;|| Kewn)}
these are used in the protocol, the clock asynchronous My : GWN — Sj : {Ms, My, M1o, M11}
problem will be caused, so we only use random num- {<RID2>KGWN75’ <yi>h(R1D;|\K’cWN_s)’ M)y,
bers in the improYed pI‘OT:OCOl, without the use of (RID;||SID;)(ni, yis Koy n—s)}
timestamp mechanism, which ensures the protection Ms: S; — GWN : {Myg, M3}
against replay attacks or man-in-the-middle attacks, {09 Kewn—or () (K, Kby n )}
while keeping the clock synchronized. My : GWN — U; : {Myy, Mys, My}
Resist privileged insider attack. In general, users (i) n(RID. | Kow ) <g£>n§3 (RID;) (i, 9;, SKewn)}
tend to register on different systems with the same To demonstrate the security of our proposed protocol,

password in order to remember the password more Wej)ropose_a number of hypotheses:
easily. Once a privileged internal staff member ob- A1 Ui = #ﬁi
tains the user’s password, she/he can use the same 2 GWN| =y;

password for access on other systems. However, our 43 ° Sj| = #9i .

mi
proposed protocol does not pass the user’s username Ay Ui =U; ¢ GWN
and password over the channel in clear text, and it As Uil = Us SK; S;

also uses CDH mathematical puzzle to mask them. Ag : GWN| = GWN izl U,

Resist stolen smart attack. In our improved proto- A7 : GWN|=GWN KGWHN—S S;
col, the massages {«, d, A;, B;, R3, X, f(-)} are stored SK,
on the smart card, where A; = h(RID;||RPW;||Rs), As : 55| = 5 K<—) Ui
B; = h(RID;||Kgwn) @ h(RPW;||Ry). So given the ~ Ag: S;|=S; &5 ° GWN
CDH problem, even if the attacker knows c;, d;, Ry, A Uil =5 = ¢i, SK;
he/she cannot compute R4 or Ry. So attackers can- A1 :U)|=GWN =y, SKewn
not get important information from smart cards even A1 : GWN| =U; = n;, SK;, mixP
if they use side-channel attack such as strong analy- A13: GWN|=85;= 9,9 Kgwn-s
sis. Ay 57| =GWN =y, ® h(RIDi”KGWN_S)
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Ais: S]‘ =U; = n;, SK;

According to the above initial state and based on BAN
logic inference rules, the properties of the protocol are
analyzed and deduced as follows:

From M1 : Uz — GWN : {MQ,M4,M5,M6,M7}, we
have

S1a 2 Uil = {{y) h(RIDs|| Kaw ~), (gi)ni, (RID;) (yi, 95

According to Si3, and the session key rules, we have

Sis: 8= 8, 454 GWN, 8;| = 8; £54 U, (G1)

According to Si3, A14, and the session key rules ,we
have

S1: GWN<{miPpar, (RIDiymiX, (ni)h(RIDi||[Kewn), S5 : S;| = GWN| = §; 454 GWN,S;| = U] =

According to S1, Ag, and message meaning rule, we
have

So GWN| = U ~ {miPur,
<7’Li> h(RIDiHKGWN>7 <SIDj>h(RIDZ||’nz),

According to S, A;, and freshness conjucatenation
and nonce verification rules, we have

Ss : GWN| = U] = {miPpy, (RID;)miX, (n;)
MRID;||Kewn ), (SID;)h(RID;||n;), (SIDj||n;)miX,
h(RID;||Kewn)}-

According to S3, Ag, A12, and jurisdiction rule, we have

Sy GWN| = {miPper, (RID;)miX, (n;)h(RID;
| Kew), (STD;)h(RID; ny), (SID;||n)mi X, h(RID;
[Kewn)}-

According Sy, and session key rule, we have

S5 : GWN| = GWN 2% y,. (G5)

According S5, A2, and nonce-verification rule, we have

Se : GWN| = U;| = GWN 9%~ 17, (G6)

According My, we have

S7 + S; < {{RID})Kawn—s, (yi) MRID| Ky n_s)
(na)yi, (RID3||ST1D;)(ni, yi, KGwin—s)}-

According to S7, Ag, and message meaning rule, we
have

Ss . Sj| = GWN ~ {<RID;> KGWN_S,
(i) M(RID}||KGwn_s): (ni)yi, (RID; ||SID;) (ni, yi,
Kewn_s)}-

According to Sg, As, Ai14, and freshness conjucatena-
tion and nonce verification rules, we have

(RID;)ymiX,
(SIDj]|n:)

Sg SJ‘ = GWN| = {<RID1/> KGWN78a<yi>
WMRID{|Kgywn—g), (ni) wi, (RID;||SIDj) (ng, i,
Kewn-s)}-

According My, we have

S0 : Ui <{{ys) M(RID; || Kawn), (g;) ng, (RID;) (i, g5,
SKewn)}-

According to Sig, A4, and message meaning rule, we
have

Su Uil = GWN ~ {{yi)M(RID;[|[Kawn), (g;)n;,
(RID;)(ys, 9;» SKawn)}

According to Sy1, As, A1, freshness conjucatenation
and nonce verification rules, we have

512 . U2| = GWN| = {<yz>h(RIDzHKGWN), (g;)n;,

According to Sy, Ag, Ay4, and jurisdiction rule, we
have

S13 1 Sj| = {{RID})) Kawn—s, (i) MRID||Kgyy n—s),
(ni)yi, (RID;||SID;)(ni, yi, Ky n—s)}-

According to Si2, A4, A11, and jurisdiction rule, we
have

s; 5 U, (G2)
According to S14, and the session key rules, we have
Siz Ui =U; 25 Wi, Ui = 8; 25 ;. (G3)
According to S14, Aq1, As and the session key rules ,we
have
Sis : U] = GWN| = U; &5 GWN,U,| = S| =

S; &5 ;. (Ga)

According M3 : S; - GWN : {Ma, Mys}, we have

S19 : GWN < {{(gi)Kawn -5, (9i)(SKj, Kgywn_s)}-

According Syg, A7, and message meaning rule, we have

Sy : GWN| = S; ~ {{9:)Kewn-s, (9i) (SKj,
Kewn-s)}-

According Sy, A3, we have

Sa1 : GWN| = 55| = {{(g)Kewn-s, (9:) (SK;
Kown-s)}-

According S21, A7, Ajs, and jurisdiction rule, we have

Saz : GWN| = {(g:) Kawn-s, (9:) (SKj, Kgwn_s)}-

According to S, Ay3, Ay, we have

So3: GWN| = 8, = §; “EE%Y GWN. (G8)

According to Sy, Ag, we have

Sos: GWN| = 8, 5% GWN. (G7)

According to the BAN logic proof, mutual authentica-
tion can be achieved between them.

5.2 Security Analysis Using Random Or-
acle Model

We conduct a security proof in the random oracle model.
Through strict formal verification using random Oracle,
it can be proved that the scheme is secure against an
adversary.

Definition 1. Reveal: Given a hash value y = h(x), this
random oracle unconditionally outputs the input x.

Theorem 1. Under the assumption that a one-way hash
function h(-) behaves like an oracle, the proposed scheme
18 probably secure against an adversary A for deriving the
identity I1D;, the password PW;, the biometric key b; of
a legal user U; and the secure key Kgwn of the GWN,
even if user Uls smart card is lost/stolen.

Proof. For the proof, we assume that an adversary A
is able to derive the identity ID;, the password PW;,
the biometric key b; of a legal user U;, and the se-
cret key Kgwn of the GWN. We assume that the
adversary A has lost/stolen smart card of the user U;
and A can extract all the sensitive information stored
in smart card using the power analysis attack. For
this, A uses the Reveal oracle to run an experimen-
tal algorithm EXP13f A’%I%‘?A shown in Algorithm 1for
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the proposed three-factor authentication and key agree-
ment(3FAKA). We define the success probability for
EXP 1%1FAASII(JJ?A as SUCC:l%{FAASII{{I?A = | Pr[EXP 1%1FAASII(—II,4A =
1] — 1|, where Pr[E] is the probability of an event FE.
The advantage function for this experiment becomes
Adv 382 (t,qr) = max A{Succl3f {84} in which
the maximum is taken over all A with execution time
t; and the number of queries ¢gr made to the Reveal
oracle. According to the attack experiment described
in Algorithm 1, if the adversary A has the ability to
invent the one-way hash function h(-), then A can di-
rectly obtain U/s ID;, PW; and b; and GWN's Kawn,
and win the game. However, it is computationally in-
feasible problem to invert h(-), ie., Adv13f{f (th) <
g, for any sufficiently small ¢ > 0. Then, we have
Adv 3854 (81, qr) < e, since Advl3f 5% (t1,qr) < €
depends on Adv13f{% (t1). Therefore, the proposed
scheme is provably secure against the adversary A for de-
riving ID;, PW;, b; and Kgwn, even if the smart card is
lost /stolen by A. O

1: Extract the information {«,9d, A;, B;, R3, X} from
smart card using the power analysis attack.

2: Call the Reveal oracle. Let
(RID}, Kgwn#*, RPW}, Ryx) < Reveal(B;)
3: Call the Reveal oracle. Let (Rijx = bfP) <«
Reveal()
4: Compute R} = Ry * ®J
5. if (R} = Ri*) then
. Call the Reveal oracle.  Let (IDf,Rox) <+
Rewveal(RID;)
7. Call the Reveal oracle. Let (PW}, Rox) <
Reveal(RPW;)

8:  Compute AF = h(h(ID}||Rex)||h(PW}|| Rax)|| Ra*)

9. if (Ar=A;) then

10: Intercept the message {Ms, Mo, Mo, M1}

11: Call the Reveal oracle. Let
(RID}, SIDj*, Koy %15, ;) <
Rewveal(Mi1)

12: Call the Reveal oracle. Let (SID; * %, Kgwn *
%) <— Reveal(KGyw y_g*)

13: Compute Mgx = RID} & Ky n_g*

14: Compute B = Rh(RID!|Kawn * *) @
R(RPW/||Ryx)

15: if (Mgx = Msg) and (B = B;) then

16: Accept ID}, PW} and b} as the correct iden-

tity ID;, PW; and b; of the user, an

17: Kgwn ** as the correct parameters of GWN.

18: return 1

19: else

20: return 0

21: end if

22:  else

23: return 0

24: end if

25: else

26: return 0

27: end if

Algorithm 1 EXPLU[i",

Theorem 2. Under the assumption that a one-way hash
function h(-) behaves like an oracle, the proposed scheme
s probably secure against an adversary A for deriving the
session key SK;/SK; shared between U; and Sj.

Proof. We assume that an adversary A is able to de-
rive the session key shared between a legal user and
medical server S;. For this, A user the Reveal oracle
to run an experimental algorithm EX P23f A‘%@‘?A shown
in Algorithm 2. We define the success probability for
EXP 2%{FAASI§?A as 5“002#445[;{1,4 = |Pr[EXP Q%FAASI%A =
1] — 1]. The advantage function for this experiment be-
comes Adv2} 5% (t2,qr) = max A{Succ2if {4} in
which the maximum is taken over all A with execution
time t5 and the number of queries gz made to the Re-
veal oracle. According to the attack experiment described
in Algorithm 2, if the adversary A has the ability to
invert the one-way hash function h(-), then A can eas-
ily derive SK;/SK; and win the game. However, it is
computationally infeasible problem to invent h(-), i.e.,
Adv23 7552 (t2) < e, for any sufficiently small & > 0.
Then, we have Adv23[ {5 (t2,qr) < ¢ is also dependent
on Adv23f A“gﬁf‘A(tg). The proposed scheme is provably

secure against the adversary A for deriving S;. O

information
login phase.

1: Extract the login request
{MQ,M4,M5,M6,M7} during the

2: Call the Reveal oracle. Let (Mj|SIDj||M;ln;) «
Re veal(M7)
Compute RID] = My & M}
Compute nlx = M5 & M|
if (nlx =nl’) then
Intercept the message
{Mi2, M3}
7. Call the Reveal oracle. Let (K * GWN — S||SK; *
llg¥) < Reveal(Ms)
Compute g;k/ =M®K*xGWN — S
. if (g =g7) then
10: Compute y; = Myo ® n)

{M87 Mga MlOa M11}7

11: Compute SK;*' = h(RIDZHSID;||n;||y;‘||gl*/)

12: if (SK;+ = SKj) then

13: Accept SK ;' as the correct session key shared
between U; and S;.

14: return 1

15: else

16: return 0

17: end if

18: else

19: return 0

20:  end if

21: else

22: return 0
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Table 2: Comparison of security features

Performance Jiang et al. Farash et al. Wazid et al. Amin et al. Li et al. Ours
(2016) [21] (2016) [?] 2018) [11] (2018) [?] (2018) [22]
F1 Yes No Yes No No Yes
F2 Yes Yes Yes Yes No Yes
F3 No No No Yes No Yes
F4 No Yes Yes Yes Yes Yes
F5 No Yes Yes Yes Yes Yes
F6 No Yes Yes Yes Yes Yes
F7 No Yes No No Yes Yes
F8 No No Yes Yes Yes Yes
F9 Yes No No No No Yes
F10 Yes Yes Yes Yes Yes Yes
F11 No No No No No Yes

F1: Provide three-factor security; F2: Resist forgery attack; F3: User anonymity; F4: Defend
known session-specific temporary information attack; F5: Password change phase; F6: Applicable
to IoT environments; F7: Clock synchronization mechanism; F8: Resist offline guessing attack; F9:
Resist forward secrecy; F10: session key agreement; F11: Smart card loss attack.

Table 3: Comparison of efficiency characteristcs

Ui Sl GWN Total
Jiang et al.(2016) [21] 8 T1+2T73 671 971+ T3 2371431713
Farash et al.(2016) [?] 1171 7TT1 14 T1 32T1
Wazid et al.(2018) |11] 13714272 4T142T2 5T1+44T2 21T1+8T12
Amin et al.(2018) [?] 12T1 671 16 T'1 34T1
Li et al.(2018) [22] 8T1+2T3 4T1 9T1+T3 21714373
Our TT1+2T3 47T1 9T1+T7T3 2071431713
T1 : The cost for executing the hash function operation; 72 : The cost for symmetric

encryption/decryption operation; T3 : The ECC operation for the ECC operation

23: end if
Algorithm 2 EX P23 1KA,

6 Comparison of Security Fea-
tures and Efficiency Character-
istics

Table [2] is the comparison of security features. Table [3] is
the comparison of efficiency characteristics.

7 Conclusions

Based on the security problems existing in the protocols
between Jiang et al and Li et al, we have proposed an im-
proved three-factor remote user authentication protocol
using elliptic curve cryptography. Our improved protocol
uses the knowledge of elliptic curve cryptography, which
is an algorithm for establishing public key encryption. Its
main advantage is that in some cases it provides equiva-
lent or higher security than other methods using smaller

keys. We construct our protocol by using discrete loga-
rithm and computational Diffie-Hellman problem. And
our protocol uses only random numbers to ensure the
freshness and security of the protocol, and does not use
timestamps, so clock asynchrony will not occur. We per-
formed BAN logic analysis, security analysis and security
comparative analysis on the protocol. From the analysis,
we can see that the improved protocol has higher security
and does not add much computation.
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