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Abstract

Cloud computing provides an extensible, high-
performance solution by entrusting computational
tasks and storage to clouds, effectively addressing re-
source constraints in data storage, data sharing, and
computing for users. Attribute-based encryption (ABE)
is considered the most potent encryption primitive
for achieving fine-grained access control and solves
the problem of one-to-many encrypted data sharing.
However, as applications evolve, the ABE scheme may
not handle particular scenarios such as access policies
related to the user’s time and space range. In addition,
end-users should protect their identity and the associated
privacy from attacks by malicious authorized institutions
and providers. Attribute encryption scheme based
on ciphertext policy (CP-ABE) encrypts ciphertext
according to user attribute set, which uses policies and
constraints defined by the data owner to provide safe
and reliable fine-grained access control. To solve the
Spatio-temporal constraints more effectively, this paper
introduces the comparison relationship in the compara-
tive attribute encryption (CBE) scheme into the process
of attribute-based encryption and realizes that the two
attributes of time and location satisfy various constraints
on the integer set. Thus, data users can flexibly access
data at a multi-dimensional level. Furthermore, our
solution is proven secure and efficient through security
and performance analysis.

Keywords: Comparison Attribute Encryption; Dynamic
Access Control; Spatio-temporal Constraints

1 Introduction

Cloud storage provides us with a new data information
storage model, which enables economies of scale and elas-
tic scaling, reducing operating cost and avoiding waste
of resources. Therefore, many enterprises are migrating
their business to one or more cloud platforms. However,
this model of cloud storage poses entirely new challenges

to privacy and security, because data is no longer stored in
users’ trusted domains, but stored in remote cloud servers.
In addition, cloud service providers may try to learn user’s
sensitive data, resulting in privacy leakage. Therefore,
achieving access control while ensuring data security is a
great challenge.

To implement secure data access control on untrusted
cloud servers, traditional solutions encrypt data before
storing it in cloud servers, but the encryption results in
higher key management overhead and increases the com-
plexity of the system. Attribute-based encryption (ABE)
is the most promising solution to private data access
control through reasonable configuration of sharing poli-
cies. Since [19] was proposed in 2005, the ABE has at-
tracted wide attention from the government, enterprises
and academia. The ABE is an extension of identity-based
encryption, which implements broadcast encryption for a
group of users and provides fine-grained encrypted access
control for data down to the attribute level. [10] proposes
Key-Policy ABE (KP-ABE), which embeds policies into
user keys and embeds attributes into ciphertexts. The de-
sign of the KP-ABE has its application in scenarios such
as paid video sites, log encryption management, etc. Dif-
ferent from the KP-ABE, [3] proposes Ciphertext-Policy
ABE (CP-ABE), which embeds policies into ciphertexts
and embeds attributes into user keys. The CP-ABE can
be used in many applications including cloud environ-
ments, hospitals, government and smart factories.

Due to the high flexibility and scalability of cloud com-
puting, many enterprises and individuals have used cloud
servers to store and calculate their data. However, some
occasions require high confidentiality, where users’ access
rights depend not only on their attributes, but also on dy-
namic factors, such as change of time and location. Tak-
ing a PHR system as an example, patients can develop
access policies to encrypt their personal medical records
and upload them to the cloud server, allowing relevant
medical staff to view the patients’ medical records un-
der certain conditions and make diagnosis. Assume that
in the PHR system only doctors and pharmacists are al-
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lowed to view the medical records and examine patients’
health status, where doctors can visit the documents at
any time and any place, but pharmacists can only visit
the documents in the office building of their hospital dur-
ing working hours (8:00 a.m.-18:00 p.m.). In this case,
the fine-grained access control is applied, which considers
access time, location and identity attributes, and achieves
rapid retrieval and sharing of medical data.

The above case needs to consider both time and space,
but the traditional CP-ABE scheme rarely combines dy-
namic changes of time and space to solve access control
problems in cloud storage. In 2014, Androulaki et al. [1]
described in detail the framework of the LoTAC, which
enables spatio-temporal access control of cloud stored
data by integrating the cloud provider’s operations and
infrastructure. According to literature [20], in 2014 Shao
et al. provided location privacy protection by encrypting
the anonymity attribute of ciphertext policy to ensure the
confidentiality of service data and access policies for loca-
tions. According to literature [22,29,30], in 2013-2014 Zhu
et al. constructed an encryption scheme based on specific
temporal predicates by comparing secure integers. There
are some common problems in the existing schemes:

1) Computational cost is fairly high for data owners to
enhance access policies and encrypt data for each
user;

2) It is easy for malicious users to publish false informa-
tion and illegally access data and services;

3) When rough locations are not dense enough, it causes
the privacy leakage of mobile users’ locations.

A malicious location service provider (LSP) may re-
tain the current location, and provide users with previ-
ous traveling records and other information. The LSP
also can monitor the user’s life trajectory, preferences,
health status and other aspects of his private life based
on the user’s spatial and temporal information. Or it
may simply use the user ’ s spatio-temporal information
to identify users. In [5], the singleness test experiment
shows that four points with specific time and location
are sufficient to correctly identify an individual user with
a probability of 95%. The combination of location and
time reveals individual characteristics of a user, which is
known as the user’s standard identifier. Therefore, guar-
anteeing anonymity of users and protecting their identity
requires protection of their spatial and temporal infor-
mation and their identity. In [17], a new access control
scheme based on temporal and spatial constraints is pro-
posed. The TSC-ABAC scheme uses multi-dimensional
range derivation function (MRDF) to compare tand uses
the token generation algorithm to determine the location.
This is the first scheme to handle time and location at
the same time, bbut the scheme cannot effectively sup-
port continuous location range constraint information in
the location dimension.

Therefore, this paper re-designs the ABE encryption
scheme based on bilinear mapping to solve the above

problems, and adds the two attributes of time and loca-
tion into the scheme. A user key is associated with static
properties, time range and location range. If the user’s
attributes satisfies given requirements and the temporal
and spatial ranges match the access policy, the trapdoor
can be released and the ciphertext can be decrypted suc-
cessfully. The contributions of this paper are as follows:

1) We propose the first CP-ABE scheme that can effec-
tively deal with constraints of both time range and
location range;

2) We apply the proxy re-encryption scheme in the pro-
posed scheme, and associate the temporal and spatial
attributes owned by the user with the current access
time of the user to make the scheme more flexible
and efficient;

3) Security analysis and theoretical performance anal-
ysis show that the proposed solution is secure and
effective.

2 Related Work

At present, there are several ABE schemes to deal with
the temporal and spatial factor. However, most schemes
consider only one of the factors. Scheme in literature [1]
combines both aspects, but ignores the fine-grained access
control for users. To overcome the drawbacks of the above
schemes, this paper designs a data access control scheme
that considers both temporal and spatial ranges. In this
paper, by integrating the constraints of user’s spatio-
temporal attributes into access control, a complete and ef-
fective scheme is designed, and the comparative attribute-
based encryption and decryption is adopted to define user
access rights, thus achieving more flexible fine-grained ac-
cess control. At present, only a few access control schemes
consider dynamic and static attributes, and the computa-
tional cost is huge. Considering location-based access con-
trol from the perspective of spatio-temporal constraints,
and combining common part shared by access control
mechanism and location verification, we design the access
control scheme that can resist spatio-temporal attacks.

2.1 Encryption Schemes Associated with
Time Attributes

In the development process of the ABE scheme, some
work has studied the constraint of time. For example,
in literature [21], Bethencourt et al. proposed a scheme
by utilizing the access policy tree which assigns 0 / 1 to
the branches of the access policy tree to realize the com-
parison of integers. However, actual application process
faces the problem of low efficiency. Therefore, Hong [11]
et al. proposed a concept of timed release to encrypt
the access policy tree of the CP-ABE, which cannot ac-
curately know user’s access time, so it cannot work well
when the user make access within a certain time. Through
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the forward/backward derivation function, Zhu et al. [29]
first proposed a comparative attribute-based encryption
scheme, which performs well in comparing the time range.
In literature [28], Zhu et al. discussed how to use a mech-
anism from the proxy re-encryption scheme to control the
constraint of time range, but they only presented a gen-
eral idea without specific solutions to the above problems.
In literature [27], Yang et al. proposed an access con-
trol scheme taking time into consideration, which slices
time, refreshes the key in initialization of each time slot
and sends that key to the user who meets the policy re-
quirements. However, this scheme needs to update the
key and publish it at each time slot, which leads to in-
creased encryption and decryption overhead and reduced
efficiency. In literature [23], Wang et al. proposed a
scheme that handles the constraint of time range with a
multidimensional range derivation function, but the range
of attributes handled is small and the scheme is not suit-
able for large scale generalization.In literature [6,18], TRE
technology is combined with encryption scheme, and a
CP-ABE scheme based on time-release encryption is pro-
posed. TRE relies on a time server to publish trap gates
at a specified time, and only when the receiver gets the
trap gates can it be decrypted.However, this scheme does
not support dynamic change of time range and has poor
flexibility.

2.2 Encryption Schemes Associated with
Location Attributes

Some ABE schemes are combined with the LBS, as men-
tioned in literature [14, 25]. However, these schemes only
consider the location of users, and use privacy protection
technology to achieve access control. Actually, dynamic
location can be treated as a common attribute of the ABE
scheme. In literature [7], Denisow et al. encrypt user’s
location by the Geohash algorithm, and integrate the lo-
cation into the ABE scheme. In literature [26], Xue et al.
improved the CP-ABE scheme by applying the trapdoor
mechanism to the access control scheme. In literature [8],
the scheme proposed by Ghafghazi et al. integrates broad-
cast encryption with the CP-ABE to handle location at-
tributes.In literature [16], in order to protect user loca-
tion privacy, combined with OT and CP-ABE schemes, a
privacy-protecting LBS query scheme is proposed to pro-
tect the privacy of LBS suppliers and vehicles.

3 Preliminaries and Defintions

3.1 Composite Order Bilinear Map

Let p, q, p
′
, q

′
, s1, s2 be large prime numbers, N = pq is

a public RSA model,s = s1s2, n
′
= p

′
q
′
and n = sn

′
be

secret,G and GT be two cyclic bilinear groups of compos-
ite order n = sn

′
, α,β be two random exponents in Z,

ande : G×G→ GT be a bilinear map with the following
properties:

1) Bilinearity: for any ∀g1, g2 ∈ G and ∀a, b ∈
Z,e

(
g1

a, g2
b
)
= e

(
g1, g2)

ab ;

2) Non-degeneracy: g1 and g2 are the generators of
group, e (g1, g2) ̸= 1;

3) Computability: for g1, g2 ∈ G,there exists a valid
algorithm to compute e (g1, g2).

3.2 Trapdoor Structure

The access policy tree consists of trapdoors and nodes
associated with time and location ranges. Location and
time trapdoors can be embedded in any node of the ac-
cess policy tree, and the access rights of certain users are
restricted by the trapdoor TD. We define that a trapdoor
has two states, exposed and not exposed.

Not exposed: a user is not allowed to pass through the
trapdoor in order to access the corresponding secret.

Exposed: a user can pass through the trapdoor to ac-
cess the corresponding secret and the trapdoor is exposed.

A user needs to have certain attributes required by the
access policy and initiate the access within corresponding
temporal and spatial ranges to release the trap door.

With the trapdoor independent of user’s set of at-
tributes, the user does not have a private key associated
with the time and location. As a result, the trapdoor de-
creases the workload of revoking and re-distributing pri-
vate keys. The scheme in this paper allows different access
policies to set trapdoors and a ciphertext can be associ-
ated with different trapdoors of different spatio-temporal
constraints. Therefore, the spatio-temporal information
can be flexibly combined with other user attributes, and
users have to meet the access policy and release the trap-
door to access the secret data.

3.3 Access Policy Tree

In the process of data encryption, traditional ABE
schemes perform access control through the structure of
an access policy tree. We optimized the tree by em-
bedding spatio-temporal constraints into the structure,
adopting a multi-dimensional distance derivation func-
tion, and using trapdoors to help determine the legiti-
macy of users. The structure of the access policy tree is
shown in Figure 1 below:

This paper implements the fine-grained access require-
ments through an access policy tree, where each leaf
node represents a attribute At owned by the user. Non-
leaf nodes represent logic gates (AND,OR) and trapdoors
(Threshold).numx represents the number of children of
non-leaf node x, and kx denotes the threshold value.
parent (x) denotes the parent node of node x. attr (x)
indicates that the leaf node x is associated with the at-
tribute.

In Figure 1, we consider embedding the spatio-
temporal constraints into the non-leaf nodes of the ac-
cess policy tree,and define TDx

{ta,tb} to represent the con-
straint of time range associated with node x and LDx

{la,lb}
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Figure 1: Access policy tree structure

to represent the constraint of location range associated
with node x. In the access policy tree as shown above,
the sub-access policy applied to node n1 needs to sat-
isfy A1 ∧A2,and the sub-access policy applied to node n2
needs to satisfy A3 ∧ A4. The user needs to satisfy the
requirement of (A1 ∧A2)∨(A3 ∧A4), and the access time
and location should be within the range of [ta, tb] , [la, lb]
in order to successfully access resources from the cloud.

3.4 Introduction of the Multidimensional
Range Derivation Function

The MRDF utilizes the ”one-way” property to represent
the total ordering relation of integers. We choose the
MDRF to select the lower-bound and upper-bound integer
values (li,j , li,k),and ψ → U is a cryptographic mapping
regarding the user’s U-preserving order, mapping each at-
tribute to a value v {li,j , li,k}Ai∈A that reflects a crypto-
graphic bound.

We define this mapping function ψ (·) as follows:

v {li,j , li,k}Ai∈A ← ψ
(
{li,j , li,k}Ai∈A

})
=

(
φ
∏

Ai∈A λ
li,j
1 µ

z−li,k
i

)
∈ Gn′ .

Given a function F: V → v based on a set, it is called
the multi-dimensional range derivation function when it
satisfies the requirements below:

1) Easy to compute: the function F can be computed
in the PPT algorithm, if li,j ≤ l

′

i,j ,li,k ≥ l
′

i,k,we have:
∀Ai ∈ A,

v
{
l′i,j , l

′
i,k

}
← F

{
li,j ≤ l′i,j , li,k ≥ l′i,j

}
(v {li,j , li,k}) .

2) Hard to invert: For an attribute Ai ∈ A, it is difficult

for any PPT algorithm to derive v
{
l′i,j , l

′
i,k

}
,if li,j >

l
′

i,j or li,k < l
′

i,k.

Figure 2: System model diagram

The function F(.) has the following form:

v
{
l′i,j , l

′
i,k

}
← F

{
li,j ≤ l′i,j , li,k ≥ l′i,j

}
(v {li,j , li,k})

= (v{li,j , li,k}Ai∈A)
∏

Ai∈A
λ
l′i,j−li,j

i µ
l′i,k−li,k

i

= (ϕ
∏

Ai∈A
λ
li,j
i µ

z−li,k
i )

∏
Ai∈A

λ
l′i,j−li,j

i µ
l′i,k−li,k

i

= ϕ
∏

Ai∈A
λ
l′i,j
i µ

z−l′i,k
i ∈ Gn′ .

4 TSC-CABE Scheme

4.1 System Model

Our system mainly contains six entities, Cloud Service
Provider (CSP), Key Generation Center (KGC), Location
Server (LS), Time Server (TS), Data Owner (DO), Data
User (DU), as Figure 2.

Key Generation Center (KGC). The KGC initial-
izes public parameters and distributes keys to users
based on their attribute sets. In this system, it is
assumed that the KGC is a fully trusted institution.

Cloud service provider (CSP). The cloud service
provider stores data and provides access to data
for users. Using its powerful computing power
to provide data re-encryption services, the cloud
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service provider is considered to be honest and
semi-trustworthy.

Data owner (DO). The data owner specifies the policy
for accessing the ciphertext and associates a set of at-
tributes with resources to be accessed. Assume that
the data owner is honest and trustworthy.

Data user (DU). Each user has a unique identifier and
the KGC issues keys to users based on their at-
tributes. A user, if considered dishonest, wants to de-
crypt the data without being authorized. It is likely
that unauthorized users collude together to obtain
more information.

Time Server (TS). The time server is to provide safe
and reliable time services including time synchroniza-
tion. Let Ft represent the time format in the system.

Location Server (LS). The location servers are dis-
tributed in some specific areas, which can perform
computational operations. For example, the location
server for trapdoor decryption can find out the loca-
tion of the user with the help of sensors. Let Floc

represent the location format in the system.

4.2 Framework of TSC-CABE Scheme

The TSC-CABE proposed in this paper mainly includes
five phases: system initialization, key generation, encryp-
tion, re-encryption, and decryption. Below is introduced
the implementation of each phase.

� System initialization (κ) → (PKP,MK)

The initialization algorithm is operated by the KGC,
and the algorithm outputs the public key parameter
PKP and the master key MK by entering a security
parameter κ.

� Key generation (PKP,MK, gid, Sgid, Tgid,Lgid) →
SKgid

Operated by the KGC, the key generation algorithm
generates user’s private key SKgid by entering the
public key parameter PKP, the master key MK, the
user global identity gid, the set of attributes of the
user, and the time and location constraints Tgid =
[ta, tb] , Lgid = [la, lb].All elements in Tgid, Lgid are
related by specific integers to guarantee the full order
like 0 ≤ ta ≤ ... ≤ tb.

� Encryption (m,Γ, PKP ) → (CT)

The data owner operates the encryption algo-
rithm.The algorithm receives the message M, ac-
cesses the tree structure and the public key param-
eter PKP, and final outputs the ciphertext CT with
time and location constraints embedded in the ci-
phertext as defined by the data owner.

� Re-encryption (PKP,CT, tc, lc) → (RC)

The re-encryption algorithm is run by the CSP. In-
put the public key PKP, ciphertext CT, current time
tc and current location lc of user access into the algo-
rithm and the re-encrypted ciphertext RC is output.

� Decryption (PKP,RC, SKgid) → (m/ ⊥)
The user operates the decryption algorithm by in-
putting the public key parameter PKP, the cipher-
tex RC, and the user’s private key SKgid.If the at-
tribute of time is within the current time range and
the location is within the current location range, the
decryption can be done successfully, otherwise the
decryption shall fail.

5 Algorithms in the TSC-CABE
Scheme

� Algorithm 1. System initialization algorithm

First of all, the key generation center selects a bi-
linear mapping system SN = {N = pq,G,GT , e}
with the composite order as n = s

′
n

′
, and then

selects Gs,Gn′ , two subgroups of G. What fol-
lows is that the KGC selects random generators
g ∈ Gs, ϕ ∈ Gn′ , ω ∈ G, and two random num-
bers λ, µ ∈ Z∗

n′ ,where e (g, ϕ) = 1 but e (g, ω) ̸=
1.Next, operate the three hash functions, H0, H1 :
{0, 1}∗ → GS′ , H2 : GT → Z∗

n .Select any two indices
α, β ∈ Z∗

n and generate h = ωβ , η = g1/β , ς =
e (g, ω)α In the end, the public key is generated as
follows:

MK =
(
p, q, n

′
, α, β

)
.

� Algorithm 2. key generation algorithm

Each user has a set of attributes Sgid.The key gen-
eration center KGC selects uj ∈ Z∗

n and a random
value ri ∈ Z∗

n for each attribute i ∈ Sgid, and then
computes the corresponding attribute key as follows:

SKattr =

{
D = g

α+uj
β H0(gid)

uj
β ,D′ = ωuj

∀i ∈ Sgid : Di = (gH0(gid))
uj H1(i)

ri ,D′
i = ωr̄i

)}
.

To achieve access control under the constraint of
time, we assume that the user is assigned the tem-
poral and spatial access rights [ta, tb] , [la, lb], where
Ft, Floc respectively represent the temporal and spa-
tial formats in the system. [ta, tb] , [la, lb] represent
the boundary values of time and location in the sys-
tem respectively, and all elements are discrete inte-
gers with total ordering. The KGC selects a rt ∈ Z∗

n

for each temporal attribute and generates a time key
as

DK[ta,tb] = {Dt = (gH0(gid)
uj ) ·H1 (Ft)

rt , D′
t = ωrt

D′′
t =

(
v{ta,tb}

)rt
= φrtλ

taµz−tb
}
.
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Also, the KGC select a rl ∈ Z∗
n for each spatial at-

tribute and generate a location key as

DK[la,lb] = {Dl = (gH0(gid)
uj ) ·H1 (Fl)

rl , D′
l = ωrl

D′′
l =

(
v{la,lb}

)rl = φrlλ
laµz−lb

}
.

Final the user key is generated as

SKgid =
{
SKAttr,DK[ta,tb],DK[la,lb]

}
.

� Algorithm 3. encryption algorithm

The data owner first encrypts the message by a sym-
metric key ek, and then encrypts ek according to an
access policy defined by himself. Later the DO up-
loads the whole encrypted data to the cloud server.
A ciphertext is generated by the algorithm below.

The algorithm starts by visiting the root node of the
tree and generates a polynomial qx for each node from
the top down, and for each node x, set dx = kx − 1.
Beginning with the root node, the algorithm selects
a random number s ∈ Z∗

n and sets q0R = s.Each node
x has two values q0x, q

1
x. If a time trapdoor or a lo-

cation trapdoor is associated with node x, node x is
associated with t0x ∈ Z∗

n and l0x ∈ Z∗
n. For node x,

the value of q1x value is calculated as follows:
q1x = q0x − l0x − t0x x is associated with both

q1x = q0x − l0x x is associated with location

q1x = q0x − t0x x is associated with time

q1x = q0x There is other cases

For a non-leaf node x, the polynomial qx can be
chosen arbitrarily, provided that qx (0) = q1x and
dx = kx − 1 are satisfied. For any node x except the
root node, q0x = qparaent(x) (index (x)). Let χ be the
set of leaf nodes in the access policy tree, γ represent
the set of attributes associated with the time range
[ta, tb] , and Z represent the set of attributes associ-
ated with the location range [la, lb]. The ciphertext
CT is as follows:

CT =
{
T, C̃ = Enc(κ,m), C = κe(g, ω)αs, C ′ = hs

∀x ∈ χ,Cx = ωq1x , C ′
x = H1(att(x))

q1x

∀y ∈ γ,Cy = ωt0y , C ′
y = H1 (At)

t0y

C ′′
y =

(
v{ti,tj}

)t0y = φt0yλt
i

µz−tj

∀z ∈ Z,Cz = ωl0z , C ′
z = H1 (Al)

l0z

C ′′
z =

(
v{li,lj}

)l0z = φl0zλ
liµz−lj

}
.

� Algorithm 4. Re-encryption algorithm

When a user requests access to the cloud server, the
cloud server operates a re-encryption algorithm to
convert the ciphertext CT to RC, which effectively
ensures that the re-encrypted ciphertext is ultimately

dependent on location and time. In particular, for
each node y ∈ γ, z ∈ Z, the cloud server will examine
whether time tc and location lc of the node satisfy the
constraint of time range [ta, tb] and the constraint of

position range [la, lb]. If not, label
∼
C

′′

y ,
∼
C

′′

z as the
special symbol ⊥; if the constraints are satisfied, the
calculation below is operated:

C̃′′
y = Cy · F{ti≤tc,tj≥tc}

(
C ′′

y

)
= Cy · F{ti≤tc,tj≥tc}

(
v{ti,tj}

)tty
= Cy ·

(
φt0yλ

tiµz−tj

)λtc−tiµtj−tc

= ωt0y ·
(
v{tc,tc}

)t0y
=

(
v{tc,tc}ω

)t0y .
C̃′′

z = Cz · F{li≤lc,lj≥lc} (C
′′
z )

= Cz · F{li≤lc,lj≥lc}
(
v{li,lj}

)l0z
= Cz ·

(
φl0yλ

liµz−lj
)λlc−liµlj−lc

= ωl0z ·
(
v{lc,lc}

)l0z
=

(
v{lc,lc}ω

)l0z .
Thus the final re-encrypted ciphertext is

RC =
{
T, C, C ′, C̃, {Cx,C

′
x}∀x∈χ ,{

Cy,C
′′
y

}
∀y∈γ

, {Cz,C
′′
z}∀z∈Z

}
.

The cloud server sends the encrypted ciphertext CT
′

to the user, as well as the current time tc and current
location lc.

� Algorithm 5. Decryption algorithm

In the decryption phase, the user uses the private
key to decrypt data. First define a recursive algo-
rithm DecrytNode (RT, SKgid, x). Input ciphertext
RC, private key SKgid , and node x.

If x is a leaf node, then let i = attr (x).

If i ∈ Sgid, we have

F attr
x = DecrytNo de (RC,SKgid, x)

=
e (Di, Cx)

e (D′
i, C

′
x)

=
e
(
(gH0(gid))

uj H1(i)
ri , ωq1x

)
e
(
ωri , H1(att(x))q

1
x

)
= e (gH0(gid), ω)

ujq
1
x .

If i /∈ Sgid, define DecrytNode
(
CT

′
, SKgid, x

)
=⊥.

Next we consider nodes ∀y ∈ γ, which include leaf
and non-leaf nodes and require tc ∈ [ti, tj ] and tc ∈
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[ta, tb] while ensuring secure access control within a
valid time range. At [ti, tj ] is the access policy for
node y in the access policy tree, and At [ta, tb] is the
time range when the user is given access right. When
the access time is valid, it is calculated as follows:

D̃′′
t = F{ta≤tc,tb≥tc} (D

′′
t )

= F{ta≤tc,tb≥tc} (v {ta, tb})
rt

=
(
v{tc,tc}

)rt
.

F time
y =

e
(
Dt, C̃

′′
y

)
e
(
D′

tD̃
′′
t , C

′
y

)
=
e
(
(gH0(gid))

uj H1 (At)
rt ,

(
v{tc,tc}ω

)t0y)
e
(
ωrt

(
v{tc,tc}

)rt
, H1 (At)

t0y
)

= e (gH0(gid), ω)
ujt

0
y · e

(
gH0(gid), v{tc,tc}

)ujt
0
y

= e (gH0(gid), ω)
ujt

0
y .

Similarly, we consider nodes∀z ∈ Z in the access pol-
icy tree, which include leaf and non-leaf nodes. Re-
quirel lc ∈ [li, lj ] and lc ∈ [la, lb] while ensuring secure
access control within a valid time range. Al [tl, tl] is
the access policy for node z, and Al [la, lb] is the loca-
tion range where a user is given access rights. When
the access location is valid, then the calculation is as
follows:

D̃′′
l = F{la≤lc,lb≥lc} (D

′′
l )

= F{la≤lc,lb≥lc} (v {la, lb})
rl

=
(
v{lc,lc}

)rl .
F loc
z =

e
(
Dl, C̃

′′
z

)
e
(
D′

lD̃
′′
l , C

′
z

)
=
e
(
(gH0(gid))

uj H1 (Al)
rl ,

(
v{lc,lc}ω

)l0z)
e
(
ωrl

(
v{lc,lc}

)rl , H1 (Al)
l0z
)

= e (gH0(gid), ω)
uj l

0
z · e

(
gH0(gid), v{lc,lc}

)uj l
0
z

= e (gH0(gid), ω)
uj l

0
z .

If a node x is independent of any time trapdoor and
location trapdoor, namely, the trapdoor is not ex-
posed, then the following equation is obtained:

Fx = F attr
x = e (gH0(gid), ω)

ujq
q
x

= e (gH0(gid), ω)
ujq

0
x .

If a node x is associated with a time trapdoor, obtain
the following equation is obtained:

Fx = F attr
x · F time

x

= e (gH0(gid), ω)
uj(q1x+t0x)

= e (gH0(gid), ω)
ujq

0
x .

If a node x is associated with a location trapdoor,
the following equation is obtained:

Fx = F attr
x · F loc

x

= e (gH0(gid), ω)
uj(q1x+l0x)

= e (gH0(gid), ω)
ujq

0
x .

If a node x is associated with a time trapdoor and a
location trapdoor, the following equation is obtained:

Fx = F attr
x · F loc

x · F time
x

= e (gH0(gid), ω)
uj(q1x+l0x+t0x)

= e (gH0(gid), ω)
ujq

0
x .

Finally we need to consider the recursive case when x
is a non-leaf node. Child nodes z of node x constitute
set Sx and the number of child nodes in the set is kx.
If there is no Sx, the decryption function returns ⊥.
Otherwise, the computation is operated as below:

Fattr
x =

∏
z∈Sx

F
∆i,S

′
x(0)

z where

{
i = index(z)
S′x = {index(z) : z ∈ Sx}

=
∏
z∈Sx

(
e (gH0( gid ), ω)

ujq
0
x

)∆i,S
′
x(0)

= e (gH0(gid), ω)
ujq

1
x .

Concerning the root node R, if the access control pol-
icy is satisfied, we will get

FR = e (gH0(gid), ω)
ujq

0
R = e (gH0(gid), ω)

ujs .

So the ciphertext can be decrypted to get the plain-
text:

κ =
C

e (D,C ′) · FR
.

m = Dec(κ, C̃).

6 TSC-CABE Analysis

6.1 Security Analysis

� Security model

This paper sets up a security simulation by attacker
Alice and challenger Bob.

Initialization 1: Alice challenges the access struc-
ture Γ.Assume that it knows the relevant access
policy AP consisting of the set of attributes, the
constraint TP consisting of the time range, the
constraint LP consisting of the location range.

Initialization 2: Bob gets the public parameter
PKP and the master key MK by operating the
system initialization algorithm, and sends PKP
to Alice.
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Phase 1: Alice submits the private attributes,
time interval and location range Tgid =
[ta, tb] , Lgid = [la, lb] of its own query to Bob.
Then Bob gets SKU based on the above informa-
tion by operating the key generation algorithm
and sends it to Bob.

Challenge: Bob Alice sends Alice Bob two messages
m0,m1, of the same length as message M. Alice
Bob selects any bit b ∈ {0, 1} encrypts message
M by accessing structure tree T to get mb, and
then sends the ciphertext to Alice.

Phase 2: Bob Alice repeats phase 1, and it is as-
sumed that Bob Alice gets its own location
range through AliceBob. However, due to
(Su ∧ TIu ∧ LPu) /∈ Γ, the decryption fails.

Guess: Suppose that Bob Alice guesses that b could
be b’, the probability of the opponent making

guesses during the entire game is Pr
[
b
′
= b

]
−

1/2.

Definition 1. If all opponents with temporal polyno-
mials have a non-negligible advantage to some extent,
the proposed TSC-CABE scheme can be effective in
defending against selective plaintext attacks.

� Security for different types of enemy attacks
We further divide the attackers of the TSC-CABE
scheme into two categories.

1) Attackers who do not satisfy the attributes in
the access tree.

2) Attackers who do not satisfy the location/time
range in the access tree.

If it successfully defends against the two types of at-
tacks, the scheme is resistant to any individual at-
tack.

The TSC-CABE scheme is further optimized on the
basis of the TSC-CABE scheme by embedding the
location range constraint into the access policy, but
its algorithm does not destroy the structure of the
original scheme, therefore, this scheme has the same
data confidentiality as the TSC-ABAC scheme when
attacked by type 1 attackers.

We flexibly use the trapdoor in this scheme to em-
bed location range constraint and time range con-
straint in the access tree. The setting and exposure
of the trapdoor enable an identity-based encryption
scheme, thus the scheme is secure in the random or-
acle model. It is impossible to obtain authorized ac-
cess for attackers who do not satisfy the time and
location range constraints.

� Security for different source attack
The TSC-CABE scheme resists illegal access from
many different sources

1) Resistance to illegal access from the cloud stor-
age platform
When encrypting data, the data owner first en-
crypts the message m with a symmetric key
ek ∈ GT and then encrypts ek according to
the defined access policy. The symmetric key is
maintained by the cloud storage platform, but
to decrypt the data, the root node value s of the
access tree needs to be restored, which the cloud
storage platform fails to do. As a result, the
platform cannot share the secret data, and the
scheme can effectively prevent the cloud storage
platform from illegally accessing the data.

2) Resistance to illegal access from time/location
servers
In the TSC-CABE scheme, the time/location
servers only play a role in decrypting the trap-
door associated with time/location and have no
other privileges to compromise the security of
the scheme. If a time server or location server
is attacked, it will only affect access to the rel-
evant point, while other part of access control
related to attributes or associated with tempo-
ral constraints is not affected.

3) Resistance to illegal access from authorized in-
stitutions
If it obtains the attribute key through illegal
channels, to further decrypt the shared data,
the authorized organization needs to obtain the
symmetric key ek first. According to the bilin-
ear mapping theory, the authorized institution
has to collude with the cloud storage platform
to obtain ek, but in our model, both are semi-
trusted and there is no possibility of collusion.
Therefore, this scheme can effectively prevent
the authorized organization from accessing the
data illegally.

6.2 Comprehensive analysis

� Function characteristics analysis
Concerning the analysis of functional characteristics,
we compare the TSC-CABE scheme with the CP-
ABE [21], CBE [29], PPLBAC [2], and TSC-ABAC
[17] schemes as shown in Table 1. These schemes
give solutions to handling dynamic attributes in the
access control based on attribute-based encryption,
The CP-ABE scheme achieves fine-grained access
control by using an access policy tree that encrypts
the user’s set of attributes as leaf nodes, but the
scheme is too old and more factors need to be con-
sidered at present. Seeing the access control is asso-
ciated with multiple attributes, the CBE [22] scheme
integrates comparison between attributes into the ac-
cess control process, which enables the comparison
of multiple attributes of users in the access process
and achieves flexible access control. The TSC-ABAC
scheme and the PPLBAC scheme consider temporal
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and spatial constraints, but time and location are
discussed separately. We consider both location and
time as normal properties like user name and age, and
propose the TSC-CABE scheme, which takes into ac-
count the temporal and spatial constraints, and does
not require the extra revocation during access, mak-
ing the whole access process more efficient and flexi-
ble.

Table 1: Comparison with other options

Schemes [21] [29] [17] [2] Ours
fine-grained

√ √ √ √ √

Support for
attribute

comparison

×
√ √ √ √

Time frame
constraint

× ×
√

×
√

Position range
constraint

× × ×
√ √

Attribute to
cancel

Yes No No No No

� Complexity Analysis
In this section, the TSC-CABE scheme is compared
with the CBE scheme and the TSC-ABAC scheme.
Similar to the CBE and TSC-ABAC schemes, our
scheme focuses only on the bilinear pair and ex-
ponential operations in G and GT and ignores the
hash function operation and the multiplication op-
eration. |N | in the scheme represents the num-
ber of leaf nodes in the access policy tree. |NAt

|,
|NAl

| denote the number of nodes associated with
the time range and location range respectively and
|A| is the number of attributes involved in encryp-
tion and decryption process. lG, lGT

, lZn
denote the

size of the elements in G,GT , Zn respectively.P de-
notes the overhead consumed by a bilinear pairing,
and E (G) , E (GT ) represents the exponential com-
putation overhead in G,GT .

In Table 2, we compare the key size and ciphertext
size of the three schemes. In our scheme, the total
number of leaf nodes in the access policy tree is much
larger than the number of nodes associated with lo-
cation or time trapdoors, and there is no need for
each server to generate parameters during the ini-
tialization phase. Therefore the storage cost is sig-
nificantly reduced. In Table 3 and Table 4, We make
comparison in terms of communication overhead and
computational complexity. Since the CBE scheme
cannot handle non-comparison based attributes, and
the TSC-ABAC scheme cannot handle continuous lo-
cation range, it is assumed that only a time trap-
door and a location trapdoor are embedded in our
scheme, which are |NAt

|= 1, |NAl
|= 1. As shown in

Table 3, our scheme handles simultaneously location

range and time range without incurring additional
expenses.

7 Research Developments

In most existing CP-ABE schemes, such as [4, 9, 21, 24],
only one authority is responsible for maintaining the en-
tire set of attributes, which can create a single point
of bottleneck. Once the single authority breaks down,
the system is paralyzed. Moreover, in real scenarios,
attributes vary and require different authorities to dis-
tribute keys. Although CP-ABE schemes with multi-
ple authorities have been proposed as in [5, 12, 15], those
schemes fail to effectively deal with single-point bottle-
necks and improve performance.

Literature [13] proposes a new multi-authority CP-
ABE scheme called the TMACS scheme, which is a gated
multi-authority access control scheme for public cloud
storage. Multiple authorities jointly manage a set of at-
tributes. The TMACS scheme utilizes a (t,n) threshold
secret sharing mechanism in order that multiple authori-
ties share the master key. The user needs to interact with
t of the authorities to obtain the key. In other words,
communication between AAs is not required during the
key generation phase, which reduces coupling between
attribute institutions. The scheme greatly reduces the
communication overhead between AAs, but a problem is
ensued that the computational overhead increases since
each AA generates the key independently. To solve it,
outsourcing the calculation to a cloud server can be con-
sidered on the premise of ensuring safety and reliability.

Based on the above analysis, this paper proposes a
multi-authority access control scheme based on compara-
tive attributes of spatio-temporal constraints in the cloud.

We regard spatio-temporal factors as normal at-
tributes, and formulate a brief and secure MA-ABE cross-
domain data access control scheme. The data owner (DO)
defines the access policy tree based on the access policy,
encrypts the data based on the tree, and then uploads the
ciphertext to the cloud. In addition, DO generates some
private key components to prevent joint attacks from sev-
eral AAs and send them to users through secure channels.
Users can freely obtain the ciphertext in the server, but
decryption can be successful only when the attributes the
user possesses satisfy the requirements of the access pol-
icy tree. When a user’s attributes change, the cloud needs
to re-encrypt the ciphertext and redistribute the private
key components. As an attribute generation and autho-
rization institution, AA is responsible for distributing at-
tributes to authorized users and data owners and generat-
ing part of attribute-related private key components. CA
is a trusted central authentication institution, which is
responsible for generating a series of public parameters at
the initial stage of authentication. The cloud server is an
unreliable storage medium, which is mainly used to store
user data.

The solution is as follows:
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Table 2: Comparison of storage costs

Schemes CBE TSC-ABAC Ours

key (1 + 4|A|)lG (5 + 2|A|)lG (7 + 3|A|)lG

cipher (1 + 4|N |)lG + 1 · lGT
) (2 + 2|N |+ 2|NAt

|)lG + 1 · lGT
+ 1 · lZn

(2|NAl
|+ 2|N |+ 2|NAt

|)lG

+1 · lGT
+ 1 · lZn

Table 3: Communication cost comparison

Schemes CBE TSC-ABAC Ours

Setup 1 · p+ 3 · E(G) 1 · P + (2 + |L|) · E(G) 1 · P + 2 · E(G)

KenGen (1 + 5|A|) · E(G) (7 + 3|A|) · E(G) (9 + 4|A|) · E(G)

Encrypt (1 + 4|N |) · E(G) (2 + 2|N |+ 3|NAt |) · E(G) (3|NAl|+ 2|N |+ 3|NAt |) · E(G)

+1 · E(GT ) +2 · E(GT ) + 1 · P +2 · E(GT ) + 1 · P

ReEncry − |NAt
| · E(G) (|NAt|+ |NAl|) · E(G)

LocToken − 1 · P + 1 · E(GT ) + 1 · E(G) −

Delegate (1 + 5|A|) · E(G) (5 + 2|A|) · E(G) −

DecryptProxy (1 + 4|A|)lG (2|A|+ 4) · P + 1 · E(G) + |N | · E(G) −

DecryptUser 1 · P + 1 · E(G) 1 · E(GT ) 1 · E(GT )

Table 4: Calculate the cost comparison

scheme CBE TSC-ABAC Ours

Setup 6 · lG + 1 · lGT
+ 2lZn (|L|+ 5) · lG + 1 · lGT

+ 2 · lZn 5 · lG + 1 · lGT
+ 2 · lZn

KenGen (1 + 4|A|)lG (5 + 2|A|)lG (7 + 3|A|)lG

Encrypt (1 + 4|N |)lG + 1 · lGT
(2 + 2|N |+ 2|NAt

|) · lG + 1 ·
lGT

+ 1 · lZn

(2|NAl
|+ 2|N |+ 2|NAt

|)lG + 1 ·
lGT

+ 1 · lZn

ReEncry − − −

LocToken − 2 · lG + lZn
−

Delegate 3|A| · lG (6 + 2|A|) · lG −

DecryptProxy 1 · lG + 1 · lGT
1 · lG −

DecryptUser − − −
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1) Initialization:Select the multiplication group G of
prime order p. g is the generator of G. Construct
the bilinear map e : G×G→ GT ,randomly select
α, η ∈ ZP , and generate the public key:

PK = (g,G, gη, e(g, g)a) .

MSK = (ga, η) .

2) Encryption (PK, M, Γ): The data owner encrypts
the message M according to the defined access pol-
icy. Firstly, the DO formulates an access policy tree
according to the attributes distributed by each AA,
and randomly selects s, ρ, η ∈ ZP ,so the value of the

root node is qr (0) = s. The private key value
qy(0)

ρ is
assigned to each leaf node in the tree in a top-down
manner and the private key value of each leaf node is
used for encryption. Let Y be the set of leaf nodes,
the ciphertext is as follows:

CT = (T,C ′ =M · e(g, g)αs, C = gηs,

∀y ∈ Y,Cy = H(att(y))qy(0)/ρ, Cy′ = gqy(0)/ρ
)
.

3) Key generation (MSK, S): Private key generation is
completed by the DO and AA.

� The DO randomly selects λ ∈ ZP to generate
the private key component,D = g(α−λ)/η,and
sends D and parameter λp to the user through a
secret channel. Since the λp value of each user’s
private key is different, it can prevent joint at-
tacks launched by a group of users.

� Each AA randomly selects ri ∈ ZP ,and gen-
erates the corresponding attribute private key
component for any attribute k ∈ Sj :
SKj = (∀k ∈ Sj ,Vi = g ·H (i)ri ,Li = gri)
where j = 1, · · ·, n,Sj represents the attribute
set distributed to users by the jth AA. Let each
AA send SKj to the user via a secure channel.

4) Decryption (CT, SK): The decryption is divided into
two parts, decryption by the CSP and decryption by
the user. The CSP is only responsible for partial de-
cryption of the data, and the decryption result is sent
to the user. Although it can obtain partial result,
the CSP cannot obtain the final plaintext, because
the key parameter λp is only known by the DO and
the user, which ensures the security of the data. The
operation is as follows:

� Decryption by the CSP (DK): After receiving
the key sent by the DO and each AA, the
user sends the private key component SKj ∈
(1, · · ·, n) the CSP. The CSP receiving the pri-
vate key component sent by the user, the de-
cryption algorithm is operated, where the ci-
phertext as an access policy tree and the pri-
vate key SKj ∈ (1, · · ·, n) are entered. The de-
cryption is performed from bottom to top by an

recursive algorithm to generate the parameters
required for decryption. Let i = attr (y), and
attr (y) denotes the attribute value of leaf node
y. If x is a leaf node and x ∈ S, then there are

e (Vi, C
′
x)

e (Li, Cx)
=
e
(
g ·H(i)ri , gqy(0)ρ

)
e
(
gri ·H(i)qy(0)ρ

) = e(g, g)qy(0)ρ.

If x is not a leaf node, for all child nodes z of
node x, the result of decryption is denoted as
FZ . Let Sx be the set of child nodes z with the
size of Kx. If there is no Sx, then the node x
does not satisfy the requirements, the function
returns ⊥. Otherwise, perform the calculation
below:

Fx =
∏
z∈Sx

F
∆i,S

′
x(0)

z

=
∏
z∈Sx

(
e(g, g)qz(0)/ρ

)∆i,S
′
x(0)

= e(g, g)qx(0)/ρ.

where

{
i = index(z)
S′x = (index(z) : z ∈ Sx)

The algorithm calls the Lagrange interpolation
function that generates the access policy tree. If
the attribute set S satisfies requirements of the
access policy tree Γ, then we have

DTK = e(g, g)qR(0)ρ = e(g, g)
s
ρ .

CSP calculates the DK and sends it to the le-
gitimate user.

� User decryption: After receiving the DK sent
by the CSP, the user uses the private key sent
by the DO to decrypt again and the calculation
below is operated.(

e(D,C) · (DTK)λρ
)

= e
(
g(α−λ)/η, gηs

)
· e(g, g)λµs/ρ

= e(g, g)αs.

The result is

M =
C′

e(g, g)αs
.

8 Conclusions

In the encryption of the access control scheme based on
spatio-temporal constraints, we optimize the encryption
structure of the traditional ABE scheme. The tradi-
tional ABE scheme uses the access policy tree to en-
crypt user’s attributes, based on which the structure of
the access policy tree is re-designed and the time and
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location constraints are embedded into the access. The
multi-dimensional distance derivation function combined
with the trapdoor is used to determine the legitimacy
of the user and improve the flexibility of the access pro-
cess. Finally, through security analysis, function charac-
teristics analysis, comparison of communication overhead
and computation overhead, it is shown that the proposed
comparative attribute-based encryption scheme based on
spatio-temporal constraints is more efficient, flexible and
secure than other attribute-based encryption schemes.

In the scheme, we modify the access policy tree to
include temporal and spatial constraints. At the same
time, we integrate the multidimensional range derivation
function and embed it into the process of attribute en-
cryption. The function utilizes the one-way property to
represent the total order of integers, thus users who meet
the constraints can access resources more flexibly.We also
propose a multi-authority access control scheme in cloud
environment based on spatio-temporal constraint compar-
ison attributes. In future research, we will start from
multi-attribute authorization institutions to study the ac-
cess control scheme based on attribute encryption in cloud
environment, so as to reduce its computing and communi-
cation costs. At the same time, we will consider whether
users can be unaware in the process of encryption and de-
cryption, and consider whether useless attributes can be
eliminated from the perspective of space-time constraints,
so as to further reduce the cost of related attributes in the
process of encryption and decryption and improve the per-
formance of the algorithm.
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