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Abstract

Cloud-based E-health systems can support users to store
their health records in the cloud for better care, and
ciphertext-policy attribute-based encryption (CP-ABE)
with particular functionalities can enhance secure shar-
ing. However, most traceable and revocable schemes only
considered user traceability, and the revoked users could
access data by conspiring with an unrevoked user. This
paper presents a collision resistance CP-ABE scheme with
accountability, revocation, and policy hiding. A user’s de-
cryption key is associated with the path in a binary tree
and a self-selected secret value. By auditing the leaf node
value and the secret value, a user or the authority is de-
termined to take responsibility for a compromised key.
Then using the binary tree can implement user revoca-
tion, which ensures collision avoidance and backward se-
curity. Furthermore, the security of the proposed scheme
is proven, and the performance analysis indicates that the
proposed scheme is efficient.

Keywords: Accountable Authority; Attribute-based FEn-
cryption; Collusion Resistance; User Revocation

1 Introduction

With the progress of cloud computing technology, cloud
storage system has provided great convenience for users
in data storage and sharing [28]. Hence, individuals and
enterprises tend to outsource their data to the cloud for
reducing storage costs. Due to the above characteristics,
cloud storage system is appropriate for electronic health
(E-health) system [24]. In order not to impede data shar-
ing and ensure data security, a fine-grained access control

system over encrypted data is urgently needed.

Attribute-based encryption is first described by Sahai
and Waters [1], which can implement “one to many” ac-
cess control. However, some malicious users existing in
the system may reveal their decryption keys for some ben-
efits. Since a decryption key is related to a user’s attribute
set, the user who had the same attribute set and divulged
the decryption key cannot be identified. In order to settle
the above problem, the concept of traceable CP-ABE |[5]
was proposed. Furthermore, a malicious user should be
revoked immediately. In addition, most of the existing re-
vocable CP-ABE schemes [12H14/25/26] supposed that the
authority is fully trusted. However, the authority gener-
ates the decryption keys for all users and could also abuse
the keys. Therefore, there are great expectations for a re-
vocable CP-ABE with the authority accountability for the
E-health system.

Moreover, considering that access policies in the form
of plaintext are coupled with ciphertext and stored di-
rectly in the cloud, it is inevitable to reveal the sensitive
information of patients in the E-health system [4]. In
order to enhance the privacy protection of users in the E-
health system, the CP-ABE schemes that can implement
hidden policy were proposed [111[17].

1.1 Related Works

In order to track down malicious users, Li et al. presented
the first accountable CP-ABE scheme [6] that supports
AND-gate policies. To enhance the expressiveness of ac-
cess policies, Liu et al. constructed a white-box traceable
CP-ABE scheme supporting any monotone access struc-
tures [5] and a black-box traceable CP-ABE scheme [7]
in 2013. However, Liu et al.’s two accountable schemes
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were structured by utilizing bilinear groups of composite
order that were inefficient. Later, a white-box traceable
CP-ABE schemes were proposed by Ning et al. [§], which
based on bilinear groups of prime order.Unfortunately, the
above schemes only offered the solution of user key abuse.
Nevertheless, the authority can generate decryption keys
for illegal users without the threats of being caught. Out
of that reason, Ning et al. designed the first account-
able authority CP-ABE scheme [9] based on the bilinear
groups of composite order, which can support flexible ac-
cess policies. Later, Zhang et al. described a CP-ABE
scheme [10] based on LSSS that supports the authority
accountability, and Li et al. presented an accountable au-
thority CP-ABE scheme [11] with hidden policy by uti-
lizing the bilinear groups of prime order. But none of the
above schemes took into account user revocation. Con-
sidering, the privilege for the baleful user to decrypt a
ciphertext should be revoked immediately. Thus, a se-
cure revocation CP-ABE scheme needs to be proposed to
revoke the malicious user.

To revoke the illegal user, Hur et al. constructed an
indirect user revocation CP-ABE scheme [13] based on a
more expressive access tree structure, where a secret key
or decryption key includes two parts. Unfortunately, Hur
et al.’s scheme suffered from collusion attacks. In order
to avoid user collusion, Li et al. [14] proposed a CP-ABE
scheme, in which group secret key and private key are
bound together by embedding the same random values in
two keys. To improve the expressiveness, Lee et al. put
forward a revocable CP-ABE scheme [15] that can sup-
port LSSS access policy. Recently, Ning et al. [16] struc-
tured two schemes with authority accountability and user
revocation: ATER-CP-ABE and ATIR-CP-ABE, where
the former realizes revocation by the revocation list and
the later implements revocation by key update, and Han
et al. proposed a scheme [17] with traceability and user
revocation. However, their schemes cannot implement the
backward security, which means that the previous cipher-
text cannot be decrypted by the revoked user [4]. At the
same time, the above schemes fail to consider such a prob-
lem that the access structure stored directly in the cloud
could reveal user sensitive information in the E-health
system.

Although numerous of ABE schemes have been pre-
sented to protect users’ privacy data, sensitive informa-
tion carried by access policies in ciphertext will still ex-
pose users’ privacy. To prevent the above problem, many
hidden-policy CP-ABE schemes [18}/19] were constructed.

1.2 Our Motivation and Contributions

Han et al. [17] proposed a multi-purpose CP-ABE scheme,
which implemented user accountability, user revocation
and hidden policy. However, their scheme could encounter
with the collusion attacks that the revoked users can coop-
erate with the unrevoked users to decrypt the ciphertext
and required the authority is full trusted. Though the
schemes of Ning et al. [16] and Li et al. [11] considered

the semi-trusted authority, the former failed to guarantee
the backward security, while the later cannot adopt the
flexible LSSS access policies and achieve user revocability.

1.2.1 Comments on Han et al.’s Scheme

In Han et al.’s scheme |17], suppose that there are two
users Alice and Bob, where the former has the decryp—
tionkey(K’:c,K:gﬁ'hr,L g', L' = g*",
{K =g ui(ach).r}‘rEIsa Ka= gmid ’ {x'}iEpath(id)v )
and the latter has the decryption key (K')* = ¢*
K* h ) = gr ’ (L/> = gair*v {K;k
gsT.r* u—(atc)r” }r eIy Kg = g {x’b}lepath( d)7S )
They want to access the mphertext (C =m-e(g,9)*
Co=g°, Cy= g% {Cin =hY -uh, Ciy igfki'tp“ﬁ’\i’
Ciz = ¢" Yiep, {15 = U} }jecover(r): R, W), where the
set cover(R) means the minimum cover set associated
with the revocation list R. Alice is an unrevoked user, but
her attribute set S does not meet W. On the other hand,
Bob’s attribute set $* meets W, but as a revoked user,
Bob cannot also decrypt the c1phertext since there are
no elements in cover(R) N path(i}). Furthermore, none
of {Zi}icpatn(iz) can be used to decrypt the ciphertext.
Although they fail to decrypt the ciphertext individually,
they can successfully decrypt the ciphertext if they com-
bine their respective decryption keys. Since Alice is not be
revoked, she can obtain the node j € cover(R) N path(iq)
and give ; to Bob. Once Bob obtains z;, and since his
attribute set S* meets W, he can decrypt the ciphertext
as follows:

— gaJrc*

1) Firstly, use z; to compute Z—Z, then compute B =
J

T

_d *
e(Kp,T;) " =e(g,9)" ™.
2) Secondly, calculate E, F', and D:

E :[e((L*)(K/)* : (L/)*,Ci,l) e(L*,C;2)
e(K;(i)7 Ci3)]
=e(g, h)(‘”c*)'r*‘“ ce(g,9)" N,

F = H e(g, h)(a-‘rc )rtes e(g,g)r*'s,
el
D =e(K*, 08K oy
=€(g,g)a's . 6(97 h)(ach*).r*.s'
3) Finally, recover the message m = %.

Moreover, Bob can decrypt the ciphertext without any-
one’s help, just by changing the decryption algorithm a
little. B is computed as follows:

B :e(KB7CO)zi2 = e(g’g)T*'s’

and E,F,D are calculated by the same way as before.
Thus Bob can successfully get the plaintext. Due to the
aforementioned flaws, Han et al.’s scheme cannot support
the backward security and forward security, where the
forward security means the revoked user cannot decrypt
the ciphertext in the future [4].
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1.2.2 Owur Contributions

Inspired with Han et al’s scheme [17] and Li et al’s
scheme [11], an accountable and revocable CP-ABE (AR-
CP-ABE) scheme with privacy protection is proposed,
which can provide the authority and user accountabil-
ity, the direct user revocation, the backward security, and
the partial hidden policy. The main contributions and
techniques are as follows:

1) Authority and user accountability. We con-
struct a CP-ABE scheme with the authority and the
user accountability based on the bilinear groups of
prime order and flexible LSSS access policies. In the
proposed scheme, the full decryption key of a user
contains the partial keys generated by the authority
based on the attribute set and the path in a binary
tree that one leaf node value corresponds to one user,
which is used to trace the user, and a secret value
chosen by the user, which is used to ultimately de-
termine whether the compromised key was generated
by the user or the authority.

2) User collusion avoidance. In the proposed
scheme, we bind the values of the node on the user
path to the value in connection with the user’s iden-
tity, which can avoid the collusion between the un-
revoked user and the revoked user. Furthermore, we
define the collusion resistance security model between
the revoked user and the unrevoked user, and give a
detailed proof that our scheme can resist the user
collusion attack.

3) Backward security and forward security. In
Han et al.’s scheme [17], the revoked user can obtain
the plaintext with knowing the value x;, of node,
which could break the backward security and forward
security. To solve this problem, we embed x;, into
the key instead of sending {z;}icpatn(i,) directly to
the user, and then update the previous or old cipher-
text.

1.3 Organization

The remainder of the paper is structured as follows. In
Section 2, we first recall some background knowledge used
in this paper. In Section 3, the formal definition and se-
curity model of AR-CP-ABE are given. The detailed con-
struction of the proposed scheme is described in Section 4
and the security proof in Section 5. In Section 6, we com-
pare our work with the other related works on function-
alities and efficiency. Finally, in Section 7, a conclusion
and the future work are given.

2 Preliminaries

2.1 Linear Secret Sharing Scheme

Suppose that £ = {Ly, Ly, -+, Ly} is an attribute name
universe, and for VL, € L, the set of attribute value is

Figure 1: Binary tree T

L; ={a;1,a:2, - ain,}. A linear secret-sharing scheme
(LSSS) [17] can stand for an access control policy by
(M, p), where M is an I X n matrix and p is a mapping
from the rows of M to attribute names in £. The LSSS
comprises of two algorithm:

1) Share s. The purpose of the algorithm is to hide a
value s € Z,. Choose a vector U = (s, vy, - ) T
where vg,--- ,v, € Z, are chosen randomly. Com-
pute \; = M, - ¥ as a sharing of s, where \; matches
with the attribute name p(i), and M; is the i-th row
vector of M.

?

2) Reconstruct s. The algorithm is utilized to recover
s. Suppose that S is an authorized set, where S
satisfies the access policy (M, p) and I = {i: p(i) €
Is} C {1,2,---,1}. Then, some coefficients {c¢;|i €
I} such that 3" ¢;A; = s will be found.

i€l

Set S = (Ig, S) as a user attribute set, where Ig C L
is a set of user attribute name, and S = {s;};cr, stands
for attribute values. Furthermore, the access policy is
represented by W = (M, p, T'), where M is an | xn matrix,
p is a mapping from rows of M to attribute names in £
that each attribute name can occur only once, and T =
{to(i) Yiep,y is the attribute value related to (M, p). Let
S € W denote S matches W, which means that there
exists a set I = {i : p(i) € Is} C {1,2,--,l} satisfying
W and for Vi € I, s, = tyi), and S ¢ W denote S
dose not match W. Finally, the access policy removing

the attribute values is represented by W = (M, p).

2.2 Binary Tree

A set of all users in the system and a revocation list are
represented by U and R, respectively. A binary tree 7 [20]
is described as:

e Each leaf node is related to a user U. Set |U| as the
total number of users. Supposed that the nodes are
numbered by natural numbers. Concretely, 0 is the
serial number of the root node and 2|U| — 2 is the
last.

e Let path(i) be a path from the root node to the node
related to ¢ and cover(R) be a minimum set of the
nodes that can cover all users that are not in R, we
call it the minimum cover set.
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Figure 2: System construction of AR-CP-ABE

As depicted in Figure [I} given a revocation list R =
{Uy,Us} = {10,12}, then cover(R) = {3,9,11,6}. From
the tree, the path of U; : path(U;) = path(13) =
{0,2,6,13} can be obtained. Thus, the intersection j =
cover(R) Npath(Uz) = {6} can be computed.

2.3 Hardness Assumptions

Now we review three well-known complexity assumptions
[21123] that the security of the proposed scheme are re-
ducible to.

Definition 1. Let G be a multiplication cyclic groups of
prime order p, and g be a generator of G. Given a tuple
(9,97), where z € Zy, the Discrete Logarithm Problem
(DLP) is to output z. Furthermore, the DLP hardness
assumption holds if no PPT adversary A can calculate z
with non-negligible advantage.

Definition 2. Let G and G be two multiplication cyclic
groups of prime order p, g be a generator of G, and
e : GxG — Gp be a bilinear map. Given ¥ =
(gvgsagdagdza e agdqvgdq+27 T 7gd2q)7 where S, d € Z;;
the q-Bilinear Diffie-Hellman Exponent (q-BDHE) prob-
lem is to distinguish e(g,g)dq“'s from an element Z that
is selected in Gp randomly. Moreover, the g-BDHE hard-
ness assumption holds if no PPT adversary A can solve
the q-BDHE problem with non-negligible advantage.

Definition 3. Let G and Gr be two multiplication
cyclic groups of prime order p, g be a generator of G,
and e G x G — Gr be a bilinear map. Given
(I + 1)-tuple (g,gw,g’;27~-~ 7g””l), where x € Z, the I-
Strong Diffie-Hellman (1-SDH) problem is to output a tu-
ple (¢, g"/(@t9).  Furthermore, the 1-SDH hardness as-
sumption holds if no PPT adversary A can calculate
(¢, g/ (et with non-negligible advantage.

3 System and Security Models

In this section, the system architecture, the formal defini-
tion, and a series of security models about AR-CP-ABE

will be given.

3.1 System Framework

There are five entities in the system framework of AR-
CP-ABE, as depicted in Figure

e Semi-trusted authority. A semi-trusted authority
can setup the system, publish the public parameters,
and generate the decryption keys and the update keys
for the users and cloud server, respectively.

e Data owner (Patient). The data owners can en-
crypt the health record according to the specified ac-
cess policy to the cloud.

e Cloud server. A cloud, which is honest-but-curious,
can store the ciphertext for the data owner and up-
date the ciphertext by using of the update key from
the authority.

e User (Medical personnel and specialists, etc).
A user can decrypt the ciphertext successfully when
the user’s attributes can satisfy the access policy and
identity is not in the revocation list.

e Auditor. A trusted auditor is responsible for the
audit and revocation procedure, and returns the cor-
responding results to the users.

3.2 The Formal Definition of AR-CP-
ABE

A formal AR-CP-ABE scheme mainly includes seven al-
gorithms as follows:

e Setup(\, T,L) — (PP, MSK). The algorithm is ex-
ecuted by the authority. Take as input the security
parameter A, a binary tree 7 and the attribute uni-
verse L, then output the public parameters PP and
the master secret key M.SK that is kept secretly.
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e KeyGen(MSK,U,S) — SK. The authority inter-
acts with a user U, and runs the algorithm. The
authority inputs the master secret key MSK, the
user U and its attribute set S = (Ig, S5), then sends
the intermediate key for the user.

¢ Encryption(PP,m,(M,p,T),R) — CT. The algo-
rithm is executed by the data owner that inputs the
public parameter PP, a message m, the newly revo-
cation list R, and the access policy W = (M, p,T),
and generates a ciphertext C'T.

¢ Decryption(SK,CT) — m. After inputting the ci-
phertxt CT and her or his decryption key SK, the
ciphertext can be decrypted successfully when the
user’s attributes can satisfy the access policy and
identity is not in R.

¢ KeySanityCheck(SK) — 1/L1. As a third party,
the auditor runs this algorithm to evaluate whether
the key is formal well.

o Trace(SKuspected, PP, R) — U/authority/L. The
auditor executes this algorithm and outputs who is a
dishonest party, and manages the revocation list R.

e CTUpdate(CT, R, X') — CT’'. The ciphertext up-
date algorithm is executed by the cloud. Take the
ciphertext C'T, the new revocation list R’ and the
update key X’ from the authority as input, and out-
put an updated ciphertext CT".

3.3 IND-CPA Security Model

The IND-CPA security [17] of AR-CP-ABE scheme is de-
picted by a game executed between a challenger C and an
adversary A. Specific steps are as follow:

o Initialization: A determines a challenged access
policy W* = (M*, p*,T*) and a revocation list R*,
where M* is an [* X n* matrix with n* < ¢, p is a
mapping from rows of M to attribute names in L,
and T = {tp+(;) }ie[1,1+] is the attribute value related
to (M*, p*).

e Setup: The challenger C generates a master secret
key MSK and public parameters PP, and submits
PP to A by utilizing the Setup algorithm.

e Phase 1: In this phase, the adversary A submits a
series of user attribute sets {(U1,81), -, (Uyy Sy)}
to C.

— Case 1: If §; € W* and U ¢ R*, then C aborts.

— Case 2: If §; ¢ W* or U € R*, C generates the
intermediate keys for A by running the KeyGen
algorithm.

e Challenge: A chooses two equal-length messages
mg, m1 and sends them to C. Then C flips a coin
v € {0,1} randomly and encrypts m,, under the ac-
cess policy (M*, p*) and the revocation list R*. Fi-
nally, the ciphertext CT™* will be sent to A by C.

e Phase 2: Phase 2 is as same as Phase 1.

e Guess: A outputs a guess v’ of v. A will win the
game if v/ = v.

The advantage of A that wins the above game is defined
as
Adv(A) = |Pr[v) =v] —1/2|.

Definition 4. The AR-CP-ABE scheme is IND-CPA se-
cure if all the PPT adversaries have at most negligible
advantage in the above game.

3.4 Accountability Security Model

The accountability security model that used by Ning
et al. [11] includes three security games: Dishonest-
Authority game, Dishonest-User-I game and Dishonest-
User-1I game. We also use the accountability security
model in the proposed scheme.

1) Dishonest-Authority game. The meaning of the
game is that the adversarial authority attempts to
forge user’s key family number w in the user’s de-
cryption key. The Dishonest-Authority game for the
proposed scheme proceeds as follows.

e Setup: The adversary A (dishonest authority)
submits the public parameters PP to C by call-
ing the Setup algorithm.

¢ Key Generation: A invokes the KeyGen al-
gorithm to generate a intermediate key for C.
C can abort the game when intermediate key is
not well-formed.

e Key Forgery: A outputs a forged decryption
key SK’ associated with U. Then C checks
whether SK’ is well-formed. The C can abort
the game if SK’ is not well-formed.

Suppose that the event that the adversary wins the
game is represented by (. The advantage of the ad-
versary in Dishonest-Authority game is defined as

Adv(A) = Pr[c].

2) Dishonest-User-I game. The intuition under the
game is that a decryption key of a new user U cannot
be forged by an adversarial user. The Dishonest-
User-I game will be carried out as follows.

e Setup: The challenger C generates a master
key MSK and submits the public parameters
PP by calling the Setup algorithm.

e Key Query: A submits the attribute sets
{(U1,81),--+,(Uy,8,)} to C for requesting the
intermediate keys. Then C invokes the KeyGen
algorithm to generate the intermediate keys.

e Key Forgery: A outputs a forged key
SK*. If Trace(SK*,R,PP) # 1 and
Trace(SK*,R,PP) ¢ {Ui,---,U;}, A wins
the game.
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The advantage of A in the above game is defined as

Adv(A) =Pr[Trace(SK*,R,PP) # L
UTrace(SK*,R,PP) ¢ {Uy,--

3) Dishonest-User-II game. The meaning of the
game is that another key family number (represented
by w) cannot be forged by an adversarial user. The
Dishonest-User-1I game for the proposed scheme will
be carried out as follows.

e Setup: The challenger C generates a master se-
cret key M SK and the public parameters PP
by executing the Setup algorithm. Then C sub-
mits PP to A.

e Key Query: A submits attribute sets
{(U1,51),--+ ,(Uq,Sq)} to C. Then C generates
the intermediate keys for A by calling the Key-
Gen algorithm.

e Key Forgery: A outputs a forged key SK*
of the user U. A wins the game if (U,c) =
(Uisci) € {(Ur,c1),+,(Ug,cq)},w # w; and
SK is well-formed.

The advantage of A in the above game is defined as

Adv(A) =Pr[Trace(SK*, R, PP) € {U1,---,U,}
U Audit(SK™) — innocent].

Definition 5. The AR-CP-ABE scheme is accountable if
all the PPT adversaries have at most negligible advantage
in the above three games.

3.5 Collusion Resistance Security Model

In order to apply to the proposed scheme with user revo-
cation, we modify the security model of Li et al. [14] by
replacing the attribute with the user. The game between
an adversary A and a challenger C is defined as follows:

e Initialization: A sends a challenged access policy
W* = (M*, p*,T*) and a revocation list R* to C.

e Setup: The challenger C generates a master secret
key MSK and public parameters PP, and submits
PP to A by calling the Setup algorithm.

e Phase 1: In this phase, the adversary A can issue
two types of queries as follows:

— Type-I key query (U, Sy): User attribute set
Sr ¢ W*, but the user U; is unrevoked. C in-
teracts with A and then generates a decryption
key by running the KeyGen algorithm. Finally,
C returns the key to A.

— Type-I1 key query (U;r;,Syr): User Ujy al-
ready has been revoked, while the user attribute
set Sy; € W*. C interacts with A and then gen-
erates a decryption key by running the KeyGen
algorithm. Later, C sends the key to A.

’ ’Uq}]'

e Challenge: After receiving two equal-length mes-
sages mo, m; from A, C flips a coin b € {0,1} ran-
domly and encrypts my; by using the challenged ac-
cess policy W* and the revocation list R*. Finally,
the ciphertext C'T™* will be sent to A.

e Phase 2: Phase 2 is as same as Phase 1.

e Guess: A outputs a guess b’ of b. A will win the
game if b’ = b.

The advantage of A that wins the above game is defined
as
Adv(A) = | Pr[b) = b] —1/2].

Definition 6. The AR-CP-ABE scheme with user revo-
cation is secure against collusion attacks if all the PPT
adversaries have at most negligible advantage in the above
game.

4 Construction of AR-CP-ABE

Inspired with Han et al.’s scheme [17] and Li et al’s
scheme [11], we will construct an AR-CP-ABE scheme
in this section.

e Setup(\, L£,7) — (PP,MSK). The algorithm is
executed by the authority, and takes as input a se-
curity parameter A, an attribute universe £ and a
binary tree 7 associated with user U that U € U.
Let G and Gp be two multiplication cyclic groups of
prime order p, g be a generator of G, and e : G x G
— Gr be a bilinear mapping. The algorithm is im-
plemented as follows:

1) Pick h,u € G and a, « € Z, randomly.

2) For each mnode of T, select
{xi}?‘:b({)l_Q € Zy, and compute {y; = gxi}?‘zz’él_Q.

3) Select a probabilistic symmetric encryption
scheme (Enc, Dec) from {0,1}* to Z, , which
sets k € Z, as secret key. Then, the authority
sends k to the auditor.

randomly

Finally, the public parameters are published as:

Z/{ —
PP = (p,G,Gr,e,g,h,u,e(g,9)" g% {:} 24 ~2),

and the master key is kept secretly as:
MSK = (a,a, {x;}247% k).

e KeyGen(MSK,U,S) — (SK). The authority in-
teracts with a user U whose attribute set is S =
(Is,S), where Ig is a set of user attribute name, and
S = {s;}ic1s stands for a set of attribute values.
Then, the authority computes ¢ = Ency(iq), where
14 1s the value of the leaf node about the user U. The
algorithm is executed as follows:



*

1) The user randomly chooses w € Zj, computes
H = h¥, and sends H to the authority. The user
also needs to make a proof of knowledge to the
authority with regard to the discrete logarithm
of H.

2) If the proof of knowledge is valid, the author-
ity selects » € Z,, and for Vr € Ig, com-
putes as follows: (K’ = ¢, K = gate - H",L =
g”r‘,L/ — ga-r7L// — grwid’ {K‘r — gxid.sr-r
uf(a+c)-r}T€IS)'

3) Suppose path(iq) = {io,--*,i4}, where
19 = root and 14 is the value of a leaf node about
the user U in the tree. The authority computes

{KU; = gr'%}iepath(id) for the user U, then
sends a tuple (U,i4) and the intermediate key
(K/7 K, L, L/a L//a {KUi}iEpath(id)v {KT}TEIS ) S)
to the auditor and the user, respectively.

4) Finally, the user sets the full decryption key
SK = (K/a K? T = w, Lv L/a L//a {K'r}'relsv
{KUi}icpath(iz)»S), and the auditor adds the
tuple (U, iq) in the list LN that is used to trace.

¢ Encryption(PP,m,(M,p,T),R) — CT. Taking as
input the public parameters PP, a message m € G,
the latest revocation list R, and an access policy
W = (M,p,T), where T = {t,)}icn,y is the at-
tribute value, a data owner runs the algorithm in the
following.

1) Choose a vector ¥ = (s,vg,- -+ ,v,) ' randomly,
where s,v3,---,v, € Z,, and calculate A =
(A1, Agy e ,)\l)T = M7.

2) Select k; € Z, randomly, where ¢ € [1,1], and
compute a partial ciphertext based on the access
policy W: (C = m - e(g,9)*,Co = ¢°,C} =
ga.s7 {0171 — h)‘i ~uki,C,'72 — gfki-tp(i)Jr)\i?Ci’S —
9" Yienn)-

3) Compute a partial ciphertext related to the re-
vocation list R: ({7 = y3 }jccover(R))-

4) Finally, send a full ciphertext as follows: CT =

(Ca COv C(/), {Ci,lv Ci,27 Ci,S}iE[l,l]a {Tj }jecover(’R)a R,

W), where W = (M, p) is the access policy that
removes the attribute value set.

e Decryption (SK,CT) — m. Taking the ciphertxt
CT as input, the user who owns the full decryption
key SK = (S, K', K, T', L, L', L" . {KUi}iepath(is)
{K:}rer1s) and the attribute set S can implement the
following algorithm.

1) For U ¢ R, there must exist a node j that j €
cover(R) N path(U). Suppose that path(U) =

{io, e aidep(j)v e ,id}, where idep(j) = j, and
compute

B =e(KU;, Tj)" = e(g, g)" "0
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2) Let I = {i: p(i) € Is} C [1,2,---,1]. There
exist coefficients {c;|i € I} such that > ¢\, =
iel

s. And then compute

E=[e(L* - L',Ci1) - e(L",Ciz) - e(K ), Cis)]"
=e(g,h) I e(g, g)T A,

F=[](E)" =e(g,h) > e(g, g)""ia*,

icl

D =e(K,Cl' - C)) = e(gate - HT, glote)s)

=e(g,9)™" - e(g, h) T

3) Finally, recover the message as m = C—g

¢ KeySanityCheck (SK) — (1/L1). The algorithm

is used to check whether a decryption key SK =
(Klv K, T, L, L L", {KUi}iEpath(id)’ {KT}TEIS ) S) is
well-formed. The auditor executes this algorithm as
follows:

T K'€Z, K,LL, L' K, €G, (1)

e(gaL/) = 6(ga’L) # 1, (2)
e(K?ga 'gK/) = e(g’g)a : e(LK, ' Llath) 7é 1, (3)

3r € Ig,s.t. e(Kr,g)-e(L- L' u) =e(L", g)° #1.
(4)
The decryption key SK is reviewed as a well-formed
key only if it satisfies these Equations (12i3l4)), and
then the algorithm outputs 1; otherwise L.

Trace(SKsuspected;, PP, R)  — (U/authority/L).
The auditor runs this algorithm. If the decryption
key SKsyspected is not well-formed, then the algo-
rithm outputs L. Otherwise, firstly obtain iy =
Decg(K’) and T' = w from SKgyspected, and then
search ig in LN = {U,iq}. If there not exists the
same value in LN, the algorithm outputs the author-
ity, which means that the dishonest authority fakes a
user. Otherwise, the algorithm compares 7/ = w in
SK suspected With wy associated with the real user U.
If w # wy, the algorithm outputs the authority as a
dishonest party and claim that the user is innocent.
If w = wy, the algorithm outputs the user U, which
indicates the user U is dishonest, and generates the
new revocation list R = R|J{U}.

CTUpdate(CT,R', X’) — (CT'). The ciphertext
updated algorithm is executed by the cloud. The
authority selects n € Z, randomly, calculates X' =
{z}, = n-x; mod p}?‘i’éld, and then sends them to
the cloud. The update key X', the latest revocation
list R’ and the ciphertext C'T are put into the algo-
rithm by the cloud. Subsequently, the algorithm will
output the new ciphertext CT’ associated with the
new revocation list R'. For j' € cover(R’), there are
two case:
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1) If there exists j € cover(R) such that j = j/,
then set T} = Tj.

2) If there exists j € cover(R) such that j is an
ancestor of j/, suppose that

path(j’) = path(j) U{idep(j)+1a v Z‘dep(j')}v

where Ldep(j) = J and ldep(j’) = j'. LetY; =Ty,
compute iteratively

wik/+1
Yik+1 = (Ylk) ik :yisk+1’

where k& = dep(j),-- ,dep(j’) — 1 and

set T; = Y. The other partial ci-

phertext remains to be unchanged, and
then the wupdated ciphertext is CT =

(C, Co, Co, {Cip, Ci2, Ciztien g, {1y Yy ecover(rr),

R, W).

5 Security Analysis

In this section, we first prove the IND-CPA security
and accountability, and then give the proof of resistance
against the collusion attacks between a revoked user and
an unrevoked user.

5.1 IND-CPA Security

In the proposed AR-CP-ABE scheme, we only prove the
security of the fresh ciphertext, since the distribution of
updated ciphertext is as same as the fresh ciphertext.
The security proof of our AR-CP-ABE scheme will be
described below.

Theorem 1. If the decisional g-BDHE hardness assump-
tion holds, there is no polynomial time adversary that can
break our AR-CP-ABE scheme with non-negligible advan-
tage under the selective access policy and chosen plaintext
attacks.

Proof. Suppose that there exists a PPT adversary A that
can break our scheme with a non-negligible advantage ¢,
then we can construct a challenger C that can solve the
¢-BDHE problem with the advantage £/2.

Let G and G be two multiplication cyclic groups of
prime order p, g be a generator of G, and the mapping
e : G xG — Gr be a bilinear map. Suppose that
q > 2|U|—2. Then C randomly flips a fair coin p = {0, 1}.
Given Y’ = (g,9%, 9% g%, g%, g%, gT"), C sets
Z = e(g7g)dq+ls, if p = 0; Otherwise, C selects Z € Gr
randomly. Furthermore, in order to utilize A to distin-
guish Z, C should simulate a challenger for A. Thus, the
simulation is as follows:

e Initialization: A chooses a challenge access policy
W* = (M*,p*,T) and a revocation list R*, where
M* is an [* x n* matrix and n* < ¢, p* is a map-
ping from rows of M* to the attribute name, and

T = {ty=(i)}ie1,i+) is the attribute value related to
(M*, p").

e Setup: C generates the public parameter as follows:

1) Select o/ € Z, and set e(g,9)* = e(g?,g%") -
e(g, g)c“/7 which means implicitly o = o/ +d2t1.
Then pick a € Z,, compute g%, and set h =
gt u=g"

2) Given the revocation list R*, let Iz~ = {i €
path(U)|U € R*}, and select v; € Z,, Vi =
0,1, -+ ,2[U| —2. Ifi € Ig«, set y; = g¥ig?,
which implies z; = v; + d*. Otherwise, let
y; = ¢¥ g%, which means implicitly z; = v; +d9.

The public parameters are published as follows:
PP = (p,G,Gr,e,9,h,u,e(g,9)", g% {wi}isy )

Phase 1: To request the related intermediate keys,
A picks randomly w, computes H = h* with a
zero-knowledge proof, and submits H and a series
of user attribute sets {U,S = (Is, S)} to C, where Ig
and S = {s;}ic1; are the attribute name and at-
tribute value of the user, respectively. Similar to
the case in A-IBE [27], utilizing the knowledge ex-
tractor, C can extract w. Then for each attribute
value s, € § and i€ {1,2,..., 0"}, if 50 =ty

set ur = s, + Z d" My Otherwise, let u, = s..

According to the four combinations that whether the
attribute satisfies the access policy and whether the
user is revoked, C runs as follows:

— Case 1: If S € W* and U ¢ R*, then C aborts.

— Case 2: If S € W* and U € R*, C executs as
follows:

1) Choose ¢ € Z, randomly, set K’ = ¢, and
compute K, L, L' L" {K,;},c1s in the fol-

lowings:
, My,
K =gate (gadfc) Miz = gate B™,
Mz*l
L =[(g")@ s (" )Tm) Tz = g,
L' =(g")", L' = gnWigtd'd) = graig
Ky =[(g O ]

(viy+did)di 1\ 2T s
(g ) Terers] Miz

M?“l
241, 3F 1

(g™ )

[ ln—[ gd”’cM*

x

n* My 1
) ( gdq+k 1M* )M;’Q] (ato)w
k=1,k#2
—(a+4c)r
b

TigurT

=g u
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which means implicity » = —#j_c) +
dq—l Mi*,l
w(ate) M, "

2) Suppose that path(iq) = {io, " ,ld},
where ig = root and i4 is the value of

the leaf node related to the user U. Since
U € R*, then ig € I~ and z;, = v;, + de,
For i € path(iq), C can compute

M"1 (v7d+dld)

(™)L (g )T }m
iq

T

KU; =

— Case 3: If S ¢ W* and U € R*, C does as
follows:
1) Select @ = (w1, -+ ,wn*) € Z" , where
wi =—1and M -& =0 for all ¢ such that
p*(i) € Ig. Select ¢ € Z,, randomly, and set
K' =ec
2) Choose t € Z, randomly, and calculate
K,L,L',L":

n*
, gq+2—i _1 o
K :(ga +dt I |ngd )a+c :gaJrchrw7
=2

7 r(v; +did . rT;
Lfg(d )fg a,

which means implicity r = (aﬁc)w (t+w di4+
deq—l 4ot wn*dq—n*+l).

3) V7 € Is, if Fi,s.t. p*(i) = 7 and s; = t,-(3),
then C computes K, as follows:

n*

s

-1

_<gtdq gwid”“*?‘) “
I

ruf(aJrc)r.

1
widdtITi—k )M,i ]} (atow

i ::]3

. [ (igtdid)s,

:gwiduT

Otherwise, C computes K, as follows:
K, = Latd s (gid® T g =)=
i=1

4) Suppose that path(iq) = {io, - .4},
where i = root and i4 is the value of
the leaf node related to the user U . Since
UeR* iqg € Ip- and Tiy = Uiy + d*. For
1 € path(iqg), C computes

(v;, +d'd)

Tig

g+l (v, d"arw
KU, = ( ngld )( FahGEraw _ rst

—Case 4: If S € W* and U ¢ R*, then
K,K'\L,L',L" ,{K;},c1s can be calculated as

Case 3. Since U ¢ R*, then iy ¢ Iz~ and

x;, = v;, + d9. Next, for ¢ € path(iq), C sets
n* (v, +d9)
KU, = ( IIwA”lv@T@WFW:ng'
=1

e Challenge: A sends two equal-length messages
mg, my to C. C computes a challenge ciphertext as
follows:

1) C flips a fair coin v € {0,1} and computes C' =
My - Z - e(g7g)o¢ 5,Co = gsvc(l) = (ga)s.

2) C selects rg,- -
(S7Sd+7“27' )
computes

T € Z;‘) randomly, sets ¥ =
sd” 14 Tn*)—'— € Zg*, and then

n* n
N I ATF g gati
Cin =™ )™ T](g*¥)Moage®,

Jj=2 =1
n* 'n,*
Cig =(g" )= T (g™ M)~ T (g") s
j=2 =2
n* )
JLee® M = gt b,
j=1
Cis =g_adi.

3) Vj € cover(R*), since z; = v; +d? and y; =
g% t4" then C sets T; = (g°)vitd" = Y-

Finally, C sends the challenge ciphertext CT =
(C,Co,Cy,{Ci1,Ci 2, Cisticp i) {Tj }jecover(r*))
to A.

e Phase 2: Phase 2 is the same as Phase 1.
e Guess: A guess v’ of v will be output by A.

1) If v = v/, C will output a guess u/' = 0 of p.
In this case, C sets Z = e(g,g)?"" and A will
obtain a legal ciphertext. Since the advantage of
Aise, |Pr[v =v'|u = 0]— 3| = . Furthermore,
Prjv = v'|u = 0] = Pr[p = p/|p = 0] can be
concluded. Then we have Prju = p/|p = 0] =
€+ %

2) If v # ', C outputs a guess ' = 1 of p. In
this case, C selects Z € Gr randomly and A
cannot obtain any information of v. Thus, the
advantage of A i 1s , that is to say, Pr[v # fu’\,u =
1]=41,In addltlon Pr[v £ '|p=1] = Pr[p =
w'|p = 1] is easily concluded. Therefore, we
have Pr[p = p/jp=1] = 5



International Journal of Network Security(VDOI: 1816-3548-2022-00008)

Finally, the advantage of C in the game is

1
| Prip = '] = 51 =|Prlp = p'|p = 0] Pr[u = 0]

4 Pef =gl = 1] Prlp=1] - |
11111
ety gty sl
1
256.
O

5.2 Accountability Security

In this section, we prove the accountability security of
AR-CP-ABE scheme by the following three theorems.

Theorem 2. If the DLP hardness assumption holds, the
advantage of an adversary in the Dishonest-Authority
game is negligible for AR-CP-ABE scheme.

Proof. Assume that there exists a PPT adversary A
who has a non-negligible advantage ¢ in the Dishonest-
Authority game, then we can construct a challenger C
that can solve a DLP problem with a non-negligible ad-
vantage €.

Furthermore, in order to utilize A to solve the DLP
problem, C should interact with A as follows:

e Setup: The adversary A calls the Setup algo-
rithm and submits the public parameters PP =

(p,G,Gr, 9, h,u,e(g,9)%, 6% (i iy )
Ex(iq) about a user U to C.

and ¢ =

e Key Query: C receives a challenge H =
hY € G, where w is unknown for C. Us-
ing rewinding techniques of Zero-knowledge Proof
of Knowledge of Discrete log protocol in Goyal’s
scheme [27], C can give the required proof
without knowledge of w. Then A computes
(K',K,L, L', L" {KUsi}icpath(ia), { K+ }rers,S) to C.

e Key Forgery: A outputs a decryption key SK* =
(K" K™, (I') = o, L%, (L)) (L"), {K 2 }rers.
{KU{ }icpatn(ia)>S) associated with U. Then T" = o'
will be a solution of the discrete logarithm problem
if SK* is well-formed.

If A can successfully forge a decryption key, C must
solve the discrete logarithm problem. Since DLP hardness
assumption cannot be solved in probabilistic polynomial
time, there does not exist an .4 who has a non-negligible
advantage in the Dishonest-Authority game. O

Theorem 3. If the [-SDH hardness assumption holds, the
advantage of an adversary in the Dishonest-User-1 game
is negligible for the AR-CP-ABE scheme under q¢ < I,
where q is the number of key query.
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Proof. Suppose that there exists a PPT adversary A who
has a non-negligible advantage € in the Dishonest-User-
1 game with ¢ key queries and [ = ¢ + 1, then we can
construct a challenger C that attacks the [-SDH hardness
assumption with a non-negligible advantage . Let G and
Gr be two multiplication cyclic groups of prime order p,
g be a generator of G, and e : G x G — G¢ be a bilinear
mapping. Given an [-SDH problem (g1, g¢, ng, e 7gi’l)7
where g1 € G a € Zy, the objective of C is to ﬁnd a tuple
( a+c,

Cry @y = g7 ). Fori=0,1,---,1, set A; = g¢. Then
the simulation will be executed as follows:

C selects randomly ¢ different values
¢q € Zy and o0 € Zp,u € G, Let

e Setup:
C1,C2, -

fly) = H (y+ec)=

are the coefﬁmentb of f (y). Then C executes as fol-
lows:

Z a;y', where ag, -+ ,aq € Zy

u f(a)
1) Let g = [[(A)* =gi ", g* =

1=0
gf@re,

2) For each node of T, C chooses {z;}; 22 Zy
_ 2(U|—2
randomly, computes {y; = g™},

lishes the public parameters PP
9, h=49" u, e(g.9)% 9 {yi = 9" };5y

and pub-

(p7 G GT7 €,
2|U|— 2)

e Key Query: A requests ¢ key queries. For i-th

query, A submits (U;,S;) and H; = h*i to C, where
w; € Zyp. Then set

q
H y+CJ

fily) = Jrc Z B’
LR Sy i=0.#i
where Bo, -+, B4—1 € Z,, are the coeflicients of f;(y).
C computes
T fila) _ e _ A
oi = [1(4))% = gl"'™ = g™ = g==.
§=0

Then C chooses r € Z, randomly and computes a
partial key about (U;, S;) as: (K' =¢;, K = (0;)* =
guEH L = g L = (), L' = g™ {K, =
gmidsfr(ua'uci)—r _ gmidsfruf(a+ci)r}7_€[s). Suppose
path(iq) = {io,...,iq}, where ig = root and iq is a
leaf node the value associated with the user U; in
the tree. C sets the key component KU; = gr'%‘d
of the user U;. Finally, C sends the intermediate
keyA (Klv K, La L/» L//a {KT}TGIsa {KUi}iEpath(id)v Sz)
to A.

e Key Forgery: A sends a forged key SK* to C. Let
& stand for the event that A wins the Dishonest-
User-1 game. Suppose that SK* satisfies the condi-
tions of the key sanity check and K’ ¢ {c1,---, ¢4}

1) If & dose not occur, C chooses a tuple (¢, w@,) €
Z,, x G as the solution of {-SDH problem.
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2) If & occurs, C writes a polynomial f(y) =
q—1 )
)y + K') + ¢ — 1, where p(y) = Zo%yl
q
Since f(y) = [I(y + ),

i=1
ci € Zy and K' ¢ {c1, - ,¢4}, (y + K') can
not divide into f(y). C sets o = (K/LT" )" =

and ¢ — 1 € Zj.

1 fa) () £55

getr' = gf+K = gf gf”( and then can
q—1

compute ¢, = K',w, = (0 [] A;‘Pi)ﬁ —
i=0

1 ;s

g7 Since e(gi gy, wr) = e(gigl’ 97" ) =

e(g1,91), (¢r,w,) is the solution to the I-SDH

problem.

Let & denote the event that (¢, w,) is the solution
to the I-SDH problem. If C randomly selects (¢, wy),
& occurs with negligible advantage, for simplicity with
0. In the case where A succeeds and ged(p — 1,p) =
1, the probability of (c,,w,) that satisfies the condition

e(gtgs, @) = e(gigK’, g% ) is 1. So the probability of
C to solve the [-SDH problem is:

Pr[¢] =Pr[¢| A succeeds] - Pr[A succeeds]
+ Pr[¢|A succeeds A ged(¢ — 1,p) # 1]
- Pr[A succeeds A ged(p — 1,p) # 1]
+ Pr[¢| A succeeds A ged(p — 1,p) = 1]
- Pr[A succeeds A ged(p — 1,p) = 1]
=0+ 0+ 1-Pr[A succeeds A ged(p — 1,p) = 1]

=e.
O

Theorem 4. If the DLP hardness assumption holds, the
advantage of an adversary in the Dishonest-User-2 game
is negligible for the AR-CP-ABE scheme.

Proof. Suppose that there exists a PPT adversary A that
has a non-negligible advantage € in the Dishonest- User-2
game, then we can construct a challenger C that can solve
the DLP problem (g, g*) with a non-negligible advantage.
In order to utilize A to obtain z, C should simulate a
challenger for A, and interacts with A as follows:

e Setup: C sends the public parameters PP to A by
calling the Setup algorithm. Then C selects t, u € Z,
randomly and computes h = g%, u = g*.

e Key Query: A submits a series of attribute sets
to C for requesting the intermediate keys. For ev-
ery query, when A4 makes a proof of knowledge of
the discrete log of h* with respect to h for C, C will
extract the discrete log w by using a knowledge ex-
tractor [27]. Then C selects v € Z, and computes
(K/ = ¢, K = gﬁngwt _ gﬁgwrt7L _ gz'y —
gT,L/ — gazw — gar,L// —_ gxidz'y _ gmidr,{K —_
grid 572797(a+c)z7u}7_€[s _ gzld Sfrgf(aﬂ%c)rp,}_rels)’
which means implicitly » = - z. Finally, C sends
(K',K,L,L',L" {K;}re15,S) to A.
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e Key Forgery: A outputs a forged key SK* related
with (U,c¢). Suppose that (U, c) has been queried,
let’s call that (U, ¢;), but w does not equal to w;. The
key of (Uj,¢;)is (K'=¢, K = gieher L =g ", L =
gar,L// _ gwidT,{KT — gwidsTTU_(a—i_C)r}q—e[S,Tl —
wi). A outputs a forged key SK* = ((K')* =
c, K* — gﬁrchw*r*,L* — g’“*,(L’)* _ gar*’(LN)* _
gmidr*’ {K:rk _ garids.,-r*uf(aJrc)’r* }7'6157 (T/)* _ w*).

Now, we analyze K and K*, K, and K!. If A can
forge K* and K7 successfully, then we can suppose that
K=K -h" = wr+p = wr* and K = KP? =
rpe = r*. Since A knows w,w*, p1,p2, then A can get
r = p1/(w*p2 —w). Suppose that the probability w*ps =
w can be negligible and since r = vz, A can compute
the solution of DLP problem z = r/y = p1/v(w*p2 —
w). However DLP hardness assumption cannot be solved
in probabilistic polynomial time, there does not exist an
adversary 4 who has a non-negligible advantage in the
Dishonest-User-2 game. O

5.3 Collusion Resistance

Theorem 5. If the DLP difficulty problem holds, the pro-
posed AR-CP-ABE scheme with user revocation is secure
against user collusion in the selective model.

Proof. Suppose that there exists a PPT adversary A who
can break the proposed scheme with a non-negligible ad-
vantage ¢ after ¢; Type-I queries and g2 Type-II queries,
then we can construct a challenger C that can solve
the DLP problem (g,¢?%) with the advantage at most
€/(q1 - q2). Furthermore, in order to utilize A to obtain z,
C should simulate a challenger for A. Then, C interacts
with A as follows:

e Initialization: A chooses a challenge access policy
W* = (M*, p*,T*) and a revocation list R*, where
M* is an [* x n* matrix and n* < ¢, p* is a map-
ping from rows of M™* to the attribute name, and
T = {tp*(i)}ie[l,l*] is the attribute value related to
(M*, p7).

e Setup: C generates the public parameters by call-
ing the Setup algorithm and sends the public pa-
rameters PP to A. Note that for each node of
the binary tree T, select {xi}f‘ﬁ)l_2 € Zj;, randomly.
If a user U ¢ R*, C sets A = ¢g* and computes
{ys = A% = ¢*" }icpatn(iy)- Otherwise, C computes

{yi = 9% }Yicpath(ia)-

e Phase 1: C first sets two empty lists Ly and L;;. A
submits some queries as follows.

— Type-I key query (U;,Sr): User U already
has been revoked, but her or his attribute set
Sy = (Is,S) € W*, where Is and S = {s;}iers
are the attribute name and attribute value of
the user. Firstly, A computes H = h* and
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Table 1: Functionality comparisons

. Collusion | Authority . . .
schemes Revocation Update Resistance| Accountability Hidden PolicyBackward Security
Li et al. [11] X X
Vaanchig et al. [29]| attribute |ciphertext, key

X< |

X X <_ |

v v
X X
ATIR-CPABE |16] user key vV X
Han et al. [17] user ciphertext X Vv
Zhang et al. [1§] X X - X Vv -
Ours user ciphertext Vv V vV vV
Table 2: Efficiency comparisons
schemes KeyGen Encrypt Decrypt Trace Update
. (4+5)E (1+3)P+5E B B
Li et al. [11] (T+3s)E+ (14+25)M (34 2)M (5 + 2)M
. (1+5)E 2n+1)P+nE B
Vaanchig et al. [29] (1+s)E+ M M 2+ n)M n.E
6+3)E |(5+2n)P+(6+n)E| (8+2s)P+7E
ATIR-CPABE [16]| (104 8)E+(9+s)M | [)"% (6 4+ m)M "y AE +3M
B+4+r)E|(2+3n)P+B+n)E|(6+s)P+ (24 s)E
Han et al. [17] 6+s)E+(1+s)M A+ )M (5 + 2m)M L34 s)M 4L E
4+6)E B B
Zhang et al. [18] | (3+2s)E + (3+ 2s) 2+ 6)M @2n+1)P+nE+nM
. B+4l+7)E|(2+3n)P+(4+n)E|(6+s)P+ (3+s)E
Ours O+ s+ E+T+H)MTL 4y gy (5 +2n)M (34 5)M hE

An exponent operation in Gr,G is represented by E. A bilinear pairing operation is represented by P. A multi-
plication is represented by M. The number of attributes that the access policy contains is represented by I. The
number of attributes that the user owns is represented by s. The number of attributes that meets the access policy
is represented by n. The number of cover(R) is represented by r. The length of path(U) is represented by j.

gives a zero-knowledge proof to C for requesting
the intermediate keys. In Goyal’s scheme [27],
a simulator can use a knowledge extractor to
extract w. Thus C can use this technology to
obtain w. Then C can generate a intermediate
key in the following:

1) Choose ¢,r; € Z, randomly, and compute
K K, L, L', L' {K;}rc1, as follows:
K’ =c, K = gate b1,
L =g", L'=(g")"=g"",

" . . s _ ).
L :g"III,Ld’KT _ glz,u ST g, (a+c) 7‘17

where 7 € Ig.

Then C chooses ¢, € Z, randomly and gener-
ates a intermediate key by running the KeyGen
algorithm as follows.

K' =c, K = gate - BT, L=g",
L/ :ga~’r‘117 L// — (gz)rlllwlhid’
K, :(gz)rn,id-sr'ru _u*(a+6)~r11’

TI1,ig

oy g
{KUrr: =9 RRE Yiepath(ia)-

FinaHY7 (Kla K7 L7 Lla L//7 {KUII,i}iGpath(id)a
{K:}rers,S) will be sent to A and added to Ly
by C.

2) Suppose that path(iq) =

where
value

the wuser Uj.
TIig

TI*

ig. = root and
of the leaf node

{iov e 7id}a
iqg 1s the
related to

C computes {KU;; =

g "¢ }iepath(iy)- Finally, C sends the key

(K/a K7 L) L/7 LN7 {KUI,Z'}Z'Gpath(id)7 {KT}TEI_ga

S) to A and adds it into Lj.

— Type-II key query (Urr, Srr): User Uy is un-
revoked, but her or his attribute set Syy ¢ W*.

e Challenge: A sends two equal-length messages
mg, m1 to C. Then C flips a coin b € {0,1} randomly
and computes a ciphertext of mj as follows:

1) Select k;,s € Z, randomly, where i €
[1,{], and calculate a partial ciphertext en-
crypted by the access policy W*: (C =
my - e(g9,9)**,Co = ¢°,Cy = g, {Cin =
hkiuki70i72 = giki'tp(i)+/\i,ci,3 = gki}ie[l,l])-

2) Set the other ciphertext component ({7 = y; =
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97%3°} jecover(r+)), Which is related to the revo-
cation list R*.

e Phase 2: Phase 2 is as same as Phase 1.

e Guess: If the challenge ciphertext can be decrypted
by A, he has to combine K', K, L, L', L" {K;}rcr1s
of U[ and {KUII,i}iEpath(id) of UH. Then
C can successfully select matching tuples
K/)KvL)L/7LI/,{KT}T€Is and {KUII,i}iEPath(id)
from L; and Lj;;. Hence, he can compute

TI1,ig

B ZB(KUI[J,TJ‘)T, = 6(9”1. i

;)

=e(g LGN = (g, ),

Therefore, only if rrr- 214, -2 = r1-21,,, the above
equation holds and the ciphertext can be decrypted

. _ Tr -Ij,id .
correctly. Finally, C outputs z = e 38 his
answer.

11,4
T

Suppose that A issues ¢; Type-I key queries and ¢
Type-II key queries, then the probability that C selects
matching tuples is 1/(q1 - g2). Thus the advantage of C is
at most €/(q1 - g2). O

6 Performance Analysis

In this section, we will compare the functionality and eval-
uate the efficiency between the proposed scheme and the

existing schemes 29].

6.1 Functionality Comparisons

Table [1| shows that Ning et al.’s implicitly revocable
CP-ABE scheme (ATIR-CPABE) [16] and the proposed
AR-CP-ABE scheme can support the authority and user
accountability and user revocation, while Han et al.’s
scheme and Zhang et al.’s scheme can achieve
hidden policy merely. Vaanchig et al. can also imple-
ment user revocation and Li et al.’s scheme can also
realize the authority accountability. However, Vaanchig
et al. cannot trace the malicious user and Li et al.’s
scheme cannot remove the malicious users from the
E-health system. Furthermore, Ning et al.’s scheme
cannot implement the backward security and the hid-
den policy, Han et al.’s scheme cannot support the
accountability and the backward security. At the same
time, Ning et al.’s and Han et al.’s schemes could
be vulnerable to user collusion attacks. Fortunately, the
proposed AR-CP-ABE scheme can implement these func-
tionalities at the same time and avoid the above security
flaws.

6.2 Efficiency Analysis

In Table , we denote t| = > (dep(j')—1—dep(j))
j’€cover(R’)

and n. as the number of ciphertexts including an at-
tribute in its access structure. Table Pl shows that in the
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Figure 3: The comparisons of the results

KeyGen and Trace algorithm, since the pairing operation
takes more time than the exponent operation, the pro-
posed scheme is more efficient than Li et al.’s scheme
and Ning et al.’s ATIR-CPABE scheme in Trace al-
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Figure 4: The efficiency of the update

gorithm. In the update algorithm, ATIR-CPABE scheme
[16] and Vaanchig et al. [29] needs to generate the updated
keys for all the unrevoked users, while only the ciphertext
needs to be updated in the proposed scheme, thus the up-
date time cannot be compared. It is pointed out that the
proposed scheme can implement the accountability, user
revocation and policy hiding at the same time, but the
efficiency of the proposed scheme is comparable to that
of Han et al.’s scheme [17].

Furthermore, Figure [3| demonstrates the efficiency test
about the proposed scheme and related schemes and Fig-
ure [4] shows the efficiency of the Update algorithm with
the number of attributes from 10 to 50. The machine
for execution is 11th Gen Intel(R) Core(TM) i5-1135G7
@ 2.40GHz 2.42 GHz with 16.0GB RAM running 64 bits
Windows 10. We set the attribute number from 10 to 50
and the revocation list from R = @ to R* = {Us}. Figure
[3] vividly shows the comparisons of the KeyGen time, the
Encryption time, Decryption time and the Trace time, re-
spectively. It is clear that the proposed scheme is more
efficient than other schemes [11}|16}/18]. Figure [4] shows
that the update time is independent of the attributes in
our scheme, which only updates the ciphertexts.

7 Conclusions

In this paper, we have presented a collusion resistance CP-
ABE scheme with accountability, revocation and policy
hiding. By binding together the secret value of the binary
tree decryption node to the specific information of users,
the proposed scheme can avoid user collusion attacks and
achieve the backward security. At the same time, our
scheme can implement the white-box accountability by
embedding the secret value of user in the key and the
partial hidden policy. Furthermore, the proposed scheme
is proved to be secure under the decisional ¢-BDHE hard-
ness assumption in the standard model. In the future,
we aim to construct an accountable and revocable CP-
ABE scheme with full hidden policy and use fine-grained
attribute revocation to manage user permissions.
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