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Abstract

The existing conditional privacy-preserving identity-
based schemes confront the high cost of pseudonym gen-
eration and key leakage in Vehicular ad-hoc networks
(VANETS). We propose a new anonymous authentication
scheme based on identity, aiming to address these issues.
In this scheme, the pseudonym of the vehicle is generated
by a roadside unit (RSU), reducing the computational
pressure of trust authority (TA) or other pseudonym-
generating entities. The complete private key of the mes-
sage signature consists of partial private keys of TA, RSU,
and OBU. If adversaries want to generate a legal message
signature, they need a complete signature key. As a result,
malicious vehicles in VANETSs will be easily revoked as
long as RSU stops providing pseudonyms and correspond-
ing private keys. The analysis and performance evalu-
ation of the proposed scheme indicate that the scheme
has low revocation cost and high message verification and
communication efficiency.

Keywords: Vehicular Ad-hoc Networks (VANETs); Con-
ditional Privacy-preserving; Revocation

1 Introduction

With the development of modern science and technol-
ogy, car ownership increased year by year, but this also
caused more road congestion and traffic accident prob-
ability. These unpleasant events will affect the driver’
s driving state. Therefore, safe and efficient manage-
ment of road traffic in such cities is an urgent require-
ment. The rapid development of wireless communication
technology (such as GMS, LTE, WiMAX and 5G etc.)
provides convenience for intelligent transportation system
(ITS), and the traffic generated by thousands of vehi-
cles has been efficiently managed. Vehicular ad-hoc net-
works (VANETS) play an important role in ITS. VANETSs

supports two communication modes: vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2I) [7]. Through
these modes with proper communication technologies, un-
necessary accidents could be avoided according to certain
information like weather conditions, vehicle location, traf-
fic conditions and road defects [8].

Although having so many benefits, VANETS, like
other networks, still meet many problems that are re-
lated to authentication and privacy-preserving because
of the transparency [1,/14,17,22]. Therefore, more and
more researchers are paying attention to and studying
conditional privacy-preserving authentication schemes.
The existing privacy-preserving authentication schemes
in VANETS can be classified into three typical authen-
tication schemes: public key infrastructure (PKI) -based,
group signature-based and identity-based. ID-based is
more efficient and reliable, and it is also one of the
most important research directions. So the proposed
conditional privacy-preserving authentication scheme is
ID-based. ID-based scheme needs to generate a large
number of pseudonyms to meet the requirements of
anonymity. In some schemes [6}[16,23], signatures are gen-
erated by trusted authority (TA) or private key generator
(PKG), which greatly increase the burden of TA/PKG
pseudonyms generation and management. To solve this
problem, in He et al.’s schemes [11], the pseudonym of
the vehicle is generated with the participation of the
master key in the TPD. However, side-channel attacks
cause sensitive information leakage in tamper-proof de-
vice (TPD) [24], and system master key leaks can also
make VANETS unsafe. So Wang et al. [21] proposed a
scheme that does not pre-install the master key in the
TPD and generate pseudonyms by the vehicle itself. It
effectively prevents the leakage of the master key caused
by side-channel attacks, but OBU has limited comput-
ing power and may not be able to efficiently generate
pseudonyms and message signature. In the scheme pro-
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posed by Xiong et al. [23], the efficiency of message ver-
ification is very high, but the pseudonym is generated in
batches by TA, which gives TA great computational pres-
sure. And this scheme does not provide an efficient revo-
cation method. Therefore, this research aims to propose
an efficient scheme with conditional privacy-preserving
based on Xiong et al. [23] and Wang et al. [21]. This
scheme supports revocation, reducing TA’s calculation
pressure. The important contributions of this paper in-
clude the following:

e We propose a new scheme, which has higher secu-
rity than existing schemes. Three parts consisted of
private key of the signature: the system master key,
RSU’s private key and OBU’s private key. Lacking
any part of the key cannot generate a valid signature
of message.

e Considering only elliptic curves will be used, our
scheme has high verification efficiency and more
adaptable to OBU which has limited calculation abil-

1ty.

e This scheme is able to revoke malicious vehicles ef-
ficiently. When a malicious vehicle appears, it can
be revoked as long as RSU stops updating its private
key.

The composition of the paper is as follows. In Sec-
tion 2, we introduce briefly the related work on condi-
tional privacy-preserving schemes for VANETSs. In Sec-
tion 3, the background knowledge required for the system
model of VANET's based on the proposed scheme is intro-
duced in detail. In Section 4, we describe specifically the
proposed scheme. In Section 5, we analyze the security
of the proposed scheme. In Section 6, we conduct per-
formance evaluation including validation and communi-
cation cost. Finally, we conclude the scheme in Section 7.

2 Related Work

In the introduction, there are existing problems such as
communication security, vehicle anonymity and efficiency
in VANETs. To improve the security and efficiency of
VANETS, researchers have proposed a variety of condi-
tional privacy-preserving authentication schemes for re-
cent years. The existing conditional Privacy-Preserving
schemes for VANETSs can be divided into three types of
authentication schemes: public key infrastructure (PKI)
-based, group signature-based and identity-based.

In 2004, Hubaux et al. [13] pointed out security and
privacy problems in vehicle communication for the first
time and proposed a PKI-based scheme. In 2017, Azees
M et al. |2] proposed a conditional tracking mechanism to
trace malicious vehicles or RSUs. In 2021, EF Cahyadi
et al. [4] proposed an improvement applying a Nonce in
the final message. However, the PKI-based scheme re-
quires huge communication overhead due to the storage

and management of the certificate lists and the huge com-
putation on the user side.

In 1991, the concept of group signature was proposed
by Chaum and van Heyst [5]. In group signature, mem-
bers of the group are anonymous and can verify the va-
lidity of received signature. In 2008, Hao et al. [10] pro-
posed a distributed key management scheme which RSU
distributes group private keys of a localized way. In 2009,
Zhang et al. |25] proposed a distributed group authentica-
tion scheme, RSU maintains and manages vehicles within
their communication range and include vehicles in tem-
porary group. The schemes [10,[25] solve effectively the
problems of vehicle privacy protection and the revocation
of malicious vehicle in VANETS, but semi-trusted RSU
may be attacked. Generally, the group-signature based
schemes have the problems of the selection and credibility
of group manager and the calculation in group signature.

In 2001, Rives et al. [18] proposed the concept of
ring signature for the first time. Ring signature is spe-
cial group signature, in which ring members equally rank
and have no administrator. In 2018, Han et al. [9] pro-
posed a dual protection scheme for VANETSs through
RSU auxiliary rings and security data communication. In
2020, Wang et al. [20] applied ring selection algorithm to
VANETS and select ring members by ring selection algo-
rithm. Obviously, the ring-based signature scheme has a
higher level of privacy protection. However, tracking the
real identity of malicious vehicles and revoking malicious
vehicles are still difficult problems with ring signature-
based schemes.

In 1984, Shamir [19] proposed identity-based signature
and cryptosystem firstly. In 2013, Lee and Lai [15] pro-
posed an authentication of the batch scheme based on bi-
linear pairing to enhance the security of VANETSs. Horng
et al. [12] proposed proposed an identity-based verifica-
tion scheme with higher security and efficiency after cor-
rection. In 2015, Lo and Tsai |16] presented a new con-
ditional privacy-preserving authentication scheme based
on the elliptic curve cryptosystem to enhance scheme effi-
ciency. In 2019, an efficient certificateless public key sig-
nature (CL-PKS) scheme was proposed by Ali et al. [1]
based on bilinear pairing, they included blockchain to
their CL-PKS scheme to improve the security of VANET.
In 2022, EF Cahyadi et al. [3] summarized recent identity-
based batch verification (IBV) schemes and proposed fea-
sible improvements.

In 2020, Wang et al. [21] proposed a scheme that does
not preinstall the master key of TPD to prevent side chan-
nel attacks. However, the limited computing power of
OBU cannot efficiently generate pseudonyms and mes-
sage signature in [21]. Xiong et al. [23] claimed that the
scheme [15] can not satisfy secure against forgery or the
non-repudiation property and guarantee vehicle privacy.
Therefore, Xiong et al. [23] proposed a cheme aiming at
the security flaw in [15]. TA can track the real identity of
malicious vehicles. However, the scheme [23| cannot solve
the problem of malicious vehicle revocation in VANETS,
it does not have revocability. Therefore, we propose
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Table 1: Overview table of the advantages of the proposed scheme over existing schemes

SR-1

SR-2 SR-3 S

N

4

Ali et al.’s scheme H
Horng et al.’s scheme \|
Azees et al.’s scheme ||

Lo et al.’s scheme \\
Wang et al.’s scheme ||
Xiong et al.’s scheme \\

The proposed scheme

NSNS XXX

CUAUXNUX S
CUX XXX
NN G NENAN

L SR-1, SR-2, SR-3, SR-4 represent four factors for evaluating the security and efficiency of the scheme, namely no pairing
verification, defense against private key stolen attacks, high verification efficiency and revocation, respectively.
2 :The requirement is satisfied. X:The requirement is not satisfied or uninvolved.

an identity-based conditional privacy protection scheme
based on Wang et al. and Xiong et al. [23]. The com-
parison of some schemes with the proposed scheme are
listed in Table 11

3 Preliminarties

In this section, we describe the system model, security
model and mathematical assumptions required to build
the proposed scheme.

3.1 System Model

As shown in Figure [T} a complete VANETS consists of
trust authority (TA), roadside unit (RSU) fixed on the
roadside and on-board unit (OBU) installed on vehicles.
The main functions of each entity in VANETS system are
described as below.

TA. It is a generally trusted and authoritative entity. TA
takes charge of the entire VANET's master key. When
VANETS is attacked by malicious vehicles, TA can
conduct identity tracking and identity revocation of
malicious vehicles through tracking agency (TRA),
and remove malicious vehicles from VANETS to en-
sure the communication security of legitimate vehi-
cles.

RSU. It is a bridge entity that transmits informa-
tion indirectly. RSU can communicate with OBU
through wireless dedicated short-range communica-
tion (DSRC) protocol, and can also communicate
with TA and application server (AS) through wired
network. Therefore, RSU is a bridge between vehicles
and TA in VANETS. In our scheme, it is considered
malicious but not offensive.

OBU. The vehicle unit OBU is loaded on the vehicle,
which contains the tamper-proof device (TPD) mod-
ule. Information can be transmitted between vehicles

and external entities through various external inter-
faces. Each vehicle broadcasts road traffic informa-
tion to nearby vehicles every 100-300 ms, such as
road congestion and driving state of surrounding ve-
hicles. The communication process is based on DSRC
protocol.

Internet

—2L— F¥ireless communication
— L ¥ire commmicatien

Figure 1: The system model

3.2 Security Model

A secure conditional privacy-preserving authentication
scheme should meet the following security requirements.

Message Authentication and Integrity. All vehicle
messages in VANETSs should ensure that the mes-
sage is not stolen and tampered by malicious third
parties. When receiving the message, the recipient
should verify whether the message is sent by the le-
gitimate entity.
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Anonymity. Vehicles and other vehicles in VANETS
communication, the other vehicle cannot know the
real original identity of the vehicle, that is, the receiv-
ing vehicle and the sending vehicle are anonymous in
communication.

Unlink-ability. Unlink-ability refers that there is no
correlation between different information sent by the
same user, and the attacker cannot extract sensitive
information from different information of the same
user.

Traceability. TA can trace the true identity of a vehicle
when a malicious vehicle sends malicious messages.

Revocation. If the malicious vehicle is tracked and con-
firmed, TA can revoke the malicious vehicle from
VANETS.

3.3 Mathematic Assumption

First set a finite field F,,, it has prime order p. Then set
an elliptic curve defined by equation y? = (23 + ax + b)
mod p, where a,b € Z; and (4a® + 27b%) mod p # 0. An
additive elliptic curve group G of order ¢ is formed by
defining O and some other points on the curve, where ¢
is also a prime and P is the generator of G.

Definition 1. Elliptic curve discrete logarithm problem
(ECDLP): There are two points (P,W) € G are given.
We consider that no probabilistic polynomial time (PPT)
algorithm can calculate the random number a € Z; with
an unnegligible probability, where a satisfies W = a - P.

Definition 2. Computational Diffie-Hellman problem
(CDHP): On the elliptic curve, some points {P,X =
a-P,W =b-P} €G are given, we consider that no PPT
algorithm can calculate a -b- P € G with an unnegligible
probability, where a,b € Zy.

4 The Proposed Scheme

To meet the requirements of conditional privacy-preserve
and high-level efficiency authentication in VANETS, we
propose a new privacy-preserving scheme. In the pro-
posed scheme, the master key is not preloaded to TPD
and the pseudonym generation is executed by RSU. This
scheme combines the master key, the private key of
the RSU, the virtual ID of the vehicle and generates
pseudonyms in the RSU. The scheme consists of six
stages: (1) system initialization stage, (2) registration
stage, (3) pseudonym and partial key generation stage,
(4) key generation stage, (5) message signature stage, (6)
message verification stage. Some definitions of notations
are shown in Table 2

4.1 System Initialization Stage

System initialization includes TA initialization and RSU
initialization. TA is initialized by generating parameters,

Table 2: Notations and description used
Notation Descriptions
s The master key of the system
Ppuy The pubic key of the system
V; The j-th vehicle
RID; The real identity of V; vehicle
The vehicle V}’s token issued
VID,; by TA
PID,, The i-th pse.udonym of the
' vehicle V;
tr, The k-th RSU’s current private key
T, The k-th RSU’s current public key
Vsk; The private key of vehicle V;
Vo, The pubic key of vehicle V;
H; Secure Hash function
The encryption and the
Epi(-)/ Dsk(-) decryption of Fhomo
tt; Timestamp
I The message concatenation
operation
&) The exclusive-OR operation

it selects randomly s € Z; and calculates Ppyp = s- P,
in which P,,; and s are served as public key and mas-
ter private key of the system, respectively. Then, TA
selects two secure hash functions: Hy : {0,1}* — Zg;
Hjy : {0,1} x {0,1}* — Z; and a homomorphic encryp-
tion Fhomo. Finally, TA transmits system parameters
{P, Pyup, H1, Hy, Fhomo} to all RSUs and vehicles. RSU
also requires initialization of parameters. The k-th RSU
selects a random number ¢,, € Z; as its private key and
calculates T}, =t,, - P, then broadcasts T}, as its public
key to all vehicles in the area.

4.2 Registration Stage

Vehicles must register offline to TA before they join
VANETS. Vehicle V; submits real identity RID; to TA
for validation( this identity must be legal in real life such
as owner’s identity card or license plate, as it is a nec-
essary condition for tracking entity identity ). If RID;
is valid, TA selects randomly a number «;; € Zj as
part of the vehicle’s message signature key, it calculates
VID; = RID; @ «j; - Ppyp as a virtual ID of the vehi-
cle V; in VANETSs. Then TA selects randomly a number
Vsk; € Z;, and compute Vi, = Vi, - P where Vi, is the
private key of V; and V, is the public key of V. Fi-
nally, parameter pv; = {VID;, SIG,(VID;), Vpi;, Vir; }
is preloaded into TPD to generate pseudonyms and par-
tial keys. TPD does not storage sensitive parameters in
this step. The process of the registration stage is shown
in Algorithm
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Algorithm 1 Vehicle Registration (Executed by TA)

Algorithm 3 Signature Generation (Executed by OBU)

Input: the system master key s, the vehicle V; real iden-
tity RID;.
Output:
1: Selects a random number «; ;, Vsi, € Zj
2: Computes VID; = RID; ® o ; - Ppusp
3: Computes the signature SIG,(VID;)
4: Computes Vpi, = Vig, - P
5 return pv; = {VID;, SIG,(VIDj), Vpr,, Ver; }

4.3 Pseudonym and Partial Key Genera-
tion Stage

When the vehicle V; enters a new RSU area, the OBU
will submits {VID;, SIG,(VIDy), Vy,} to the RSU.
When RSU receives the message, it will retransmit the
message to TA for verifying the legitimacy of the ve-
hicle. If the wvehicle is legal, TA will return the tu-
ple {¢;:, @Q;} to RSU, where ¢;; = Er, (s + aj,;) and
Q; = oj,; - P. Finally, the RSU calculates and returns
the tuple {AjJ,PIDjJ,EVij ((5]71)} (’L = 1,...,TL ) to the
vehicle, where 6;; is a partial signature key. Process as
shown in Algorithm [2] to calculate parameters.

Algorithm 2 Generation of Pseudonym and Private Key
(Executed by RSU)
Input: the ciphertext {¢;;,Q; } (i =1,...,n).
Output:
1: Selects a random number k;; € Z;

2: Then computes

Bji= D, (€ji) +tr, =s+aj;+tn,

PID;; = VID; & H(kj; || Ppus || @5)

hji = Hi(PIDj; || Pows || Tr, [l Q5)

Aji = Kji- P4 hji-Qj

8y = ki +hji - By

3: return {Aj,i,PIDj,i,EVpkj (6j:) }(i=1,...,n)

4.4 Key Generation Stage

If a vehicle needs to communicate with another vehicle or
RSU, OBU needs to sign a message and attach a times-
tamp to generate a message tuple.

The  tuple {Aji, M, PIDj;, Vpr,;,Vj.i> tti} are
calculated when the vehicle receives the tuple
{A;:,PID;,, By, (0j:) } returned by the RSU, as
illustrated in Algorithm

Finally, the OBU broadcasts message tuple
{Aj,i> M, PIDj’i, Vpkj » Vi ttl‘} to RSU and all vehi-
cles in the area, and v;; is the signature of the message.

Input: the ciphertext {Ajﬂ‘, PID]‘J', EVpkj (6],5)}
Output:

1: Computes hj; = Hi(PIDj; || Ppus || Try || Q;)
2: Computes h;L = Hy(PIDj; || M || T;, | tt;)
3: Computes d;,; = Dvskj (054) = kji + hji- Bj;
4: Computes v;,; = d;,; + h;l Vs,

5:

return {Aj,iv .2\4-7 PIDJ‘J;, Vpkj s ’Yj,ia ttl}

4.5 Message Verification Stage

4.5.1 Single Verification

The message tuple {A; ;, M, PIDj;, Vpi,, v, tti} can be
verified by the RSU or all vehicles in the area. At first,
the recipient will check whether the timestamp t¢¢; is re-
freshed, if not, the message will be rejected, else the fol-
lowing equation will continue to be verified:

Vi,i - P == Aj’i + hj,i . (Ppub + Trk) + h . V;,k]. (1)

The recipient will trusts the message if Equation is
satisfied, or rejects the message if not.

If the message tuple {A;;, M, PID;;, Vi, , V), tti} is
not tampered in the transmission process, it will satisfy
the equation(1). Since v;; = d;; + h;, Vs 05, = kji +
hjﬁ"Bj’i and Bj; = s+oji+t,,, where h]ﬂ‘ = H; (PID]‘J' H
Py | Tr, || Qj), and b, = Hy(PID;; || M || T,, || tt:),
so we have the following:

’
75t

’yjﬂ' . P = (kj,i + hj’i . Bjyi + h;,z . Vskj) . P

:k.ﬁi'P+hj,i'(S+Oéj7i+trk)'P—|—h;’i-Vvskj .P
= Aj»i + hj,i : (Ppub +Trk) + h;ﬁ - Vok,

J

Therefore, the scheme can correctly validate single mes-
sages. The process of message verification such as Algo-
rithm [

4.5.2 Batch Verification

This scheme also supports batch verification of multiple
messages received. When the recipient receives multiple
messages, the recipient can verify whether Equation
satisfies.

( > (dj '%i)) P=Y dji- Ay

4,¢i=0 3,i=0
+ < Z (d]ﬂl ’ hj,i)) ' (Ppub + Trk)
§,i=0
+ ((dj7i'hj,i)"/pkj>
4,i=0

(2)
In the equation, dj ;,ds, ..., dn; € [1,2%], where ¢ is a

small integer.
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Algorithm 4 Message Verification (Executed by Vehicle
or RSU)

Input: the message tuple{A;;, M, PID;;, Vpr,, v i, tti}-
Output:
1: Checks whether the timestamp t¢¢; is refreshed, if not,
rejects
2: if tt; is fresh then
3:  Computes h;; = Hi(PID;; || Ppus || Try || @;)
4:  Computes h;; = Hy(PID;; | M || Ty, | tt;)
5 if y5,- P == Aj; +hji - (Ppup + Tr) + h;z - Vok
then

J

6: return true
7. else

8: return false
9: end if

10: else

11:  return false
12: end if

The proof process is as follows :

< Z (dj.i "Yj,i)) P
4,i=0

= > dji (kji+hyi Byi+ - Vag) - P

§,i=0

= > dji-Aji+ < > (- hm)) (Ppub + 17,
§,i=0 4,i=0

2 <(dm hy) v)
4,i=0

Therefore, the scheme can validate multiple messages
correctly.

5 Scheme Analysis

In this section, we will analyze the security and privacy
of our scheme.

5.1 Message Integrity

This scheme divides the key generation of message signa-
ture into three parts: the system master key, RSU’s pri-
vate key and OBU’s private key. When missing any part
of the key, the message signature cannot be generated. In
addition, as long as ECDLP is difficult to be solved, the
attacker cannot forge a vaild message signature. There-
fore, if the signature and the message tuple satisfy the
equation v, ;- P == A, ; + hji - (Pouv +Try) + h;-,i Vo,
authentication and integrity of the message can be guar-
anteed according to the above verification process.

5.2 Anonymity and Unlink-ability

In the process of generating pseudonyms, PID;,; =
VID; ® H(kj; || Ppus || Qj), where k;; is a number
selected randomly by RSU without any valuable infor-
mation, so the scheme can meet the requirements of
anonymity. Each vehicle’s message is sent under a dif-
ferent pseudonym. These pseudonyms that are randomly
generated on RSU with no correlation, so the scheme can
meet the requirements of Unlink-ability.

5.3 Traceability

The message tuple {A;;, M, PID;;, Vpk,, ;i tti} that
sent by the vehicle includes the pseudonym PID;;, where
PID;; =VID; & H(kj; || Poub || @;), so TA can calcu-
late

VID;j = PID;; ® H(kj; || Pous | @Q;)

R[DJ = VIDJ @ O‘]}i . Ppub

to get the real identity RID; of the vehicle.

5.4 Revocation

When the real identity of the malicious vehicle is con-
firmed, it will be added to the revocation list, and TA will
notify the RSU in the area where the malicious vehicle is
located. RSU will update its private key t;k and public
key TT/,c after receiving revocation instructions that sent
by TA. RSU retransmits partial message signature key
tuple { A;,i’PID;,i’EVpkj (6;2)}(1 = 1,..,mn) to normal
legitimate vehicles. However, the parameters of malicious
vehicles are not updated, so the above proof process is not
satisﬁed, namely 'Yj,i'P 75 Aj7i+hj7i-(Pub+T,:k)+h;’i~Vpkj s
since T, is obviously not equal to T;,k. Therefore, RSU
and other vehicles no longer trust messages taht sent by
malicious vehicles. So the scheme supports the revocation
of malicious vehicles.

5.5 Resist Multiple Types of Attacks

In this subsection, we will demonstrate and analyze the
ability of the scheme to resist five common attacks.

Simulating Attacks. Assume that an  attacker
can forge and generate a valid message tuple
{Aji,M,PID;j;, Vo, ,Vji tti}.  This means that
the attacker can forge the valid signature of vehicle
V;. We have already analyzed the reliability and
integrity of the message of the scheme, that is, the
attacker cannot forge a wvalid signature, because
the forgery is impossible unless three partial keys
are obtained at the same time. The probability
of forging legitimate message signatures can be

ignored.
Tampering Attacks. Suppose an attacker
can forge and  generate  message  tuple

{Aj i, M,PID;;,Vpi,, 74 tt;} of vehicle V;. It
means that the attacker can forge the valid signature
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Table 3: Operations and description used

Operations Descriptions Time(ms)
top The execution time of a bilinear pairing operation 4.211
topm The execution time of a scalar multiplication operation related to the bilinear pairing  1.709
topa The execution time of a point addition operation related to the bilinear pairing 0.0071
tem The execution time of a scalar multiplication operation 0.442
tesm The execution time of a small scale multiplication operation 0.0138
tmtp The time to perform a MapToPoint operation 4.406

of vehicle V;, but the operation process of message
signature ensures the uniqueness of the message.
This is almost impossible without solving the
ECDLP.

Repeat Attacks. When the recipient receives the mes-
sage, at first it will check whether the timestamp tt;
is refreshed. Repeated message tuple will be rejected
by the recipient. Therefore, the scheme can resist
repeated attacks.

Man-in-the-middle Attacks. In the above analysis,
all messages must be signed, and the message sig-
natures cannot be forged without obtaining the pri-
vate key. Therefore, the proposed scheme can resist
man-in-the-middle attack.

Private Key Stolen Attacks. In the scheme, the sig-
nature of the message requires completed system pri-
vate key s, RSU’s private key t,, and OBU’s private
key Vi, . Even if the system master key s or the vehi-
cle private key Vi, are leaked to the adversary under
a side-channel attack, it is still unable to generate a
valid message signature. Therefore, the scheme can
resist private key stolen attacks.

6 Performance Evaluation

In this section, we will evaluate the performance of the
scheme, which includes verification and communication
costs. In addition, we will compare the scheme with other
existing schemes in VANETSs. We set the security level to
80 bits and use an elliptic curve additive group G, which
means p and ¢ are primes of two 160 bits. Here we use a
bilinear pairing: G; X G; — G to ensure that the secu-
rity level is 80 bits, where G is the additive group on the
elliptic curve, and the embedding degree is 2. We ignore
the time required for general hash operation, XOR opera-
tion and general multiplication. In the scheme, the vehicle
pseudonym is generated by RSU that has super comput-
ing power. Therefore, we do not consider to compare the
time of signature generation in comparison. We adopt
the experiment and evaluation method in [25]. Accord-
ing to the experiment in [25], we show that the execution

time and description of the main encryption operations
are listed in Table

6.1 Verification Cost

The cryptographic operations in the schemes of Ali et
al. |1], Azees et al. |2] and Horng et al. [12] are based on bi-
linear pairing, the scalar multiplications are performed on
elliptic curves that is related to bilinear pairing. The cryp-
tographic operations in the schemes of Wang et al. [21],
Lo et al. [16], Xiong et al. [23] and the proposed scheme,
the scalar multiplication is performed on a given elliptic
curve. We will analyze the execution time of one message
single verification and multiple message batch verification
in detail for the above four schemes.

For the single verification of Ali et al. [1], the vehicle
needs to execute one bilinear pairing operation, one scalar
multiplication operation and one point addition operation
that are related to bilinear pairing, therefore, the time
that required to verify the single message is 1ty + 1tppm +
1typa = 5.9271 ms; for the batch verification of multiple
messages, the verifier needs to execute one bilinear pairing
operation, n scalar multiplication operations and n point
additions operations that are related to bilinear pairing,
therefore, the time that required to verify n messages is
typ + Nlopm + Nppa = 1.7161n 4+ 4.211 ms. Similarly, in
the scheme of Horng et al. [12], the time that required
to verify the single message is 2tp, + 2tppm + ltmeypy ~
16.246 ms, the time that required to verify n messages is
2typ + 208ppm + NEmep = 7.824n 4 8.422 ms. In the scheme
of Azees et al. |2, the time that required to verify the
single message is 2ty + Stppm + 2thpe ~ 16.9812 ms, the
time that required to verify n messages is (n + 1)tp, +
5ntppm + 2ntppe = 12.7702n + 4.211 ms.

For the single verification of proposed scheme, the ve-
hicle needs to execute three scalar multiplication opera-
tions and one small scale multiplication operation, there-
fore, the time that required to verify the single message
is 3tem + ltesm =~ 1.3398ms; for the batch verification of
multiple messages, the verifier needs to execute (n + 2)
scalar multiplication operations and n small scale multi-
plication operations, therefore, the time that required to
verify n messages is (14 2)tepm + nlesm ~ 0.4558n +0.884
ms. Similarly, in the scheme of Wang et al. [21], the
time that required to verify the single message is 4t.,, ~
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Table 4: Comparison of verification cost

Schemes Single verification(ms)

Batch verification (ms)

Ali et al.’s scheme [1]
Horng et al.’s scheme [12]
Azees et al’s scheme [2]
3t ~ 1.326
At ey =~ 1.768
3tem + tesm ~ 1.3398
3tem + tesm ~ 1.3398

Lo et al.’s scheme [16]
Wang et al.’s scheme [21]
Xiong et al.’s scheme [23]

The proposed scheme

1ty + Uppm + Lppe =~ 5.9271
2lpp + 2tppm + 1y ~ 16.246
2tpp + Stppm + 2tppe ~ 16.9812

top + ntppm + Nlppe = 1.7161n + 4.211
2tpp + 2ntppm + Ntmep ~ 7.824n + 8.422
(n 4 D)tpp + Sntppm + 2ntppe =~ 12.7702n + 4.211
(n 4+ 2)tem + 2ntesm ~ 0.4696n + 0.884
(21 + 3)tem + 2ntesm = 0.9116n + 1.326
(n + 2)tem + Ntesm =~ 0.4558n + 0.884
(n+ 2)tem + ntesm = 0.4558n 4 0.884

1.768 ms, the time that required to verify n messages is
(2n+3)tem +2ntesm =~ 0.9116n+1.326 ms. In the scheme
of Lo et al. [16], the time that required to verify the single
message is 3te, &~ 1.326 ms, the time that required to ver-
ify n messages is (n + 2)tem + 2ntesm ~ 0.4696n + 0.884
ms. In the scheme of Xiong et al. [23], the time that
required to verify the single message is 3tem + fesm =
1.3398 ms, the time that required to verify n messages is
(n + 2)tem + ntesm ~ 0.4558n + 0.884 ms.
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Figure 2: Verification operation cost of multiple messages

The calculation cost comparison of all schemes is listed
in Table[d] Figure[2]shows a comparison of the verification
cost of the scheme. According to Table [ and Figure [2]
the proposed scheme, the schemes of Lo et al. [16], Wang
et al. [21] and Xiong et al. [23] have higher certification
efficiency than the schemes of Horng et al. [12], Azees et
al. [2] and Ali et al. |1], since these schemes use elliptic
curve encryption instead of bilinear pairing. Compared
with other schemes, the proposed scheme does not preload
the master key of the system into TPD, and generate
pseudonyms by RSU. Therefore, the proposed scheme has
higher security and pseudonym generation efficiency.

6.2 Communications Cost

In this subsection, we will analyze the other communi-
cation costs of the proposed scheme, which includes the
communication costs in addition to the message itself,
such as signature, pseudonym, certificate and so on. Com-
munication costs for five schemes are listed in Table [l

Table 5: Comparison of communication cost

Schemes a message(bytes) n message (bytes)

Ali et al. [1] 536 536n
Horng et al. [12] 388 388n
Azees et al. |2] 848 848n
Lo et al. [16] 188 188n
Wang et al. [21] 124 124n
Xiong et al. [23] 128 128n
The proposed scheme 124 124n

In the scheme of Ali et al. |1], the vehicle broad-
casts {AID; 1,AID; 2, X;,Y;,60,t;} to the recipient, where
AlID;1,X;,Y,0 € G1,AID; 5 € Zy and t; is the time
stamp. Therefore, the communication cost is 4 * 128 +
20 + 4 = 536 bytes. In Horng et al’s scheme [12],
the vehicle broadcasts {PID}, PID?,0} to the recipi-
ent, where PID}, PID? o0 & Gy, thus the communi-
cation cost is 3 x 128 + 4 = 388 bytes. In Azees et
al.’s scheme [2], the vehicle broadcasts its signature mes-
sages {sig || Y || Certy} to the verifier, where Cert; =
e | B || DIDws | 5 2 e |l Al o1 || o),
{sig, Ei; DIDyi, Yu; Vo, Yi} € G1,{\, 01,02} € Zj, thus
the communication cost is 6 x 128 44 x 20 = 848 bytes. In
Lo et al’s scheme [16], the vehicle broadcasts {PID; =
(PID;1,PID;2,t;),tt;,0 = (K;, R;, V;)} to the recipient,
where PID; 1, K;, R;,V; € G, PID; 5 € Zy and {;, tt; are
timestamps, thus the communication cost is 4x40+420-+4x
2 = 188 bytes. In Wang et al.’s scheme [21], the vehicle
broadcasts {PIDid = (PID1i7j,PID21'7j),Uiyj,v;,j,tti}
to the recipient, where PID2; ;,U; ; € G, PID1;5,V; ; €
Zy and tt; is timestamp, thus the communication cost is
2%40+2%20+4 = 124 bytes. In Xiong et al.’s scheme [23],
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the vehicle broadcasts {A;:, PID; i, Spub;, Tji; Bjirtji}
to the recipient, where A;;, Spun; € G, PID;;, b5 € Zs
and Tj;, tt; are timestamps, thus the communication
cost is 2 %40 + 2 % 20 + 4 x 2 = 128 bytes. In the
proposed scheme, the vehicle broadcasts message tuple
{Aji, M, PID;;, Vi, ,7j, tt; } to the surrounding receiv-
ing unit, where Aj;;,Vpr, € G, PIDj;,v;; € Z; and
tt; is time stamp. Therefore the communication cost is
2% 40+ 2 %20 4+ 4 = 124 bytes. The communication costs
of the five schemes are shown in Figure According to
the Figure [3| the proposed scheme has a very low com-
munication cost compared with other schemes.

10*
T
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—~
@z g FHomsaw iz /,/. |
*; —o— Azeces et al. [2] /,,/
<o Lo et al. [16] e
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Figure 3: Communication cost of multiple messages

7 Conclusion

In this study, a secure and efficient conditional privacy-
preservation scheme that based on identity for V2V and
V2I communication in VANETS has been proposed. Since
the signature key of the vehicle message is generated by
the private key of TA, RSU and vehicle itself, the mes-
sage will not be signed if any part of the private key
is missing, so this scheme can stop attacker forging the
message. In addition, the pseudonym is generated by
RSU, which reduces the burden of TA calculation and
pseudonym management. It also means that malicious ve-
hicles can be effectively revoked from VANETS as long as
the RSU stops providing pseudonyms and corresponding
private keys. Performance evaluation results reveal that
the scheme has higher verification efficiency and lower
communication cost.
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