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Abstract

Traditional encryption schemes cannot realize encrypted
data searching in cloud computing. To solve this issue,
several notions have been proposed. One of the con-
cepts is identity-based encryption with an equality test
(IBEET). Although an IBEET scheme in the standard
model was proposed by Lee et al., their approach is gen-
eral and inefficient. In this paper, we construct a concrete
IBEET scheme that can achieve full security in the stan-
dard model, and our scheme is more efficient than Lee et
al.’s scheme under the same conditions. More specifically,
our scheme improves by about 75.1% in the encryption al-
gorithm compared with their scheme.
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1 Introduction

In recent years, the application of cloud computing has
become more and more widespread. A growing number
of files are stored in cloud servers, and to prevent these
data leaks, they have been encrypted. But in addition
to storing them, cloud servers need to process these en-
crypted data so that users can use them in the future.

To calculate encrypted data, many new issues have
arisen, such as auditing [4], encrypted data searching [6],
and so on. To realize encrypted data search, a new
concept – public key encryption with keyword search
(PKEKS) was presented by Boneh et al. [6]. PKEKS
schemes can search for encrypted data, but can’t de-
crypt it. Later, to realize the decryption function, a
new method – public key encryption scheme with equal-
ity test (PKEET) was presented by Yang et al. [27]. This
kind of scheme combines the public key encryption (PKE)
and searchable encryption (SE), so they can decrypt ci-
phertexts and judge whether the messages corresponding
to the ciphertexts are the same even if the public keys

to encrypt the messages are different. Another PKEET
scheme was presented by Zhang et al., and the scheme
was more efficient and achieved security in the standard
model (SM) [28]. But PKEET has the problem of certifi-
cate management. Later, to solve this problem, another
new method – identity based encryption with equality test
(IBEET) was proposed by Ma [19]. And she gave the first
concrete IBEET scheme that achieved one-way security
under chosen-ciphertext attack (OW-CCA). Many peo-
ple have conducted further research on IBEET based on
the concept of Ma. A semi-generic approach for IBEET
schemes and PKEET schemes was presented by Lee et
al. [10]. Also, a general approach for PKEET schemes
was presented by Lin et al. [17] and their construction
could be easily extended to IBEET schemes. An effi-
cient IBEET scheme was presented by Wu et al. [24].
Because the HashToPoint function is time-consuming, to
reduce its use to improve efficiency, the scheme uses bilin-
ear pairing. Later this scheme was applied to the smart
grid of smart city [25]. In the equality test schemes, it
is a difficult task to solve the security problem of inter-
nal attacks. To solve the problem, a new equality test
scheme was presented by Wu et al. [26] by using iden-
tity based cryptography. But by using an attack, Lee et
al. [12] proved that Wu’s scheme didn’t achieve the secu-
rity they required, and they gave a modification method.
Later, to resist insider attack in cloud computing, Seth
Alornyo et al. [2] proposed a new scheme by using a wit-
ness based cryptographic primitive with an added pairing
operation. And they refered to their scheme as identity
based public key cryptographic primitive with delegated
equality test against insider attack in cloud computing
(IB-PKC-DETIA). A new IBEET scheme presented by
Seth Alornyo et al. [1] was used to detect malware and
verify encrypted data. An efficient identity based pri-
vacy information sharing scheme was presented by Wu
et al. [23]. The scheme uses a similarity test to search
for data similar to the target data on data that has been
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encrypted in the cloud environment. IBEET solves the
problem of PKEET, but it has the problem of key es-
crowing. To solve this problem, a new concept – certifi-
cateless PKEET (CL-PKEET) was presented by Qu et
al. [20]. Later, the IBEET scheme of Ma was proved by
Liao et al. that isn’t OW-CCA secure [15], and they im-
proved the scheme. A new concept – IBEET supporting
flexible authorization (IBEET-FA) was presented by Li et
al. [14]. Using the RSA assumption, Ramadan et al. [21]
presented an efficient IBEET scheme. Later, by introduc-
ing group mechanism into IBEET, a novel concept – group
IBEET (G-IBEET) was presented by Ling et al. [18].
Seth Alornyo et al. [3] combined the concepts of key-
insulated encryption (KIE) and identity-based encryption
with the equality test (IBEET) to obtain identity-based
key-insulated encryption with equality test (IB-KIEET).
And their scheme reduced the possibility of key exposure
by adding the key-insulated mechanism. Recently, a gen-
eral approach for PKEET which achieved security in the
SM was presented by Lee et al. [11] and the approach can
also be extended to the IBEET scheme.

As far as we know, for IBEET systems, except a general
approach presented by Lee et al. [11] which can achieve se-
curity in the SM, all others achieve security in the random
oracle model (ROM). Lee et al. constructed the generic
IBEET scheme by combining a hierarchical identity based
encryption scheme (HIBE), a strongly unforgeable signa-
ture scheme, and a cryptographic hash function and they
require that the HIBE scheme is 3-level and the signa-
ture is one-time. And to ensure the scheme’s equality
test function, security in the SM, and the validity of ci-
phertexts, the generic approach needs to use the HIBE
scheme to encrypt twice and the signature scheme to sign
once. So the efficiency of their scheme is not high.

In this paper, we present a novel IBEET scheme which
achieves full security in the SM. Firstly, we give the defi-
nitions of the IBEET model and the security model. Sec-
ondly, we construct our IBEET scheme based on compos-
ite order bilinear groups and prove it achieves one-way
and indistinguishability security under chosen-identity
and chosen-ciphertext attack (OW/IND-ID-CCA). Fi-
nally, the scheme is compared with the existing IBEET
schemes. As far as we know, we present the first concrete
IBEET scheme for full security in the SM. The contribu-
tions of our paper are as follows.

� We present a fully secure IBEET scheme by using
the Lewko and Waters’ IBE scheme [13] and a vari-
ant of their scheme, so the bilinear group on which
our scheme is based is of composite order and our
scheme’s basic theory is the dual system encryption
technology studied by Lewko and Waters. Based on
the subgroup decision problem, our scheme is proven
to achieve OW/IND-ID-CCA security. It can be used
for encrypted search or encrypted classification of in-
formation with high-security requirements.

� Our scheme doesn’t need additional calculations to
enhance security, such as the one-time signature

scheme [11] and the interpolating polynomial with
degree two [17]. While our scheme directly uses
the bilinear Diffie-Hellman (BDH) problem to en-
sure the ciphertext is valid and cannot be tampered
with. It means that our scheme only needs to encrypt
a message and an “authentication code” to realize
the encryption of messages, the validation of cipher-
texts, and the equality test on ciphertexts. Thus, the
structure of our proposed scheme is simpler, and our
scheme is more efficient. More specifically, compared
with the only existing IBEET scheme that is secure
in the SM [11], our scheme improves by about 75.1%
in the encryption algorithm. Thus, our scheme is
more suitable for sensor networks.

Now, we give the organization of the rest of our pa-
per. Section 2 mainly gives the application scenario of
IBEET schemes, the basic concepts which will be used,
and the definitions of the IBEET model and the security
model. Then in section 3, we give the concrete structure
of our scheme and prove that it achieves OW/IND-ID-
CCA security in the SM. And in section 4, we improve
our scheme and analysis its security. Next, in section 5,
we compare the scheme in section 3 with other IBEET
schemes in terms of computational costs, security, and
parameter sizes. In the end, there is a summary of this
paper in section 6.

2 Preliminary

Here, we will give the application scenario of IBEET
schemes and the definitions of the IBEET scheme and
the security model and review some basic knowledge.

2.1 Application Scenario

Ma [19] first proposed the concept of IBEET and intro-
duced the application scenario of the IBEET algorithm in
the same paper. In simple terms, the IBEET algorithm
can search and classify encrypted files using encrypted
keywords without revealing any information. For exam-
ple, a hospital information management system, as shown
in Figure 1. Alice and Bob are doctors in the same hospi-
tal. They will upload the patient information to the cloud
server, and to facilitate searching, they will add some key-
words after each case. To protect the patient information,
they will use their ID to encrypt the cases and keywords,
so the server cannot know the uploaded case information
and its keywords. Then the ordinary algorithms cannot
complete the search without decryption, while the IBEET
algorithm can. It uses trapdoors to match the keyword
ciphertext of one case with the keyword ciphertext of an-
other case to judge whether their corresponding keywords
are equal so that the encrypted cases can be searched by
using their encrypted keywords and they are classified ac-
cording to keywords. And no patient information will be
disclosed during the whole process.
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Figure 1: An example of IBEET

2.2 Composite Order Bilinear Groups

Boneh, Goh, and Nissim [7] first gave the definition of
composite order bilinear group. We use a group generator
G to define it. G is an algorithm. The input of it is a
security parameter k and the outputs are G, GT , N =
p1p2p3, e, where the order of cyclic groups G and GT

is N , p1, p2, p3 are three different primes, and the map
e : G×G→ GT has the following properties:

1) (Bilinear) ∀h1, h2 ∈ G,α, β ∈ ZN , e(h1
α, h2

β) =
e(h1, h2)

αβ .

2) (Non-degenerate) ∃h ∈ G, so that e(h, h) has order
N in GT .

We suppose the group descriptions of G and GT con-
tain generators for each cyclic group. The subgroup of
order pi in G is denoted by Gpi

, where i = 1, 2, 3. It
is worth noting that if gi is an element of Gpi

, gj is an
element of Gpj , and i ̸= j, then e(gi, gj) is the identity
element (denoted by 1) of GT . For example, we assume
that i = 1, j = 2, and the generator of G is denoted by g.
Then the generator of Gp3

is denoted by gp1p2 , the gener-
ator of Gp2

is denoted by gp1p3 and the generator of Gp1

is denoted by gp2p3 . Thus, for some α, β, g1 = (gp2p3)α

and g2 = (gp1p3)β . We find:

e(g1, g2) = e(gp2p3α, gp1p3β) = e(gα, gp3β)p2p3p1 = 1.

This is the orthogonality property of the subgroups of
order pi in G where i = 1, 2, 3 and we will use it in our
construction and proof.

2.3 Dual System Encryption

Waters proposes a new methodology – dual system en-
cryption [22], and its function is to prove the security of
encryption systems, but it has a shortcoming, that is, it
is not enough to realize short ciphertexts if it is directly
applied. To solve this problem, Lewko and Waters [13] de-
signed a new method to realize dual system encryption. A
dual system has two types of ciphertexts and keys: normal

form and semi-functional form. But the semi-functional
form is only used for security proof. Normal ciphertexts
can be decrypted by two kinds of keys. And normal keys
can decrypt two kinds of ciphertexts. However, semi-
functional keys aren’t able to decrypt semi-functional ci-
phertexts. And the dual system uses a sequence of indis-
tinguishable games to prove itself is secure. The specific
proof method will be introduced in the scheme proof later.

2.4 Model of IBEET

There are six algorithms in an IBEET scheme, includ-
ing Setup, Extract, Encrypt, Decrypt, Trapdoor, and
Test [15].

Setup (k). The input is a security parameter k, and the
output is public parameters PK and a master key
msk.

Extract (ID, msk). The inputs are an identity ID ∈
{0, 1}∗ and msk, and the output is the corresponding
private key skID of ID.

Encrypt (M , ID). The inputs are a message M and an
identity ID ∈ {0, 1}∗, and the output is a ciphertext
C.

Decrypt (skID, C). The inputs are a ciphertext C en-
crypted with an identity ID ∈ {0, 1}∗ and the private
key skID of ID, and the output is a message M .

Trapdoor (ID, skID). The inputs are an identity ID ∈
{0, 1}∗ and skID, and the output is a trapdoor tdID
of ID.

Test (CA, tdA, CB, tdB). The inputs of the algorithm
are a ciphertext CA encrypted with an identity
IDA ∈ {0, 1}∗, the trapdoor tdA of the identity
IDA, and a ciphertext CB encrypted with an iden-
tity IDB ∈ {0, 1}∗, the trapdoor tdB of the identity
IDB , and the output is “1” if CA and CB correspond
to the same message, otherwise the output is “0”.

Correctness. To be correct, these algorithms need to
satisfy two conditions:

1) When skID is the private key generated by Ex-
tract algorithm given ID, then

∀M : Decrypt(skID, C) = M

where C = Encrypt(M, ID).

2) When tdA and tdB are trapdoors generated by
Trapdoor algorithm given IDA and IDB , then

∀M,M ′ : Test(CA, tdA, CB , tdB) = 1,

if and only if M = M ′

where CA = Encrypt(M, IDA) and CB =
Encrypt(M ′, IDB).
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2.5 Security Model

Our IBEET security models are mainly defined for two
types of adversaries: Type-I adversary that has a trap-
door of the target identity and Type-II adversary that
has no trapdoor of the target identity.

Next, we give specific definitions of the two security
models. The first one is the definition of the one-way
security under chosen-identity and chosen-ciphertext at-
tack (OW-ID-CCA) against Type-I adversaries, and the
second one is the definition of the indistinguishability se-
curity under chosen-identity and chosen-ciphertext attack
(IND-ID-CCA) against the Type-II adversaries.

Definition 1 (OW-ID-CCA against Type-I Adversaries).
An IBEET scheme achieves OW-ID-CCA security if the
probability of any PPT adversary A winning in the follow-
ing game with the challenger C is negligible in the security
parameter k:

Setup. C executes Setup(k) and sends the public param-
eters PK to A.

Phase 1. The following oracles can be adaptively
queried by the adversaryA polynomially many times.

OExt: The input of this oracle is an identity IDi,
and the output is a private key skIDi

of the identity
IDi.

ODec: The inputs are an identity IDi and a cipher-
text Ci encrypted with IDi, and the output is the
corresponding message Mi of the ciphertext Ci.

OTd: The input of this oracle is an identity IDi, and
the output is a trapdoor tdIDi

of IDi.

Challenge. A chooses a target identity ID∗ that has
never been asked in OExt in Phase 1, and then
sends ID∗ to C. C chooses a random message M ,
computes a challenge ciphertext C∗

ID∗ by executing
Encrypt(ID∗, M), and sends C∗

ID∗ to A.

Phase 2. This phase is the same as Phase 1, but queries
of A has the following limitations:

(a) A cannot query the oracle OExt for ID∗.

(b) A cannot query the oracle ODec for the pair of
ID∗ and C∗

ID∗ .

Guess. A outputs M ′.

If M ′ is equal to M , then the adversary A wins and
the advantage is defined as

AdvOW−ID−CCA
A,IBEET (k) := Pr[M = M ′].

Definition 2 (IND-ID-CCA against Type-II Adver-
saries). An IBEET scheme achieves IND-ID-CCA secu-
rity if the probability of any PPT adversary A winning in
the following game with the challenger C is negligible in
the security parameter k:

Setup. C executes Setup(k) and sends the public param-
eters PK to A.

Phase 1. The following oracles can be adaptively
queried by the adversaryA polynomially many times.

OExt: The input of this oracle is an identity IDi,
and the output is the private key skIDi

of IDi.

ODec: The inputs are an identity IDi and a cipher-
text Ci encrypted with IDi, and the output is the
corresponding message Mi of the ciphertext Ci.

OTd: The input of this oracle is an identity IDi, and
the output is a trapdoor tdIDi of the identity IDi.

Challenge. A chooses a target identity ID∗ that has
never been asked in OExt and OTd in Phase 1, and
two messages M0, M1, which have the same length,
and then sends ID∗,M0,M1 to C. C computes a chal-
lenge ciphertext C∗

ID∗,b by executing Encrypt(ID∗,
Mb), and sends C∗

ID∗,b to A, where b is randomly
chosen from {0, 1}.

Phase 2. This phase is the same as Phase 1, but the
query of A has the following limitations:

(a) A cannot query the oracle OExt and the oracle
OTd for the target identity ID∗;

(b) A cannot query the oracle ODec for the pair of
ID∗ and C∗

ID∗,b.

Guess. A outputs b′, where b′ is equal to 0 or 1.

If b′ = b, then A wins, and the advantage is defined
as

AdvIND−ID−CCA
A,IBEET (k) :=| Pr[b = b′]− 1

2
|

3 Our IBEET Scheme

Here, we first give the concrete structure of our IBEET
scheme which is based on the IBE scheme presented by
Lewko and Waters [13]. The order of the composite order
bilinear group we use is N = p1p2p3, and the identity is
the element of ZN . Then our scheme is proved to achieve
full security in the SM.

3.1 Construction

The existing generic IBEET scheme [11] encrypts twice to
implement the encryption and testing function and uses
the one-time signature scheme to enhance the security of
their scheme. But our scheme only needs to use the same
identity ID to encrypt twice. The first encryption is to
encrypt the message M directly, which achieves the en-
cryption function, and the other is to encrypt urH1(M),
which is mainly used to achieve the correctness verifica-
tion of decrypted message and the function of equality
test. And because it is hard to solve the discrete log-
arithm problem, we can’t get rH1(M) even if we know
urH1(M) and u, thus, the second encryption does not leak
M . Thus, compared with the scheme in [11], our scheme
doesn’t need additional calculations to enhance security.

The specific scheme design is as follows:



International Journal of Network Security(VDOI: 1816-3548-2022-00022) 5

Setup. The input is a security parameter k ∈ Z+,
and the output is the public parameter PK =
(N, u, g, h, e, e(g, g)α1 , e(g, g)α2 , H1, H2).

The specific meaning is as follow:

� G is a multiplicative group, GT is a cyclic group
and their order is N . Gpi

represents the sub-
group of group G of order pi.

� N = p1p2p3, where p1, p2, p3 denote three dif-
ferent prime numbers.

� e : G×G→ GT is a bilinear map.

� H1 : GT → ZN and H2 : GT → Gp1 are two
collision-resistant hash functions1.

� u, g, h ∈ Gp1
, α1, α2 ∈ ZN , and they are ran-

dom.

� The master key msk consists of α1, α2, and the
generator of group Gp3 .

Extract. The inputs are an identity ID and msk, and
the output is the following private key skID =
(skID,1, skID,2, skID,3, skID,4) for ID where s1, s2 ∈
ZN , P3, P

′
3 ∈ Gp3

are chosen at random:

skID,1 = gs1P3,

skID,2 = gα1(uIDh)
s1
P ′
3,

skID,3 = gs2P3,

skID,4 = gα2(uIDh)
s2
P ′
3.

Encrypt. The inputs are ID and a message M ,
and the output is the following ciphertext C =
(C0, C1, C2, C3) where r ∈ ZN is chosen at random:

C0 = Me(g, g)α1r,

C1 = (uIDh)
r
,

C2 = gr,

C3 = urH1(M)H2(e(g, g)
α2r).

Decrypt. The algorithm takes skID and C encrypted
with ID as inputs, and then computes a message M ′

by using the orthogonality of subgroups of group G
and the bilinearity of the bilinear map, and finally
outputs it. The calculation process is as follows:

e(skID,2, C2)

e(skID,1, C1)
=

e(g, g)α1re(uIDh, g)s1r

e(uIDh, g)s1r

= e(g, g)α1r,

C0

e(g, g)α1r
= M ′.

It’s worth noting that we need to verify the validity

1Based on the difficulty of integer factoring, when H1 is collision-
resistant, it is also collision-resistant in the case of modulo p1.

of the message M ′, the process is as follows:

X =
e(skID,4, C2)

e(skID,3, C1)

U =
C3

H2(X)

e(U, g)
?
= e(u,C2)

H1(M
′)

If e(U, g) = e(u,C2)
H1(M

′), then output M ′, other-
wise output ⊥.

Trapdoor. The inputs are ID and skID and the output
is a trapdoor tdID = (tdID,1, tdID,2) that is formed
as:

tdID,1 = skID,3 = gs2P3,

tdID,2 = skID,4 = gα2(uIDh)s2P ′′
3 .

Test. The algorithm takes a ciphertext CA encrypted
with an identity IDA, the trapdoor tdA for the iden-
tity IDA, and a ciphertext CB encrypted with an
identity IDB , the trapdoor tdB for the identity IDB

as input, verifies whether the corresponding message
MA of CA is equal to the corresponding message MB

of CB and outputs the result. The calculation pro-
cess is as follows:

First, the algorithm computes the parameters as fol-
lows:

EA =
e(tdIDA,2

, CA,2)

e(tdIDA,1
, CA,1)

= e(g, g)α2rA ,

XA =
CA,3

H2(EA)
= urAH1(MA),

EB =
e(tdIDB,2

, CB,2)

e(tdIDB,1
, CB,1)

= e(g, g)α2rB ,

XB =
CB,3

H2(EB)
= urBH1(MB).

Then it verifies if e(CA,2, XB) = e(CB,2, XA) is true.
If it is true, MA is equal to MB , otherwise, they are
not equal.

3.2 Correctness

Here, we verify the correctness.

Correctness of Decryption Algorithm.

X =
e(skID,4, C2)

e(skID,3, C1)

=
e(g, g)α2re(uIDh, g)s2r

e(uIDh, g)s2r

= e(g, g)α2r

U =
C3

H2(e(g, g)α2r)
= urH1(M)

e(U, g) = e(urH1(M), g) = e(u, g)rH1(M)

e(u,C2)
H1(M

′) = e(u, gr)H1(M
′) = e(u, g)rH1(M

′).
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So if e(U, g) = e(u,C2)
H1(M

′), then M ′ = M .

Correctness of Test Algorithm.

e(CA,2, XB) = e(grA , urBH1(MB))

= e(g, u)rArBH1(MB)

e(CB,2, XA) = e(grB , urAH1(MA))

= e(g, u)rBrAH1(MA).

So if e(CA,2, XB) = e(CB,2, XA), then MA = MB ,
otherwise MA ̸= MB .

3.3 Security

We firstly give the complexity assumptions that we need
to use in the proof. These assumptions are similar to the
assumptions of Lewko and Waters [13]. These assump-
tions don’t depend on how many times an attacker asks,
so they are static. Assumption 1 is the subgroup decision
problem and the order of this group is the product of three
different prime numbers. And in Appendix A of [13], by
using the theorems in [9], Lewko and Waters proved that
if computing a nontrivial factor for the group order is dif-
ficult, these assumptions are valid in the general group
model.

Assumption 1 (Subgroup decision problem for
three primes). We give the following definition of the
distribution, where G is a group generator:

G = (N = p1p2p3, G,GT , e)
R←− G, g R←− Gp1

,

Z1
R←− Gp3

,

F = (G, g, Z1), T1
R←− Gp1p2 , T2

R←− Gp1 .

The definition of the advantage that Assumption 1 is
broken by an algorithm A is as follows:

Adv1G,A(k) := |Pr[A(F, T1) = 1]− Pr[A(F, T2) = 1]|.

It can be noticed that T1 is an element of Gp1p2
, so it

can be seen as the product of the elements in Gp1
and

Gp2
. And these elements are called the “Gp1

part of T1”
and the “Gp2 part of T2” respectively. This nomenclature
is going to be used in the proof.

Definition 3. We define G satisfies Assumption 1 if for
any polynomial time algorithm A, Adv1G,A(k) is negligi-
ble.

Assumption 2. We give the following definition of
the distribution, where G is a group generator:

G = (N = p1p2p3, G,GT , e)
R←− G, g,X1

R←− Gp1 ,

Y1, Y2
R←− Gp2

, Z1, Z2
R←− Gp3

,

F = (G, g,X1Y1, Z1, Y2Z2), T1
R←− G, T2

R←− Gp1p3
.

The definition of the advantage that Assumption 2 is
broken by an algorithm A is as follows:

Adv2G,A(k) := |Pr[A(F, T1) = 1]− Pr[A(F, T2) = 1]|.

Definition 4. We define G satisfies Assumption 2 if for
any polynomial time algorithm A, Adv2G,A(k) is negligi-
ble.

Assumption 3. We give the following definition of
the distribution, where G is a group generator:

G = (N = p1p2p3, G,GT , e)
R←− G, α, r

R←− ZN ,

g
R←− Gp1

, Y1, Y2, Y3
R←− Gp2

, Z1
R←− Gp3

,

F = (G, g, gαY1, Z1, g
rY2, Y3), T1 = e(g, g)αr, T2

R←− GT .

The definition of the advantage that Assumption 3 is
broken by an algorithm A is as follows:

Adv3G,A(k) := |Pr[A(F, T1) = 1]− Pr[A(F, T2) = 1]|.

Definition 5. We define G satisfies Assumption 3 if for
any polynomial time algorithm A, Adv3G,A(k) is negligi-
ble.

Then because we need to use semi-functional cipher-
texts and keys in our proof, we now give the definitions of
them. And the generator of the subgroup Gp2

is denoted
by g2.

Semi-functional Ciphertext. We create the follow-
ing semi-functional ciphertext C ′ = (C ′

0, C
′
1, C

′
2, C

′
3):

C ′
0 = C0,

C ′
1 = g

czc1
2 C1,

C ′
2 = gc2C2,

C ′
3 = g

czc2
2 C3.

where a normal ciphertext C = (C0, C1, C2, C3) is gener-
ated by the encryption algorithm and c, zc1 , zc2 ∈ ZN are
random exponents.

Semi-functional Key. We create the following semi-
functional key sk′ID = (sk′ID,1, sk

′
ID,2, sk

′
ID,3, sk

′
ID,4):

sk′ID,1 = gk2skID,1,

sk′ID,2 = gkzk2 skID,2,

sk′ID,3 = gk2skID,3,

sk′ID,4 = gkzk2 skID,4.

where skID = (skID,1, skID,2, skID,3, skID,4) is a normal
key and k, zk ∈ ZN are random exponents.

It is worth noting that an extra factor of
e(g2, g2)

ck(zk−zc1 ) will obscure the blinding factor if
a semi-functional ciphertext is decrypted by a semi-
functional key. And a semi-functional key can still
decrypt a semi-functional ciphertext if zc1 is equal to zk.
Although these semi-functional keys have terms in Gp2

,
they can still perform the decryption function, so we call
they are nominally semi-functional keys.

Now, we begin to prove our scheme achieves IND-ID-
CCA security.

We will use a sequence of games to prove the scheme
is IND-ID-CCA secure. GameReal is the first game which
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is the real security game. GameRestricted is the second
game and it is like the first game, but when the value of an
identity equals the value of the challenge identity modulo
p2, the attacker can’t query a private key for it, so there is
a stronger restriction that the identities must be unequal
modulo N in GameRestricted, and the restriction will also
be maintained in the following games. We set the number
of times the attacker queries the private key is denoted by
q. We set Gamek as follows, where k is from 0 to q:

Gamek. This is similar to the second game, but the
form of ciphertexts and keys received by the attacker
is different: ciphertexts and the first k keys are semi-
functional and the rest keys are normal. Therefore, there
are only normal keys and semi-functional ciphertexts in
Game0, and there are only semi-functional keys and ci-
phertexts in Gameq.

GameFinal is the last game. It is similar to Gameq, but
the semi-functional ciphertext is the result of encrypting
a random message rather than one of the two messages
chosen by the attacker.

We use the following four lemmas to prove that each of
these games is indistinguishable. And it should be noted
that in the following proof, the private keys created by
the algorithm B and the private keys created by the real
system are identically distributed, so B is able to respond
to the decryption queries, the private key queries, and so
on, which are asked by the algorithm A.

Lemma 1. Assume an algorithm A exists which makes
GameRealAdvA −GameRestrictedAdvA = ε. We are able
to construct an algorithm B which has the advantage ≥ ε

2
to break Assumption 1 or 2.

Proof. B receives g, Z1, then it and A can simulate
GameReal together. A produces two identities: ID and
ID∗. ID−ID∗ is divided by p2 and ID ̸= ID∗ moduloN .
The probability that A produces these two identities is ε.
B produces a nontrivial factor n = gcd(ID − ID∗, N) by
using ID and ID∗. We set m = N

n , so N = nm = p1p2p3.
Therefore, n is divided by p2. Let’s think about two cases:
the first one is that m is divided by p1 and the second is
that n = p1p2 and m = p3. The probability that at least
one of these two cases must occur is ≥ ε

2 .
In the first case, B breaks the first assumption. B re-

ceives g, Z1 and T , and then it verifies that gm is the
identity element to prove that m is divided by p1. And B
tests whether Tm is the identity element. If it is, T is an
element in Gp1

, otherwise, T is an element in Gp1p2
.

In the second case, B breaks the second assumption.
B receives g, X1Y1, Z1, Y2Z2 and T , and then it verifies
that (X1Y1)

n is the identity element to prove n = p1p2 is
true. And B tests whether e((Y2Z2)

m, T ) is the identity
element. Because of n = p1p2 and N = nm = p1p2p3,
m = p3 is true. If T ∈ Gp1p3

, we can find that
e((Y2Z2)

m, T ) is the identity element by using the orthog-
onality of subgroups. However, when T is an element of
all the other subgroups of the group G, we can find that
none of e((Y2Z2)

m, T ) is the identity element. And T is
an element in a subgroup of G, so T ∈ G. Therefore, if

e((Y2Z2)
m, T ) is the identity element, T ∈ Gp1p3 , other-

wise, T ∈ G.

Lemma 2. Assume an algorithm A exists which makes
GameRestrictedAdvA −Game0AdvA = ε. We are able to
construct an algorithm B which has the advantage ε to
break Assumption 1.

Proof. Given g, Z1, and T , B and A can simulate
GameRestricted or Game0. First, B sets the public
parameters {N, u, g, h, e, e(g, g)α1 , e(g, g)α2 , H1, H2}, in
which H1, H2 are two collision-resistant hash functions,
α1, α2, x, y ∈ ZN are random exponents chosen by B
and g = g, u = gx, h = gy. And then B sends the
parameters to A. When A asks B for a private key of
an identity IDi, B sets the private key as follows, where
ai, bi, si,1, si,2 ∈ ZN are random exponents chosen by B:

skID,1 = gsi,1Z1
ai ,

skID,2 = gα1(uIDih)si,1Z1
bi ,

skID,3 = gsi,2Z1
ai ,

skID,4 = gα2(uIDih)si,2Z1
bi .

B receives a challenge identity ID∗ and two messages:
M0, M1 from A. Then it sets the following ciphertext,
where β randomly chosen by B is 0 or 1:

C0 = Mβe(T, g)
α1 ,

C1 = T xID∗+y,

C2 = T,

C3 = T xH1(Mβ)H2(e(T, g)
α2).

We can find that the Gp1
part of T is gr in this cipher-

text. And when T ∈ Gp1
, the ciphertext is normal. When

T ∈ Gp1p2
, it is semi-functional, and zc1 = xID∗ + y and

zc2 = xH1(Mβ). And since zc1 (mod p2) isn’t related to
x (mod p1) and y (mod p1), its distribution is correct.
Therefore, by using the output of A, the possibilities of
T can be distinguished by B.

Lemma 3. Assume an algorithm A exists which makes
Gamek−1AdvA − GamekAdvA = ε. We are able to con-
struct an algorithm B that has the advantage ε to break
Assumption 2.

Proof. Given g, X1Y1, Z1, Y2Z2, T , B sets the pub-
lic parameters {N, u, g, h, e, e(g, g)α1 , e(g, g)α2 , H1, H2},
in which H1, H2 are two collision-resistant hash functions,
α1, α2, x, y ∈ ZN are random exponents chosen by B and
g = g, u = gx, h = gy. And then it sends these parame-
ters to A. When B responds to the ith key for IDi, the
value of i influences the form of the private key which B
responds.

If i < k, the private key it creates is semi-functional.
And the key is formed as follows, where ai, ci, si,1, si,2 ∈
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ZN are random exponents chosen by B:

skID,1 = gsi,1(Y2Z2)
ai ,

skID,2 = gα1(uIDih)si,1(Y2Z2)
ci ,

skID,3 = gsi,2(Y2Z2)
ai ,

skID,4 = gα2(uIDih)si,2(Y2Z2)
ci .

We find that ai (mod p2) isn’t related to ai (mod p3)
and ci (mod p2) is also not related to ci (mod p3), so
the semi-functional key is correctly distributed and gk2 is
equal to Y ai

2 .
If i > k, the private key that B creates is normal. And

the key is formed as follows, where ai, bi, si,1, si,2 ∈ ZN

are random exponents chosen by B:

skID,1 = gsi,1Z1
ai ,

skID,2 = gα1(uIDih)si,1Z1
bi ,

skID,3 = gsi,2Z1
ai ,

skID,4 = gα2(uIDih)si,2Z1
bi .

If i = k, the following private key is created, where
zk = xIDk + y and ak, bk ∈ ZN are random exponents
chosen by B:

skID,1 = T,

skID,2 = gα1T zkZ1
bk ,

skID,3 = T ak ,

skID,4 = gα2(T ak)
zkZ1

bk .

At some point, B receives a challenge identity ID∗ and
two messages: M0, M1 from A. Then it sets the following
ciphertext, where β chosen by B is randomly 0 or 1:

C0 = Mβe(X1Y1, g)
α1 ,

C1 = (X1Y1)
xID∗+y,

C2 = X1Y1,

C3 = (X1Y1)
xH1(Mβ)H2(e(X1Y1, g)

α2).

We can find that this makes gr = X1, zc1 = xID∗ + y
and zc2 = xH1(Mβ). Because f(ID∗) = xID∗ +
y (mod p2) is a pairwise independent function, unless
IDk ̸= ID∗(mod p2) is true, zc1 and zk don’t seem to
be randomly distributed to A. x (mod p1) isn’t related
to x (mod p2) and y (mod p1) is also not related to
y (mod p2). Moreover, if IDk ≡ ID∗(mod p2), the key
request made by A is invalid. This is where the extra
modular constraint is used.

The relationship between zc1 and zk is hidden from A,
but it is very important: if B creates a semi-functional
ciphertext encrypted with IDk and decrypts it to test
whether key k is a semi-functional key, then because zc1
is equal to zk, no matter whether k is semi-functional
or normal, B will decrypt the ciphertext successfully. In
other word, the semi-functional key k created by B is only
nominal.

If T ∈ Gp1p3
, then Gamek−1 has been simulated by B

correctly. And if T ∈ G, then Gamek has been simulated
by B correctly. Therefore, B is able to distinguish the
possibilities of T by using the result that A outputs.

Lemma 4. Assume an algorithm A exists which makes
GameqAdvA−GameFinalAdvA = ε. We are able to con-
struct an algorithm B that has the advantage ε to break
Assumption 3.

Proof. Given g, gαY1, Z1, g
rY2, Z2, and T , B sets the pub-

lic parameters {N, u, g, h, e, e(g, g)α1 , e(g, g)α2 , H1, H2},
in which H1, H2 are two collision-resistant hash func-
tions, x, y ∈ ZN are random exponents chosen by B
and g = g, u = gx, h = gy, e(g, g)α1 = e(gαY1, g),
e(g, g)α2 = e(g, g)α1 . And then B sends the parame-
ters to A. When B responses a semi-functional private
key for an identity IDi, it sets the key as follows, where
si,1, si,2, zi, bi, ai, ki ∈ ZN are random exponents chosen
by B:

skID,1 = gsi,1Y3
kiZ1

ai ,

skID,2 = gα1Y1(u
IDih)si,1Y3

ziZ2
bi ,

skID,3 = gsi,2Y3
kiZ1

ai ,

skID,4 = gα2Y1(u
IDih)si,2Y3

ziZ2
bi .

B receives a challenge identity ID∗ and two messages:
M0, M1 from A. Then it sets the following ciphertext,
where β chosen by B is randomly 0 or 1:

C0 = MβT,

C1 = (grY2)
xID∗+y,

C2 = grY2,

C3 = (grY2)
xH1(Mβ)H2(T ).

We can find that this makes zc1 = xID∗ + y and zc2 =
xH1(Mβ). And since zc1 is only modulo p2, and u = gx

and h = gy are elements of the subgroup Gp1
, when B

randomly chooses x and y modulo N , x (mod p1) and
y (mod p1) aren’t related to zc1 = xID∗ + y (mod p2).

If T = e(g, g)αr, the correctly distributed semi-
functional ciphertext is obtained by encrypting Mβ . If T
is a random element in the group GT , the semi-functional
ciphertext is obtained by encrypting a random message.
Therefore, by using the output of A, the possibilities of
T can be distinguished by B.

Theorem 1. If Assumption 1, 2, 3 hold and the
hash functions are collision-resistant, our IBEET system
achieves IND-ID-CCA security in the SM.

Proof. If Assumption 1, 2, 3 hold and the hash functions
are collision-resistant, through these four lemmas, we have
proved that GameReal and GameFinal are indistinguish-
able. And because to the attacker, in GameFinal, the
value of β is information-theoretically hidden, it cannot
gain any advantage to break our IBBET scheme. There-
fore, the IBEET scheme achieves IND-ID-CCA security
in the SM.
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Next, we begin to prove that our scheme achieves OW-
ID-CCA security.

We also use a sequence of games to prove security. And
the definitions of GameReal, GameRestricted and Gamek
in this proof are the same as the definitions of them in the
IND-ID-CCA security proof, thus, so are the definitions
of Game0 and Gameq. But The definition of GameFinal

is different. In this security proof, GameFinal is the same
as Gameq.

We use the following three lemmas to prove each of
these games is indistinguishable. And it should be noted
that in the following proof, the private keys created by
the algorithm B and the private keys created by the real
system are identically distributed, so B is able to respond
to the decryption queries, the private key queries, and so
on, which are asked by the algorithm A.

Lemma 5. Assume an algorithm A exists which makes
GameRealAdvA −GameRestrictedAdvA = ε. We are able
to construct an algorithm B which has the advantage ≥ ε

2
to break Assumption 1 or 2.

Proof. B receives g, Z1, then it and A can simulate
GameReal together. A produces two identities: ID and
ID∗. ID−ID∗ is divided by p2 and ID ̸= ID∗ moduloN .
The probability that A produces these two identities is ε.
B produces a nontrivial factor n = gcd(ID − ID∗, N) by
using ID and ID∗. We set m = N

n , so N = nm = p1p2p3.
Therefore, n is divided by p2. Let’s think about two cases:
the first one is that m is divided by p1 and the second is
that n = p1p2 and m = p3. The probability that at least
one of these two cases must occur is ≥ ε

2 .
In the first case, B breaks the first assumption. B re-

ceives g, Z1 and T , and then it verifies that gm is the
identity element to prove that m is divided by p1. And B
tests whether Tm is the identity element. If it is, T is an
element in Gp1

, otherwise, T is an element in Gp1p2
.

In the second case, B breaks the second assumption.
B receives g, X1Y1, Z1, Y2Z2 and T , and then it verifies
that (X1Y1)

n is the identity element to prove n = p1p2 is
true. And B tests whether e((Y2Z2)

m, T ) is the identity
element. Because of n = p1p2 and N = nm = p1p2p3,
m = p3 is true. If T ∈ Gp1p3

, we can find that
e((Y2Z2)

m, T ) is the identity element by using the orthog-
onality of subgroups. However, when T is an element of
all the other subgroups of the group G, we can find that
none of e((Y2Z2)

m, T ) is the identity element. And T is
an element in a subgroup of G, so T ∈ G. Therefore, if
e((Y2Z2)

m, T ) is the identity element, T ∈ Gp1p3 , other-
wise, T ∈ G.

Lemma 6. Assume an algorithm A exists which makes
GameRestrictedAdvA −Game0AdvA = ε. We are able to
construct an algorithm B that has the advantage ε to break
Assumption 1.

Proof. Given g, Z1, and T , B and A can simulate
GameRestricted or Game0. First, B sets the public
parameters {N, u, g, h, e, e(g, g)α1 , e(g, g)α2 , H1, H2}, in

which H1, H2 are two collision-resistant hash functions,
α1, α2, x, y ∈ ZN are random exponents chosen by B
and g = g, u = gx, h = gy. And then B sends the
parameters to A. When A asks B for a private key of
an identity IDi, B sets the private key as follows, where
ai, bi, si,1, si,2 ∈ ZN are random exponents chosen by B:

skID,1 = gsi,1Z1
ai ,

skID,2 = gα1(uIDih)si,1Z1
bi ,

skID,3 = gsi,2Z1
ai ,

skID,4 = gα2(uIDih)si,2Z1
bi .

B receives a challenge identity ID∗ from A. Then it
sets the following ciphertext, where M is a random mes-
sage chosen by B:

C0 = Me(T, g)α1 ,

C1 = T xID∗+y,

C2 = T,

C3 = T xH1(M)H2(e(T, g)
α2).

We can find that the Gp1
part of T is gr in this cipher-

text. And when T ∈ Gp1
, the ciphertext is normal. When

T ∈ Gp1p2 , it is semi-functional, and zc1 = xID∗ + y and
zc2 = xH1(M). And since zc1 (mod p2) isn’t related to
x (mod p1) and y (mod p1), its distribution is correct.
Therefore, by using the output of A, the possibilities of
T can be distinguished by B.

Lemma 7. Assume an algorithm A exists which makes
Gamek−1AdvA − GamekAdvA = ε. We are able to con-
struct an algorithm B that has the advantage ε to break
Assumption 2.

Proof. Given g, X1Y1, Z1, Y2Z2 and T , B sets the pub-
lic parameters {N, u, g, h, e, e(g, g)α1 , e(g, g)α2 , H1, H2},
in which H1, H2 are two collision-resistant hash functions,
α1, α2, x, y ∈ ZN are random exponents chosen by B and
g = g, u = gx, h = gy. And then it sends these parame-
ters to A. When B responds to the ith key for IDi, the
value of i influences the form of the private key which B
responds.

If i < k, the private key it creates is semi-functional.
And the key is formed as follows, where ai, ci, si,1, si,2 ∈
ZN are random exponents chosen by B:

skID,1 = gsi,1(Y2Z2)
ai ,

skID,2 = gα1(uIDih)si,1(Y2Z2)
ci ,

skID,3 = gsi,2(Y2Z2)
ai ,

skID,4 = gα2(uIDih)si,2(Y2Z2)
ci .

We find that ai (mod p2) isn’t related to ai (mod p3)
and ci (mod p2) is also not related to ci (mod p3), so
the semi-functional key is correctly distributed and gk2 is
equal to Y ai

2 .
If i > k, the private key that B creates is normal. And

the key is formed as follows, where ai, bi, si,1, si,2 ∈ ZN
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are random exponents chosen by B:

skID,1 = gsi,1Z1
ai ,

skID,2 = gα1(uIDih)si,1Z1
bi ,

skID,3 = gsi,2Z1
ai ,

skID,4 = gα2(uIDih)si,2Z1
bi .

If i = k, the private key is created as follows. B first
sets zk = xIDk + y and chooses two random exponents
ak, bk ∈ ZN . And then the specific construction of the
key is:

skID,1 = T,

skID,2 = gα1T zkZ1
bk ,

skID,1 = T ak ,

skID,3 = gα2(T ak)
zkZ1

bk .

At some point, B receives a challenge identity ID∗ from
A. Then it sets the following ciphertext, where M is a
random message chosen by B:

C0 = Me(X1Y1, g)
α1 ,

C1 = (X1Y1)
xID∗+y,

C2 = X1Y1,

C3 = (X1Y1)
xH1(M)H2(e(X1Y1, g)

α2).

We can find that this makes gr = X1, zc1 = xID∗ +
y and zc2 = xH1(M). Because f(ID∗) = xID∗ +
y (mod p2) is a pairwise independent function, unless
IDk ̸= ID∗(mod p2) is true, zc1 and zk don’t seem to
be randomly distributed to A. x (mod p1) isn’t related
to x (mod p2) and y (mod p1) is also not related to
y (mod p2). Moreover, if IDk ≡ ID∗(mod p2), the key
request made by A is invalid. This is where the extra
modular constraint is used.

The relationship between zc1 and zk is hidden from A,
but it is very important: if B creates a semi-functional
ciphertext encrypted with IDk and decrypts it to test
whether key k is a semi-functional key, then because zc1
is equal to zk, no matter whether k is semi-functional
or normal, B will decrypt the ciphertext successfully. In
other word, the semi-functional key k created by B is only
nominal.

If T ∈ Gp1p3 , then Gamek−1 has been simulated by
B correctly. And if T ∈ G, then Gamek has been simu-
lated by B correctly. Thus, B is able to distinguish the
possibilities of T by using the result that A outputs.

Theorem 2. If Assumption 1, 2 hold and the hash func-
tions are collision-resistant, the IBEET scheme is OW-
ID-CCA secure in the SM.

Proof. If Assumption 1, 2 hold and the hash functions
are collision-resistant, through the three lemmas, we have
proved that GameReal and GameFinal are indistinguish-
able. In GameFinal, both ciphertexts and private keys are
semi-functional, and semi-functional keys cannot decrypt

semi-functional ciphertexts, so each message is equally
likely to be encrypted. Thus, the probability of the at-
tacker guessing the message M correctly is 1

N . This prob-
ability is negligible, so to the attacker, the value of M is
hidden with an overwhelming probability, and the advan-
tage of the attacker to break the IBBET system is negligi-
ble. Therefore, our IBEET scheme is OW-ID-CCA secure
in the SM.

4 Improved Scheme

In the previous scheme, the trapdoor is only related to
the private key, which means that as long as the cloud
server obtains the trapdoor of the user, it can match all
his ciphertexts. This may lead to the abuse of the trap-
door, which is not conducive to the user’s control of his
information. Therefore, this section improves the previ-
ous scheme. And in the improved scheme, the trapdoor is
related to the private key and the ciphertext (or message).

4.1 Construction

Compared with the previous scheme, the improved
scheme only improves the trapdoor algorithm and the test
algorithm. The details of these two improved algorithms
are as follows.

Trapdoor: The inputs are the private key skID
corresponding to ID and a ciphertext C =
(C0, C1, C2, C3), and the output is a trapdoor tdID
that is formed as:

tdID =
e(skID,4, C2)

e(skID,3, C1)
= e(g, g)α2r,

Test: The algorithm takes a ciphertext CA encrypted
with an identity IDA, the trapdoor tdA for the iden-
tity IDA, and a ciphertext CB encrypted with an
identity IDB , the trapdoor tdB for the identity IDB

as input, verifies whether the corresponding message
MA of CA is equal to the corresponding message MB

of CB and outputs the result. The calculation pro-
cess is as follows:

First, the algorithm computes the parameters as fol-
lows:

XA =
CA,3

H2(tdA)
= urAH1(MA),

XB =
CB,3

H2(tdB)
= urBH1(MB).

Then it verifies if e(CA,2, XB) = e(CB,2, XA) is true.
If it is true, MA is equal to MB , otherwise, they are
not equal.

In addition, the correctness verification of the improved
scheme is the same as that of the previous scheme.
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4.2 Security

We can find that compared with the improved scheme,
the previous scheme leaks part of the private key, which
means that the security of the previous scheme is stronger
than that of the improved scheme. Thus, as long as the
previous scheme is secure, the improved scheme is secure.
And Theorem 1 and Theorem 2 have been proved that the
previous scheme can achieve OW/IND-ID-CCA security,
so the improved scheme can also achieve OW/IND-ID-
CCA security.

In addition, according to the definition of the IND-ID-
CCA security model, we can find that the cloud server
cannot match the ciphertext without obtaining the trap-
door of the ciphertext. Otherwise, the attacker in the
security model can obtain two ciphertexts by encrypting
the challenge messages using non-target identity, and then
match them with the challenge ciphertext C∗

ID∗,b to ob-
tain the message corresponding to C∗

ID∗,b without know-
ing the trapdoor of C∗

ID∗,b. Thus, as long as the scheme
is IND-ID-CCA secure, the cloud server must obtain the
trapdoor of the ciphertext before matching it. According
to the analysis, the improved scheme can realize IND-
ID-CCA security, so the cloud server can only match the
ciphertexts which it has known the trapdoors. Therefore,
the improved scheme ensures that the trapdoor will not
be abused.

5 Analytical Evaluation

Here, we compare our scheme in section 3 and the schemes
mentioned in [10, 11, 16, 19, 24] for performance, and we
mainly compare in terms of computational costs, security,
and parameter sizes.

5.1 Symbol Definition

In Table 1, we will define some symbols that will be used
in this section.

5.2 Comparison Conclusion

According to Table 2, we can find only our scheme and
the scheme in [11] achieve security in the SM, the oth-
ers achieve security in the ROM. And we note that only
the bilinear group on which our scheme is based is of
composite order, the bilinear groups on which the other
schemes are based are of prime order. Compared with the
schemes in [10, 16, 19, 24], our scheme enhance security,
but our scheme is less efficient than them. Furthermore,
Ramadan et al. [21] proposed a highly efficient IBEET
system by using the RSA assumption, but in the same
security conditions, its ciphertext length is much longer
than that of the IBEET scheme which is based on the as-
sumptions on the elliptic curve. And the IBEET systems
of Ma et al. and Wu et al. are proved insecure by Liao et
al. in their security model, and Liao et al. have improved
their scheme [15,16].

Table 1: Meaning of each symbol

Symbol Meaning

Enc encryption algorithm
Dec decryption algorithm
Test test algorithm
EG the computational cost of an exponentia-

tion operation in group G
ET the computational cost of an exponentia-

tion operation in group GT

BP the computational cost of a bilinear map
evaluation

CT ciphertext
TD trapdoor
|Zp| bit-lengths of elements in group Zp

|G| bit-lengths of elements in group G
|GT | bit-lengths of elements in group GT

H hash function
k security parameter

Comp computational costs
Order the order type of the group on which the

algorithm is based

Although our scheme and the generic IBEET scheme
of Lee et al. [11] both achieve security in the SM, they
are very different. Firstly, in Table 2, to compare effi-
ciency, we use the 3-level HIBE scheme in [5] and the
signature scheme in [8] to implement the scheme in [11].
Because the encryption algorithm of our scheme is cal-
culated on the subgroup Gp1

, our scheme’s encryption
algorithm can be regarded as realized on the prime order
group. Thus, we can find that under the same conditions,
our scheme is more efficient. More specifically, accord-
ing to our test data in Table 3, we can find that com-
pared with the scheme in [11], our scheme improves by
about 75.1% in the encryption algorithm. Secondly, the
scheme in [11] is a generic IBEET scheme by combining
a HIBE scheme, a strongly unforgeable signature scheme,
and a cryptographic hash function and they require that
the HIBE scheme is 3-level and the signature is one-time.
While our scheme is the first concrete IBEET scheme of
which the basic theory is the dual system encryption tech-
nology studied by Lewko and Waters, and the bilinear
groups on which our scheme is based is of composite order.
Thirdly, to ensure the scheme’s equality test function and
security in the SM, their scheme encrypts a message and
an “authentication code” by using the same encryption
scheme with different identities and signs the ciphertext
once. While our scheme presented by us just needs to
encrypt a message and an “authentication code” by using
two different encryption schemes with the same identity.
Fourthly, to ensure that ciphertexts are valid and can’t be
tampered with, they use strongly unforgeable signatures,
while we directly use the BDH problem. Finally, they
use the standard hybrid argument to prove their scheme
achieves security, while based on the subgroup decision
problem, we prove our scheme achieves full security by
using the dual system encryption technology. Therefore,
the scheme presented by us and the scheme in [11] use dif-
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Table 2: Comparison of our IBEET with existing schemes

[19] [10] [24] [16] [11] Our

Comp of Enc
4EG + 2ET +

2BP
3EG + 3ET 2ET 2ET

14EG +
2ET + 1BP

4EG + 2ET

Dec 2EG + 2BP 2EG + 3BP 2BP 2BP 14EG + 11BP 6BP

Test 4BP 2EG + 2BP 2ET + 2BP 4BP 12EG + 8BP 6BP

Size of CT 4|G|+ |k| 2|G|+ 5|H| 3|G|+ |H| 3|G|+ |H| (2k+15)|G|+
2|GT |+ |Zp|

3|G|+ |GT |

TD |G| |G| |G| 2|G| 4|G| 2|G|

Security OW-CCA
OW/IND-ID-

CCA2
OW-ID-CCA OW-ID-CCA

OW/IND-ID-
CCA

OW/IND-ID-
CCA

ROM ROM ROM ROM SM SM

Order prime prime prime prime prime composite

Table 3: Computation time in prime order group

Symbol EG ET BP

time
(ms)

1.40 0.14 3.71

ferent basic theories, our scheme construction is simpler.

6 Conclusion

IBEET is an important cryptographic scheme for search-
ing encrypted data in cloud computing. It can decrypt ci-
phertexts and compare ciphertexts to determine whether
the corresponding messages are the same or not. There is
only a generic IBBET scheme [11] which achieves security
in the SM, but the efficiency of it isn’t high. In this paper,
the first concrete IBEET scheme proposed by us achieves
full security in the SM. And to prevent the abuse of trap-
doors, we improve our scheme so that each ciphertext cor-
responds to a different trapdoor. Our schemes don’t need
to use additional calculations to enhance security, so in
the same conditions, the schemes presented by us are more
efficient than the generic scheme. More specifically, com-
pared with their scheme, the encryption algorithm is im-
proved by about 75.1%. Based on the subgroup decision
problem, we prove that our schemes achieve OW/IND-ID-
CCA security in the SM. But by using dual system en-
cryption technology presented by Lewko and Water, the
bilinear group on which our schemes are based is of com-
posite order, so they are not very efficient. Thus, our
future work is to improve the efficiency of our schemes.
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