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Abstract

A ring signature allows one to sign a message anony-
mously. However, each of the previously proposed ring
signature schemes was constructed under one single type
of environment, like the traditional public-key cryptosys-
tem (T-PKC) environment, the identity-based public-
key cryptosystem (IB-PKC) environment, or the certifi-
cateless public-key cryptosystem (CL-PKC) environment.
This paper introduces a heterogeneous ring signature
scheme, which allows n users to form a ring under mixed
public key environments. In our scheme, we let the T-
PKC environment and IB-PKC environment users form a
ring and produce a ring signature using bilinear pairings.
We give a formal definition and a security model of such
a heterogeneous ring signature. Our scheme is proven
existentially unforgeable under the computational Diffie-
Hellman (CDH) assumption in the random oracle model
and can achieve unconditional anonymity. Moreover, the
number of pairing computations in the scheme is constant,
making it one of the highly efficient schemes compared
with other pairing-based ring signature schemes.

Keywords: Bilinear Pairing; Heterogeneous Ring Signa-
ture; Insider Corruption Attacks

1 Introduction

The traditional public key cryptosystem is built on the
public key infrastructure, in which the private key is pro-
duced first, followed by the generation of the correspond-
ing public key. This method of producing the key pair
makes the public key a random string. There is no rela-
tionship between the public key and the user’s identity.
Therefore, it needs a trusted third party, i.e., a certificate
authority, to issue a certificate to bind the public key with
the user’s identity. The cost of certificate management is
considered to be very high in T-PKC.

The identity-based public key cryptosystem [7] can
simplify the public key management. In IB-PKC, the
public key is produced first, followed by the generation

of the private key. In this way, the public key can be
selected according to the user’s identity, such as his/her
e-mail address or telephone number, etc. Obviously, the
cost of the public key management is greatly reduced, be-
cause the certificate issuing part has been omitted. The
drawback of IB-PKC is that it needs a trusted third party,
i.e., a private key generator (PKG), to produce any user’s
private key, which inevitably brings about the key escrow
problem. It is only suitable for the applications where the
PKG can be absolutely trusted.

Ring signature [19] is a group-oriented signature
scheme where the actual signer spontaneously conscripts
other n-1 persons to form a ring, and to generate a sig-
nature on behalf of the ring using his private key and
others’ public keys. The verifier can be convinced that
the signature is made by someone in the ring but does
not know which one this person is. It is impossible to
find out whether two signatures are issued by the same
signer, and the other n-1 persons are even unaware that
they are included in the ring. Unlike the group signa-
ture [2,/10], there is no group manager, setup procedure
or coordination in the ring signature. The ring is ad hoc,
and the anonymity is irrevocable. Thus, ring signatures
can realize signer ambiguity.

Since its introduction, ring signatures have been found
in other valuable applications, such as blockchain privacy
protection |11], e-voting [17] and anonymous cryptocur-
rency transaction [15]. In recent years, researchers have
mainly focused on the study of ring signatures that are
secure against quantum computer attacks, for example,
the lattice-based ring signature [9].

A ring signature scheme involves n users’ public keys.
In practice, users’ public keys may be generated indepen-
dently without any coordination with others, and it is
very likely that these public keys are from different signa-
ture schemes, such as RSA scheme or Schnorr scheme. In
this situation, all above mentioned ring signature schemes
are not suitable. In 2002, Abe et al. [1] proposed a ring
signature scheme that allows mixed use of different fla-
vors of keys at the same time. Their constructions can
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use RSA-type keys and DL-type keys to form a ring. In
2003, Liu et al. |12] proposed the corresponding threshold
ring signature scheme which supports the mix of public
keys for any trapdoor one-way type and three-move type
signature schemes. In this paper, we carried out a fur-
ther study on cases where n public keys in a ring can be
derived from different environments, such as T-PKC envi-
ronment and IB-PKC environment. Due to the diversity
of the world, we cannot force everyone to use the same
public key cryptosystem. In an organization, some peo-
ple may use T-PKC, while others IB-PKC or CL-PKC.
In this situation, schemes [1,|12] are also not suitable, as
they are both under T-PKC. So can we conscript n per-
sons under mixed public key environments to form a ring
and produce a ring signature? In this paper, we give an
affirmative answer and we call this type of ring signature
the “heterogeneous ring signature”. We give a concrete
heterogeneous ring signature scheme where some users
are under the T-PKC environment while others, under
the IB-PKC environment. If there is zero T-PKC user,
our scheme will be reduced to an IB-PKC environment
ring signature; if there is zero IB-PKC user, it will be
reduced to a T-PKC environment ring signature; and if
both of these users exist, it will become a heterogeneous
ring signature. We leave the scheme of combining CL-
PKC environment with other public key environments to
our next-step research work, and do not consider it in this
paper.

We give a formal definition and a security model of
this kind of heterogeneous ring signature and propose a
concrete scheme. Our scheme has the merit of constant
pairing computations, while in many others in the litera-
ture, the number of bilinear pairings often grows linearly
with the ring size n. Then, we prove that our scheme is
unforgeable in the random oracle model under the CDH
assumption, and that the signer ambiguity satisfies uncon-
ditional anonymity. At last, we give an efficiency evalua-
tion on our scheme, which shows it is of high efficiency.

The rest of the paper is organized as follows. In Sec-
tion 2, we introduce the concept of bilinear pairing, the
CDH assumption, and the algorithm constitution and the
security model of the heterogeneous ring signature. In
Section 3, we propose an efficient heterogeneous ring sig-
nature scheme in the random oracle model. In Section
4, we discuss the security and efficiency of the proposed
scheme. In Section 5, we give an application example of
heterogeneous ring signatures. We conclude the paper in
Section 6.

2 Prelimilaries

2.1 Bilinear Pairing

Let (G1,+) and (Ga, -) be two cyclic groups of prime order
q, and g be a generator of G;. The map e : G1 x G; — G4
is said to be an admissible bilinear pairing if the following
three conditions hold.

Bilinearity. for all a,b € Z,, P,Q € G;, we have
e(P*, Q%) = e(P,Q)™.

Non-degeneracy. e(g,9) # lg,-

Computability. for all P,Q € G1, there exists an effi-
cient algorithm to compute e(P, Q).

2.2 Complexity Assumption

Computational Diffie-Hellman (CDH) Problem:
Given (P,aP,bP) € G% for unknown a,b € Z,, one
must compute abP.

The advantage of any probabilistic polynomial time
(PPT) algorithm A in solving the CDH problem in
G is defined as:

ADVPH = Pr{A(P,aP,bP) = abP,a,b € Z,]

CDH assumption: for every PPT algorithm A,

ADV{PH is negligible.

2.3 Definition of Heterogeneous
Signature

Ring

In this paper, we mainly focus on the ring signatures un-
der the T-PKC environment combined with the IB-PKC
environment. For the sake of simplicity, we refer to this
type of heterogeneous ring signature as “heterogeneous
ring signature” in the following context.

A heterogeneous ring signature scheme consists of the
following five algorithms:

Setup(lk): Given a security parameter 1%, it generates
common public parameters Params. The PKG in
the IB-PKC environment generates a master secret
key s and a master public key Ppys.

TPKC — Key — Gen(Params,ID): On input Params,
it generates a public/private key pair (PK,SK). This
algorithm is run by the user in the T-PKC environ-
ment.

IBPKC — Key — Gen(Params, Py, s,ID): On input
Params, the master public key P, the master
secret key s and a user’s identity ID, it generates
a private key Djp for the user ID in the IB-PKC
environment. This algorithm is run by the PKG,
and the PKG sends D;p to the user securely.

RSign(Params,m,SKs or Dip_, R):
On input Params, the message m, a set of
R = (PKy,PKs,..,PK, ,IDy,ID,,.. 1D,
(n1 + ny = n), and the secret key of one member
SKs (s € {1,2,...,n1}) or Dip, (s € {1,2,....,n2}),
it generates a ring signature on (m, R).

RVerify(Params,m,o, R): On inputs Params, the
message m, the ring signature o, and a ring R, the
receiver verifies the validity of the ring signature o.
If it is valid, the ring signature is accepted.
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For  consistency, we require if o =
RSign(Params,m,Dip, or SK, R), it must have
RVerify(Params,m,o, R) = true.

2.4 Security Definitions
neous Ring Signature

of Heteroge-

The security of a heterogeneous ring signature scheme
must satisfy both signer ambiguity and unforgeability as
a normal ring signature. Informally, the signer ambiguity
means no one can identify which signing key is used in
the ring signature. This anonymity can be either compu-
tational or unconditional. In this paper, we mainly focus
on the unconditional anonymity. Unforgeability is the
natural extension of the existential unforgeability against
adaptive chosen message attack in an ordinary signature
scheme. In 2006, Bender et al. |3] introduced a strongest
security model for T-PKC environment ring signatures by
considering insider corruption attacks. In this paper, we
modify it to fit our heterogeneous ring signature scheme.

Definition 1. (Unforgeability) A heterogeneous ring sig-
nature scheme is existentially unforgeable against adap-
tive chosen message attacks (EUF-CMA for short) if no
PPT adversary A has a mon-negligible advantage in the
following game:

Setup: Given a security parameter 1¥, the challenger C
runs the setup algorithm to generate common public
parameters Params. Then he/she runs the TPKC —
Key — Gen algorithm to generate {PKI-,SKZ-}?L’?
key pairs, where p(-) represents a polynomial. Then
C produces a master secret key s and computes the
master public key Ppyy for the IB-PKC' environment

users. C gives Params, Py and the set S def
{PKi}fikl) to A while keeping s and {S’Ki}fikl) se-
cret.

Attack: A can make the following polynomially bounded
number of queries adaptively.

1) TPKC—Corrupt Queries: A submits an index
i (1 <i<p(k)), and C returns SK; to A. Let
C represent the set of corrupted users.

IBPKC — Corrupt Queries: A submits an
identity ID to query for its secret key. C runs
the IBPKC — Key — Gen algorithm to produce
a Dip and returns it to A.

2)

3) RSign Queries: A produces a message
m, and a set of n users’ R = (PKj,
PKs,....,PK,,,ID1,IDs,...,1D,,) (n1 + na =
n). C randomly selects an indexr s from R,
and then runs the RSign algorithm to pro-
duce a ring signature o to A. Let Ry =
(PK;,PKs,...,PK,,). We do not require
Ry C S, which means Ry may contain some

adversarially-generated public keys.

Forgery: The attacker A outputs a forged ring signa-
ture o* on message m*, and n* (n* = nj + n})
users’ ring R* = (PK{,PK}, ..., PK;T,IDLID’Q",
ID;.). Let Ri = (PK{,PKj3,... PK}.) and R} =
(ID%,1ID3, ... ,ID;',‘L;).
must not have made the RSign query of (m*, R*,0™*)
before, Ry C S\C1, and that he/she does not ask
IBPKC — Corrupt queries of each ID; in R5. A
wins the game if RVerify(m*,o*, R*) = true. A’s
advantage is its probability of victory.

The restrictions are that A

Note 1. If we change the restriction of adversary A to
that m has never been queried to the ring signature oracle,
the scheme will suffer from group-changing attacks and
multiple-known-signature existential forgery attacks. If
the condition turns into one where (m, R) has never been
queried to the ring signature oracle, the scheme will suffer
from multiple-known-signature existential forgery attacks.
For a more detailed description, please refer to [15].

Definition 2. (Signer Ambiguity) A  hetero-
geneous  ring  signature  scheme  has  uncondi-
tional signer ambiguity if for any ring signature

o = RSign(Params,m,SK, or Dip,,R), where
s € {1,2,...,n}, any verifier A even with unbounded
computing resources, cannot identify the actual signer
with a probability better than a random guess. In other
words, A can only output the actual signer IDgs with a
probability no better than 1/n (1/(n — 1) if A is in the

signers set).

3 An Efficient Heterogeneous
Ring Signature Scheme

3.1 Concrete Scheme

Setup. Given a security parameter 1*, the PKG selects
two cyclic groups (G1,+) and (G, -) of prime order ¢,
a generator P of G, a bilinear map e : G1 xG1 — Ga,
and two hash functions: H; : {0,1}* — G; and Hy :
{0,1}* — Z;. Then the PKG randomly selects s €
Z;‘ as the master secret key, and sets Py, = sP as
the master public key. The system public parameters
are {e, G1,Ga,q, P, Ppuy, H1, Ha}.

TPKC-Key-Gen. A T-PKC environment user ran-
domly selects = € Z; as his/her private key, and
computes the corresponding public key as PK = zP.

IBPKC-Key-Gen. Let ID, be a user’s identity. The
PKG computes his/her private key as D;p, = s -
Qi1p,, where Qrp, = Hi(ID,,).

RSign. Let R = {PKl,PKQ,...,PKnl, Q]Dl, QID«N ceey
QrIp,,} (n1+n2 =n).

1) If the actual signer belongs to the T-PKC
environment, let his/her private key be g,
where 1 < s < n; and the message M €
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{0,1}*, and he/she produces the ring signature
g = (U117 U12, ceey U1n1 , U21, UQQ, ceey (]2”27 V) as
follows:

a. Randomly chooses Uy; € G; for i €
{1,...,711}\{5}, Uzj S G1 fOI‘j S {1,...,712}

andrEZ;.
b. Computes hy; = Ho(Up, M, R, Ppup)
for i € A{L,..,ni}\{s} and hy; =

HQ(UQJ‘, M, R, Ppub) for jE€ {1, ...,ng}.

% (h1i -

i=1,i#s

c. Computes U3 = rP —

n2

PK; + Uy;) — Y (h2;Qp, + Usj), his =

j=1
Hg(Uls,M,R,Ppub) and V =

hlsxs)Ppub-

2) If the actual signer belongs to the IB-PKC en-
vironment, let his/her private key be Djp_,
where 1 < s < no and the message M €
{0,1}*, and he/she produces the ring signature
g = (U117 U12, ceey U1n1 s U21, UQQ, ceey U2n27 V) as
follows:

(r +

a. Randomly chooses Uy; € Gy for ¢ €
{1,...,”1}, Ugj e Gy fij € {1,...,TL2}\{S}
and r € Z;.

b. Computes hy; = Ha(U14, M, R, P,yp) for i €
{1,...,7?,1} and hgj = H2(U2j, M,R,Ppub)
for j € {1,...,n2}\{s}.

UZS =

no

>, (h2jQrp;, + Usyj),
Jj=1.j#s
hos = Ho(Uss, M, R, Ppyp) and V = (r +

has)Drp, .

RVerify. Given a ring signature o =
(Ull,UlQ,-..,Ulnl,U21,U22,...,Uan, V) on (M,R)
The verifier does the following.

ni

> (b1 -

i=1

c. Computes rQID,

PK; + Uy) —

1) Computes hi; = Ho(Uii, M, R, Ppyy) for i@ €
{1,...,n} and hg; = Hy(Usj, M, R, Ppyy) for
je {1,...,712}.

2) Verifies whether e(P,V)

ny

= e(Ppub7 Z(hll ’

=1
ngy
PK,; + Uli) + Z (thQIDj + U2j))‘
j=1

Note 2. If ny = 0 in the above ring signature, it will
become an identity-based ring signature scheme. If no =
0, it will become a T-PKC environment ring signature
scheme. In the latter case, the Ppyp, in the RSign algo-
rithm can be selected by the actual signer as a random
element of G1.

3.2 Correctness

1) In Case 1 of RSign algorithm, e(P,V) = e(P, (r +
hlsxs)Ppub)

= e(Ppup, (r + h1szs)P)

2.

i=1,i#s

(h2;Qrp, + Usj) + hys - PK)

= e(PpubaUls + (hli - PK; + Ulz) +

n

(3

Jj=1

ni n2
= e(Ppub, ., (h1i- PKi+Uyi) + 3 (hojQ1p; + Uzj))
i=1 j=1
2) In Case 2 of RSign algorithm, e(P,V) =
has)Dip,)

= €(Ppub7 (7”' + h2s)QIDs)

ny
= e(Ppub7 U2s + Z (hlz

e(P, (r +

PK; + Uy) +

=1
> (h2jQrp; +Usj) + has - Qrp,)
j=1,j#s
= e(Ppub, . (h1i- PKi 4+ Uyi) + 3 (hojQ1p; + Uzj))
i=1 Jj=1
4 Analysis of the Proposed

Scheme

4.1 Unforgeability

Theorem 1. In the random oracle model, if there is a
PPT attacker A who acts as a user in the T-PKC en-
vironment to win the game of Definition 1 with a non-
negligible probability € > TVqy /2% (Vo n = qr, (qr, —
1)« .- (qu, — n+ 1)) by making a valid ring signature
of group size n, in polynomial time T, asking at most qs
ring signature queries, qu, Hi queries, qu, Ha queries,
qe, TPKC — Corrupt queries, qg, IBPKC — Corrupt
queries, CDH problem can be solved with probability
e > (e2/66Vy,, ) - (1= 1/p(k)) - 1/(p(k) — qg,) in time
T < 2T + (2n + 1)t,, + 2t,, where p(k) is the total num-
ber of public keys generated by the TPKC — Key — Gen
algorithm, and t,, and t, represent the time for a scalar
multiplication on Gy and a pairing operation respectively.

Proof. Suppose B is given (P,aP,bP) € G$ for random
a,b € Z;. B does not know the values of a and b, and
is asked to compute the value of abP. To utilize at-
tacker A, challenger B will simulate the ring signature
oracle, TPKC — Corrupt oracle, IBPKC — Corrupt or-
acle, Hy oracle and Hs oracle to provide responses to A’s
queries. B maintains two lists L; and L, which are ini-
tially empty.

Let p(-) be a polynomial. B randomly selects s €
{1,2,...,p(k)} and sets PK, = aP. Then B runs
the TPKC — Key — Gen algorithm to produce key
pairs {PK;,SK;} (i € {1,2,...,p(k)}\{s}). Let S =
{PKi}fikl). B gives A the system parameters with Py, =
bP and S = {PKi}kal). We assume A will ask for H1(ID)
before ID is used in any other queries.

H, queries: A supplies an identity ID. B checks list
Lq. If an item for that query is found, the same answer
will be given to A; otherwise, B randomly selects z € Z
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and repeats the process until x is not in list L. B returns
P to A, and stores (ID,x) in list L;.

Hjy queries: A supplies an item (U, M, R, Pyus). B
checks list Ly. If an item for that query is found, the
same answer will be given to A; otherwise, B randomly
selects he € Z and repeats the process until ho is not in
list Ly. B stores the item (U, m, R, Ppyup, he) in list Lo,
and returns hsy to A.

TPKC — Corrupt queries: A submits an index ¢ (1 <
i < p(k)). If i = s, B outputs failure and aborts; or else
B returns SK; to A.

IBPKC—Corrupt queries: A supplies an identity ID.
B returns z(bP) to A.

RSign queries: A supplies a message M and a set of
n users’ R = (PKy, PK,... ,PK,,,ID1,IDs,...,ID,,)
(n1 +ny =n). Let Ry = (PKy, PKs,...,PK,,). B ran-
domly selects an index ¢ € {1,2,...,n1}.

PK,; # PK,. B produces the ring signature o as normal
because B knows the private key of SKj.

PK; = PK;. B produces the ring signature o as follows.

1) Randomly selects U;; € G; for ¢ €
{1,...,na }\{t}, and Uy; € G for j € {1,...,na}.

2) Computes hy; = Ho(Uyi, M, R, Pyyp) for i €
{1,,n1}\{t} and hgj = HQ(UQj,M,R,Ppub)
for j € {1,...,n2}.

3) Randomly selects hy; € Z; and z € Z;, and

computes Uy = zP — hyy - PK; — 21: (h1; -
i=1,it
ng
PK; 4 Uy;) — > (hojQrp; + Usj).
j=1

4) Saves item (U1y, M, R, Ppyp, hay) to list Lo. If a
collision occurs in list Lo, B repeats step (c).

5) Computes V = z(bP) and outputs the signature
o = (U1, Uiz, ..., Urn,, Ua1, Usa, ..., Uzp,, V).

At last, attacker A outputs a forged ring signature
o* on message M*, and n* (n* = n} + n}) users’ ring
R* = (PKiﬂPK;,...,PK:;T,ID{,ID;,...,ID;;). If the
forged ring signature o* is valid and A does not vio-
late the restrictions of Definition 1, according to Ring
Forking Lemma [§], we can get two valid ring signa-
tures o* = (U117 Ulg, ceey Ulnfa U21, UQQ, ceey U2n§ , V*) and
O'/ = (U117 U12, ceey Uln’{; Ugl, UQQ, ) Ugns,v/) such that
hi; # hi; for some i € {1,2,..,n7}, hi; = hj; for all
jeA{1,2,..,ni}\{i} and k%, = h), forallt € {1,2,...,n5}.
If i = s, we can solve the CDH problem as follows: V* —
V' = (hi, — h),)abP, so abP = (V* = V') - (R}, — hy )"t

Now we assess the probability of success. In the
TPKC — Corrupt queries, the probability of A asking
the private key of SK; is 1/p(k). In the forgery stage,
the probability of i = s is 1/(p(k) — qg, ). Combined with
the Ring Forking Lemma, the probability of B succeeding
is & > (£2/66Vy,, ) - (1 — 1/p(k)) - 1/(p(k) — a,).

The RSign algorithm needs n+1 scalar multiplications
on G1, and the RVerify algorithm needs n scalar mul-
tiplications on G; and 2 pairing operations. Combined

with the Ring Forking Lemma, the running time for B is
T < 2T + (2n+ 1)t,, + 2¢,. O

Theorem 2. In the random oracle model, if there is a
PPT attacker A who acts as a user in the IB-PKC en-
vironment to win the game of Definition 1 with a non-
negligible probability ¢ > 7VqH27n/2k by making a valid
ring signature of group size n, in polynomial time T, ask-
ing at most qs ring signature queries, g, H1 queries, qm,
Hs queries, qg, TPKC—Corrupt queries, qg, IBPKC—
Corrupt queries, CDH problem can be solved with prob-
ability & > (£2/66Vy,,, ) - (1 — n3/(qm, + nj))@m2Fn2) .
(nb/qE,)™ in time T' < 2T + (2n 4 1)t,, + 2t,, where n
represents the number of IB-PKC' environment users in a
ring signature.

Proof. Suppose B is given (P,aP,bP) € G3 for random
a,b € Z;. B does not know the values of a and b, and
is asked to compute the value of abP. To utilize at-
tacker A, challenger B will simulate ring signature ora-
cle, TPKC — Corrupt oracle, IBPKC — Corrupt ora-
cle, H; oracle and H> oracle to provide responses to A’s
queries. B maintains two lists L; and L, which are ini-
tially empty.

Let p(-) be a polynomial. B runs the TPKC —
Key — Gen algorithm to produce key pairs {PK;, SK;}
(i €{1,2,...,p(k)}). Let S = {PKi}fikl). B gives A the
system parameters with P,,, = bP and S = {PKi}fikl).
We assume A will ask for Hy(ID) before ID is used in
any other queries.

H, queries: A supplies an identity ID. B checks list
Lq. If an item for that query is found, the same answer
will be given to A; otherwise, B randomly selects z € Z
and repeats the process until x is not in list L;. B then
flips a coin ¢ € {0, 1} that yields 0 with probability n and
1 with probability 1 — 7. (n will be determined later.) If
¢ = 0 then B returns P to A; or else if ¢ = 1 then B
returns z(aP) to A. In either case, B stores (ID,z,c) in
list L1~

H, queries: A supplies an item (U, M,R,P,u). B
checks list Ly. If an item for that query is found, the
same answer will be given to A; otherwise, B randomly
selects ho € Z; and repeats the process until kg is not in
list Lo. B stores the item (U, m, R, Pyyup, he) in list Lo,
and returns hy to A.

TPKC — Corrupt queries: A submits an index ¢ (1 <
i < p(k)). B returns SK; to A.

IBPKC —Corrupt queries: A supplies an identity ID.
B searches ID in list L. If ¢ = 0, then B returns z(bP)
to A; or else if ¢ = 1 then B outputs failure and aborts.

RSign queries: A supplies a message M and a set of
n users’ R = (PKy,PKs,... ,PK,,,,ID1,1Ds,...,1D,,)
(n1 +ny = n). Let Ry = (IDy,IDs,...,I1D,,). B ran-
domly selects an index ¢ € {1,2,...,n2} and searches ID;
in list L for the value of c.

¢ = 0. B produces the ring signature ¢ as normal because
B knows the private key of ID;.
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¢ = 1. B produces the ring signature o as follows.

1) Randomly selects Uy; € Gy for i € {1,...,n1}
and Uy; € Gy for j € {1,...,na}\{t}.

2) Computes hy; = Ho(Uyi, M, R, Pyyp) for i €
{1,...,711}, and th = HQ(U2j7 M,R,Ppub) fOI'
je {177n2}\{t}

3) Randomly selects hoy € Zy and z € Zj, and

ny
computes Us; = zP—hot-Qrp, — > (h1;- PK; +
i=1
na
Uii) = > (h2;Qrp, + Usy).
J=Tj#t

4) Saves item (Ug, M, R, Ppyp, hoy) to list Lo. If a
collision occurs in list Ly, B repeats Step (c).

5) Computes V' = z(bP) and outputs the signature
g = (Ulla U12, ceey Ulnla UQl, UQQ, ceey U2n2, V)

At last, attacker A outputs a forged ring signature
o* on message M*, and n* (n* = n} + n3) users’ ring
R* = (PKf,PK;,...,PK,*L;,IDT,ID;,...,ID;;). If the
forged ring signature o* is valid and A does not vio-
late the restrictions of Definition 1, according to Ring
Forking Lemma [§], we can get two valid ring signa-
tures o* = (UH, Uv127 veey Um;, U21, U22, veey Uan , V*) and
o = (Ull, Uia, ..., Uln”l‘a Us1,Uso, ..., Ugng R V/) such that
h3; # hy,; for some i € {1,2,..,n3}, hy; = hj; for all
jeA{1,2,..,n3}\{i} and b}, = by, forallt € {1,2,...,n}}.

If the corresponding ¢ = 1 of ID; in list Ly, we can
solve the CDH problem as follows: V* — V' = (h}, —
hly;)zabP, so abP = (V* — V') - (hi; — b))~ -2~ h

Now we assess the probability of success. In the
IBPKC — Corrupt queries, the probability that B does
not fail is n?%2. In the forgery stage, the probability of the
corresponding ¢ = 1 of ID; in list Ly is (1 — n)"2. So the
combined probability is 7972 - (1—n)"2. By differentiation,
the maximum of n = ¢g, /(¢g, +n3) and the maximum of
%2 - (1=n)" = (1—n3/(qm, +n3)) 1%+ - (n3 /qm,)"2.
Combined with the Ring Forking Lemma, the probabil-
ity of B succeeding is &’ > (£2/66Vq,,. ) - (1 —n3/(qm, +
n3))45 ) - (0 g, ).

The RSign algorithm needs n+1 scalar multiplications
on G, and the RVerify algorithm needs n scalar mul-
tiplications on G; and 2 pairing operations. Combined
with the Ring Forking Lemma, the running time for B is
T < 2T + (2n + 1)ty + 2t,. O

4.2 Signer Ambiguity

Theorem 3. Our scheme has the unconditional signer
ambiguity.

Proof. Our proof is divided into two cases.

1) For the RSign algorithm of the T-PKC environment.

Since Uy; € Gy for i € {1,..,ni}\{s}, Us; €
Gy for j € {1,..,n2}, and r are randomly se-
lected, (U11,U12,...,Ulnl,Ugl,UQQ,...,U2n2) are uni-
formly distributed. It still has to consider whether

V = (r + h1sxs) Ppup leaks information about the ac-
tual signer. Let us consider the following equation:

e(P,V)=e(P,(r+ hisxs)Ppup)
= e(Ppup, (r + h1szs)P)
= e(Ppub,TP) . e(Ppub, his - PKy)

ny
=  e(Ppup,U1s + Y, (hi - PK; + Uy) +
i=1,its
ng
> (h2jQrp, + Usj)) - e(Ppub, h1s - PKy)
=1

It seems that an attacker can check whether PK; is
the actual signer by checking whether the following
equation holds:

n2

ny
e(Ppub, Ut + D5 (h1i- PKi+Urs) + Y (h2;Qrp, +
i=1,i%t =1

Usy)) = ap i P

However, the equation holds not only when ¢t = s, but
also when Vt € {1,2,...,n1} \{s}, i.e., the signature
is symmetric. Let us see the following:

n1 n
e(Ppup, U+ Y (h1i- PK;i+Uyi)+ (hszIDj +
i=1,it =1
Us;))
ny
:6(Ppub>hls’PKs+Uls*hlt'PKt+ Z (hlz
i=1,i#s
no
PK; +Uy) + Y (h2;Qrp, + Uzj))
=1

= e(Ppuba his- PKs— hy - PK; + TP)
— E(Ppub1hls'PK5+TP)
o e(Ppub,h1t-PKt)

_ e(P(his-zs+7) Ppup) __
- e(Ppulnhlt'PKt)

e(P,V)
e(Ppulnhlt‘PKt)

Thus, V leaks no information about the actual
signer. For any fixed message m and fixed ring R,
(Ull, U12, ceey U1n1 s Ugl, U22, ceey Ugnz, V) are indepen-
dent and uniformly distributed no matter who is the
actual signer. An attacker has no advantage in iden-
tifying the actual signer over random guessing.

2) For the RSign algorithm of the IB-PKC environ-
ment.

The proof is similar to Case 1.

4.3 Comparison of Performance

We compare our scheme with other ring signature schemes
that use bilinear pairings as shown in Table [1} Pa, SM,
FEx and H represent a pairing computation, a scalar mul-
tiplication on GG7, an exponentiation on Go and a map-
to-point hash computation, respectively. |G|, |G2| and
|g| represent the bit length of group G, G2 and order ¢,
respectively. From Table |1} we can see that the pairing
computation of scheme [8] is linear with the ring size n in
the RSign and the Rverify algorithms, and thus it needs
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Table 1: Comparison of performance

Schemes | RSign RVerify Signature-Size

|14 (n+1)-SM 2-Pa+n-SM (n+1)-]Gi]

| 15] 4-Pa+(n+1)-SM+H | 3-Pa+n-SM+Ex+H | |G|+ |Gz +n-|q|
HE| (n+1)-Pa+n-SM 2n-Pa+n-SM |G1|+n-|Ga] +n- g
| [16] 14-SM 6-Pa+2-SM 6]G1]

(18] (n+1)-SM 2-Pa+n-SM n-|Gi] + |G|

| Ours (n+1)-SM 2-Pa+n-SM (n+1)-|Gy]

a huge amount of computation. The computation of our
scheme is the same as those of schemes [4,/18] and shorter
than those of schemes [5/16]. In the aspect of signature
size, scheme [8] has the longest one while scheme [16] has
the shortest one.

To provide more direct comparisons, we adopt the ex-
perimental results of the scheme [6] (a personal computer
with an Intel 17-4510U 2.00 GHz CPU, an 8GB RAM
and running Windows 10 operating system). The com-
putation time of each operation is shown in Table[2] Ac-
cording to the scheme [6], the size of q is 512 bits, and if
the technique of point compression is used, the size of an
element on G1 or G2 is 512 bits, too (a type A pairing
e: G1 x G1 = Gy defined on the curve y? = 2% 4 x over
the field F;, with the order r, where ¢ = 3mod4 is a 512-
bit prime and r is a 160-bit prime factor of ¢ + 1). By
combining Tables[1]and [2] and letting ring n=10, we get
Table 3] From Table [3] we can conclude that our scheme
is one of the highly efficient schemes.

Table 2: Computational time (ms)

Pa SM FEx H
15.500 | 7.736 | 0.160 | 18.673

Table 3: Comparison of performance

RSign | RVerify | Signature-Size
Schemes | (ms) (ms) (bits)
4 85.096 | 108.360 5632
) 165.769 | 142.693 6144
18] 247.860 | 387.360 10752
[16] 108.304 | 108.472 3072
[18] 85.096 | 108.360 5632
Ours 85.096 | 108.360 5632

5 Application

Our heterogeneous ring signature scheme can be widely
applied in the real world. Here we give a concrete example
in the wireless body area network (WBAN) to show its su-
periority. In WBAN, multiple wearable or implanted in-
telligent physiological sensors will collect various vital sig-

nals from a patient in order to monitor his/her health sta-
tus, and these collected signals will be transmitted wire-
lessly to a controller (mobile phone or PDA). Then the
controller will transmit all this information to a remote
health server, so that this information will be shared and
processed by multiple doctors. The doctors should only
obtain the bio-information of the patient without know-
ing any of the private information such as name and age,
etc. Therefore, anonymity must be provided [14]. At the
same time, authentication should also be guaranteed. A
ring signature scheme is very suitable for this scenario as
it can provide both anonymity and authentication at the
same time. But ordinary ring signatures assume that all
signers use the same cryptosystem, that is, they all use
T-PKC, IB-PKC or CL-PKC, but not the mixed cryp-
tosystems. Due to the dynamic feature of the patient
group, they may use different public key cryptosystems.
For example, some patients may use T-PKC, while others
IB-PKC. Our heterogeneous ring signature scheme can
adapt to this situation. It can be illustrated in Figure

The actual signer spontaneously conscripts other n-1
persons to form a ring. In the ring, some patients use
T-PKC, while others IB-PKC. The multiple wearable or
implanted intelligent physiological sensors collect various
vital signals of the patient, and transmit these collected
signals to a mobile phone wirelessly. Then the mobile
phone uses our heterogeneous ring signature scheme to
transmit all this information to a remote health server so
that the doctors can share and process this information.

6 Conclusions

In this paper, we introduce a kind of heterogeneous ring
signature. It enables T-PKC and IB-PKC users to form
a ring and produce a ring signature. We give a concrete
scheme and corresponding formal definition and security
model. Then we prove our scheme to be existentially un-
forgeable under the CDH assumption and able to achieve
unconditional anonymity. Our scheme has the merit of
constant number pairing computations. Compared with
other ring signature schemes, it can be considered a highly
efficient scheme. Future work is to design schemes for CL-
PKC environment combined with other public key envi-
ronment in the random oracle or in the standard model.
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Figure 1: Application of heterogeneous ring signatures in WBAN
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