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Abstract

We show that the scheme [IEEE TCC, 3(2), 233-244,
2015] is not confidential because the proxy can recover
all ciphertexts. It is incompatible with the general sce-
nario of cloud computing, which requires that the client’s
input and output should be kept secret. We also find
that the paradigm of proxy re-encryption in the scheme
is misused, and each private key is generated, which leads
to the loss of confidentiality.
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1 Introduction

Smart grids have been extensively studied and gradually
adopted, because of their pretty efficiency and reliability
over the traditional power grids [10]. But the deployment
of smart grids is often limited to small regions (e.g., within
a city or a small area), due to the difficulties of gathering,
storing, and processing the related information [9]. As we
see, it is not easy to manage a huge amount of informa-
tion received from a large number of front-end intelligent
devices. Besides, it is generally required that a smart grid
should support real-time information processing.

Cloud computing benefits scientific and engineering ap-
plications by supporting a paradigm shift from local to
network-centric computing and network-centric content,
which enables customers with limited computational re-
sources to outsource large-scale computational tasks to
the cloud. In 2013, Liu et al. [16] discussed the prob-
lem of multiowner data sharing for dynamic groups in
the cloud. Chen et al. [6l/25] investigated on achieving se-
cure role-based access control on encrypted data in cloud
storage. Nabeel et al. [17] designed a scheme with privacy

preserving policy based content sharing in public clouds.
In 2016, Khaleel et al. [14122] discussed the possibility of
using caching search engine for files retrieval system, and
using cloud based technique for blog search optimization.

In 2018, Salinas et al. [20,/21] presented an outsourc-
ing scheme for large-scale sparse linear systems of equa-
tions. Ding et al. [§] pointed out that in the Salinas et
al’s scheme the cloud server can recover a client’s in-
put. Recently, Cao and Markowitch [3] argued that in
the discussed scenario it was unnecessary for a client to
outsource the problem because he can finish the computa-
tions locally. Chiou et al. |7] pointed out that the mutual
authentication scheme was flawed. Hsien et al. [4}/5,{12}/15]
have presented some surveys on public auditing for secure
data storage in cloud computing. Wang et al. [13,24]
presented a survey for reversible data hiding for VQ-
compressed images. Very recently, Pan et al. [18,[19}23]
put forth some batch verification schemes for identifying
illegal signatures, smart card-based password authentica-
tion schemes, and data collaboration scheme with hierar-
chical attribute-based encryption in cloud computing.

In 2015, Baek et al. |1] presented a secure cloud com-
puting based framework for big data information man-
agement in smart grids. They also presented a concrete
instantiation based on a proxy re-encryption scheme. But
we find the instantiation is not of confidentiality. In the
proposed proxy re-encryption scheme, the proxy can re-
cover all ciphertexts. The scheme can be greatly simpli-
fied, even if it could be applied to some particular case.

2 Proxy re-encryption
The paradigm of proxy re-encryption is introduced by

Blaze et al. |2], in which a proxy is given a re-encryption
key that allows him to turn a message encrypted under
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: Sender (m) L ———————
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or he is incapable of decrypting

message m

Figure 1: The general proxy re-encryption

a public key pk; into a ciphertext of the same message
under a public key pko, while the prozy cannot learn any-
thing about the message. A delegatee only needs to store
his own decryption key.

There are many applications of proxy re-encryption,
such as forwarding emails and performing operations on
storage-limited or power-limited devices, especially, in the
scenario that the delegator has less computational power
to decrypt, or cannot access to his decryption key tem-
porarily. The delegator can forward a ciphertext to a
semi-trusted proxy and ask him to re-encrypt it under a
delegatee’s public key. The delegatee then decrypts the
new ciphertext and returns the plaintext to the delegator
(see Figure [I)).

Blaze et al. |2] also presented a proxy re-encryption
scheme which can be described as follows.

Setup. Let G be a group of prime order p, g be a gener-
ator.

Key-generation. The users U; and U; choose x;,x; €
Z,, and set public keys X; = ¢g**, X; = g*7 and secret
keys x;, x;, respectively.

Proxy key generation. U; computes the proxy key
R;; = xj/x; mod p, and sends it to the proxy P.

Encryption. For m € G and X, the sender picks r to
compute the ciphertext O = (o, ) = (X7, g" - m).

Re-encryption. Given C9) the proxy P computes v =
affii . The re-encryption ciphertext is C9) = (v, 3).

Decryption. Given C’(i), U, computes m = 6/0[1/“’1'.
Given CU), U; computes m = (/y/%i.

Note that the generation of a proxy key should be elab-
orated under the collaboration of the delegator and the
delegatee, in order to prevent the proxy from recovering
plaintexts.

3 Review of Baek et al.’s scheme

In 2015, Baek et al. [1] presented a scheme for big data
information management in smart grids. It involves many
entities, the private key generator (PKG), the top cloud
(TC), the information storage (IS), Service A, Service B,

-+, and a lot of End-Users (EU). We now describe the
scheme (§4.3, [1]) as follows.

Setup. Let G1, G2 be two groups of prime order ¢, g €
G1 be a generator, e : G; x G; — Gy be a bilinear
map.

Hl : {0, 1}* — Gl, Hg : (Grg — {0, 1}"

for some positive integer n, are two hash functions.
The PKG picks s € Z; to compute u = g°. Set
the master key as s, and the public parameters as
Gl,GQ,e,g,U,Hl,HQ.

Key Generation. Given the Top Cloud’s identity T'C,
the Information Storage’s identity IS, the Service A’s
identity SerA, and the End-User’s identity EU, the
PKG computes the private keys

Kre =

KSerA =

Hi(TC)*, Kis =H1(1S5)*,
Hi(SerA)®, Kpy = H1(EU)®, (1)

for the entities, respectively.

Encryption to Top Cloud. See the original descrip-
tion [1].

Encryption to Information Storage. For a message
M and the identity I.S, an EU picks r € Z, to com-
pute the ciphertext Crs = (C1, Cs), where

Cl = g’r‘, 02 =M - e(uaHl(Is))r'
Note that M = Cs/e(Cy, Ki5s).

Proxy Re-encryption Key. For the identity SerA, the
IS picks 7 € Zg4, T' € G to compute the re-encryption
key RK1s s5era = (R1, Ro, R3), where

Ry =g" Ry =T-e(u,Hi(SerA))", Ry = K; 4 Ha(T).

Decryption by Service. Given (C1,C3), the Service A
uses Kgera and (R, Ro, R3) to recover the plaintext

M = Cs-e(Cy, R3)/e(C1, Ha(R2/e(Ksera, R1))). (2)
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’ End-User: {Kgu} ‘ M

(C1,C2)

’ Information Storage: {Krs} ‘ M = C3/e(Cy,Krs)

(C1,C2)

’ Service A: {Ksera, R1, R2, R3} ‘

\
M = C5-e(C1,R3)/e(C1, H2(R2/e(Ksera, R1)))

Figure 2: The data flow in Baek et al.’s scheme

4 Analysis end, it suffices to compute the ciphertext Cgera =
(C1, (), where
The data flow in the scheme can be depicted by Figure
We now want to stress that the scheme is flawed. Ci=g", Cy=M-e(u,Hi(Serd)),

e The scheme is not of confidentiality. As we know, # €7 is a random number
q .

in the scenario of cloud computing, it requires that
the message M should be protected from the cloud.
But in the scheme, except the Information Storage
and the Service A, the Top Cloud can also recover
the message (§4.3, [1]).

The scheme misused the paradigm of prory re-
encryption. The target receiver, the Information
Storage, is also viewed as the proxy (Figure 7,
[1]). That means there is no true proxy. In fact,
(R1, Ra, R3) is solely generated by the IS, and is sent
to the Service A. Besides, the ciphertext (C1,Cs) is
directly forwarded to A. Its sketch is just that

. confer .
Target receiver Other receivers,
(R1,R2,R3)
encrypt M .
Sender Target receiver
(C1,C2)
forward .
Other receivers.
(C1,C2)

It is not in accord with the general proxy re-
encryption. The phrase “re-encryption” is clearly
misused.

FEach private key in the scheme is simply generated
(see Equation (IJ)). No sophisticated key-generation
skill is adopted. No collaboration for generating keys
between participants is necessarily involved. The
simple key generation directly results in the loss of
confidentiality.

The hash function Hs : Go — {0,1}" is falsely spec-
ified. By the definition e : G; x G; — Go, and the
computation e(Cy,Ha(Ra/e(Ksera, R1))), we know
it should be corrected as Ho : Gy — Gy.

Even if the scheme could be applied to some extreme
case, it can be greatly simplified. For example, the IS
can encrypt M under A’s identity as usual. To this

Given Cgera, the Service A only needs to compute
M = Cy/e(Cr, Kgern). (3)

The new sketch is just that:

encrypt M

Sender —————— Target receiver
(C1,C2)
encrypt M .
il Other receivers,
(C1,C2)

which is not of any confidentiality, either. Compared
with the original, however, the revision is quite ef-
ficient, because the Service A only needs to do one
pairing (see Equation ), instead of two pairings
(see Equation )7 where e(Kgera, R1) is indepen-
dent of any component of a ciphertext, and can be
previously computed and stored. By the way, the
computation of a pairing is considered somewhat ex-
pensive, which has been also discussed to outsource
to servers [11].

5 Conclusion

We show that the Baek et al.’s scheme is insecure because
of its simple key generation. In the proposed scheme, the
paradigm of proxy re-encryption is also misunderstood.
We want to stress that the confidentiality in the scenario
of cloud computing should be carefully considered.
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