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Abstract

Multicast technology can establish point-to-multipoint
network connections among multicast group members,
which can effectively solve the problems of communica-
tion transmission from single point to multi-point and is
widely used in the field of internet information service.
Multicast key management is the key to secure multi-
cast communication. With the increment of multicast
group members, the key technologies in existing multi-
cast key management schemes, such as session key agree-
ment among group members and the key update caused
by dynamic changes of group members, are facing new
challenges. Most of the existing multicast key manage-
ment schemes rely on the logical key tree, which is not
suitable for networks with many group members. In this
paper, based on a hierarchical distributed mechanism, a
dynamic multicast key management scheme based on a
grouped linked list is proposed using timestamps, hash
functions, elliptic curve cryptosystems, etc. The proposed
scheme is proved secure in formal analysis based on BAN
logic. Security characteristics analysis shows that the
proposed scheme is suitable for multicast communication
with large-scale dynamic groups with high-security per-
formance. It can provide confidentiality, forward security,
and backward security in multicast communication and
resist replay attacks and conspiracy attacks. Meanwhile,
the proposed scheme improves the efficiency in agreement
and updates the group session key.

Keywords: Dynamic Group; Group Linked List; Key
Management; Multicast

1 Introduction

Group-oriented internet information services, such as
online live broadcasting, web TV, distance education,
telemedicine, real-time video conferencing, etc., usually
need to establish a secure channel to safely transmit data
from an entity to a group of receivers through an open net-
work. Take the electronic health social system shown in

Figure [I] for instance, the patients diagnosed and treated
by the same medical institution form a patient group.
Communication between different groups with safely es-
tablished group session key may provide patients an effec-
tive way to share treatment experience, exchange medical
information and establish supportive relationships [25].

KGC (Key Generation
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Figure 1: Electronic health social system

In order to realize such a secure group communication
channel, group users need to share a group session key.
Only group users who have the shared group session key
can decrypt ciphertext generated by other group users.
The purpose of multicast key management is to achieve
efficient update of group session keys on the basis of en-
suring communication security, reducding the calculation
overhead of group session key update, and ensuring that
only legitimate members of the group can own the group
session key, and adapting to the dynamic change of mem-
bership, that is, when a user leaves or joins a group, the
leaving user cannot obtain the communication data in the
future group, and the newly added user cannot decrypt
the communication data in the previous group. The secu-
rity performance achieved by the efficient and secure mul-
ticast key management solution includes providing confi-
dentiality, forward security, backward security, resistance
to replay attacks, accomplice attacks, and providing high
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efficiency with small overhead in calculation, storage and
network communication. The most effective method to
improve the efficiency is to reduce the communication
overhead. Since the scale of group members is huge, the
reduction of communication overhead will greatly reduce
the transmission burden of the network and effectively im-
prove the efficiency of key management [1,/12}/141[27]. Ac-
cording to the organizational structure, the existing mul-
ticast key management solutions can be divided into three
categories: centralized, decentralized, and distributed.

In the centralized multicast key management scheme,
there is a group controller (GC) to manage group mem-
bers. Most existing centralized multicast key manage-
ment schemes are based on the Logic Key Hierarchy
(LKH) structure. The use of LKH facilitates user manage-
ment and reduces the calculation overhead in key update.
But as the number of users increases, the depth of LKH
will increase, and the calculation overhead in key update
will increase. Chen Jianwei et al. proposed a multicast
key management scheme using pre-distributed keys [5],
which has a large security risk and high storage overhead.
Chen Yanli et al. proposed a multicast key management
scheme based on attribute encryption to prevent collusion
attacks [6], which used combination theory to generate
secret information of group members. When a member
leaves or joins a group, the group controller will gener-
ate key update information based on attribute encryp-
tion. The centralized multicast key management scheme
has high management efficiency and low overhead, but
has the problems of poor reliability, poor scalability, and
low performance during long-term operation. The entire
correspondence between group members will be cut off
when the the group controller GC fails. Therefore, cen-
tralized multicast key management scheme is not suitable
for large-scale dynamic groups.

In a decentralized (also known as grouping) multicast
key management scheme, the entire group is divided into
multiple groups, and each group has a subgroup controller
responsible for key management within the subgroup. Se-
tia et al. proposed a method to update the group session
key regularly |17]. This method does not consider dy-
namic changes such as members leaving or joining, and
the group key is updated regularly. If an attacker obtains
one of the group session keys, all subsequent group ses-
sion keys may be compromised. The Iolus scheme [15]
proposed by Mittra divides all members into several sub-
groups, each of which is independent of each other, which
greatly reduces the cost of key updates. However, fre-
quent encryption and decryption in the communication
process will increase the computational overhead of the
system, resulting in data transmission delay. Hu Yunsong
et al. proposed a topology information-based multicast
key management scheme [10]. The scheme constructed
a logical key tree by analyzing the topology information
between nodes, and optimized the hierarchical structure
of the key tree to improve the efficiency of group session
key update. The improvement of efficiency of the group
key update also reduces energy consumption during the

update process. Tan Zhigang et al. used an intra-cluster
grouping method for group key management in the clus-
ter [20]. The elliptic curve encryption group key was used
for key updates, which can effectively ensure the secu-
rity of group key transmission and greatly reduce energy
consumption. Zhang Hui proposed a key management
scheme for large-scale multicast communication [26]. The
communication overhead of this scheme is significantly
less than that of the LKH tree-based schemes and the Io-
lus scheme, and it is more suitable for large-scale secure
multicast communication. The decentralized (also known
as grouping) multicast key management scheme has good
scalability and is suitable for dynamic groups [2}28].

There is no group controller in the distributed multi-
cast key management scheme, and group members have
the same state and status |[16]. The group session key is
generated by a temporary key randomly selected by each
group member through negotiation. Steiner et al. pro-
posed a multicast key management scheme Clique [18]
based on the Diffie-Hellman key agreement algorithm.
The scheme has good scalability, but the protocol cannot
resist man-in-the-middle attacks, replay attacks, and in-
ternal node collusion attack. Xu Jianzhen et al. proposed
a trust-based multicast key management scheme [24], in
which a trustworthiness mechanism was established on
the server node. By calculating the trustworthiness, nodes
with high trustworthiness were selected as the server node
to shorten the delay time of key update and improve the
efficiency of key update. However, when group members
leave or join frequently, the communication overhead will
increase. Vijayakumar et al. proposed a single-round
protocol that used the Chinese remainder theorem for
group session key calculation [21], and reduced the com-
putational complexity of group users to through the RSA
encryption algorithm. Hussein et al. proposed a new
scalable group distributed management method based on
elliptic curve encryption [11], which ensured that the in-
formation exchange between the layers of the Internet
of Things framework was not affected by deliberate at-
tacks. Each member uses authentication information, and
group user key negotiation takes only two rounds. The
group members of distributed multicast key management
scheme have great freedom, and all the members produce
group session keys together, which improves the reliability
of the key.

To sum up, most centralized multicast key manage-
ment schemes are implemented based on LKH, with poor
reliability and scalability. The decentralized multicast key
management scheme without group controller can solve
the problem of poor scalability and improve efficiency and
security. However, the decentralized multicast key man-
agement scheme needs to be divided into subgroups, and
the division of subgroups will inevitably affect the data
transmission path. The distributed group key manage-
ment scheme can precisely solve this problem [4}[19}22].
In this paper, combining the advantages of decentralized
and distributed multicast key management schemes, and
basing on the characteristics and requirements of exist-
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ing multicast applications, a distributed dynamic multi-
cast key management scheme based on grouped linked
list is proposed in this paper. Based on the character-
istics of decentralized key management, the group is di-
vided into several small subgroups, while distributed key
management mechanism is adopted among all subgroups
and members of subgroups to avoid this type of situation
that group session keys are distributed by the group con-
trol center. The analysis of security and efficiency shows
that our proposed scheme is suitable for large dynamic
groups with high security performance, and can provide
confidentiality, forward security, backward security, resist
replay attack and collusion attack. Meanwhile, the pro-
posed scheme improves the efficiency in agreement and
update of group session key.

2 Distributed Dynamic Multi-
cast Key Management Scheme
Based on Grouped Linked List

The symbols involved in the multicast key management
scheme and their meanings are shown in Table [I} and
the membership structure of the multicast group in the
scheme is shown in Figure The members of a multi-
cast group are composed of N subgroups, each of which
forms its own member list. The first member in the list
is also called the communication group’s member, and N
members of the communication group constitute a com-
munication group. The communication entities in the
scheme include communication group’s member; g; and
subgroup’s member ugz). Among them, communication
group’s members are also special subgroup’s members.
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Figure 2: The proposed group member structure of the

multicast key management scheme (In the picture, g1 =

1 i N
i, g =0, gy = i)

2.1 Registration Phase

Step 1: The new member provides identity information
ID; and p; to the Key Generation Center (KGC).
The new member randomly selects z; € Z and com-
putes the partial public key P; = 2;G.

Table 1: Notations

Symbol Define
n Number of subgroup’s members
N Number of communication’s groups
ugz)(l < j <n, | Group i subgroup’s member j
1<i<N)
gi(1 <i < N) | Members of group ¢ communication
group
ID; Member’s identity information
U Group membership list
55 The private key of group members
D; The public key of group members
SK; ., The old subgroup session key of group
i
SK; The current subgroup session key of
group ¢
SK! The updated subgroup session key for
group %
KGoq Old communication group session key
KG Current communication group session
key
KG' The updated communication group ses-
sion key
q Large prime numbers
zr zZr=[1,n—1]
G The base point of an elliptic curve
P A point on an elliptic curve
Tj,Y; The z-coordinate & y-coordinate values
of a point on an elliptic curve
Zj,a;5,b; Random number
[l Connection operation
@ XOR

h()

The hash function
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Step 2: KGC selects the master key s € Z) and a ran-
dom number t; € Z, then KGC computes T = t;G,
l; =h(ID; || T; || Pj), d;j = (t;+sl;) mod ¢, and sets
d; as the partial private key. Finally, KGC sends d;
to the new member through the secure channel.

Step 3: The new member sets the private key to s; =
zj + d; and the public key to p; = 5;G.

In a large-scale dynamic group, when the number of
registered members is far greater than N, KGC randomly
chooses N members as the communication group’s mem-
bers and distributes the initial key of the communication
group to them as the current communication group ses-
sion key KG. The communication group members dis-
tribute the initial key of the subgroup to the correspond-
ing subgroup’s members as the key of the current sub-
group SK;(i = 1,--- ,N). The key negotiation of com-
munication group and subgroup session keys are carried
out according to the key negotiation mechanism in the
following chapters.

When a subgroup’s member joins or leaves the group,
the communication group’s member is responsible for up-
dating the subgroup’s member list and key update; when
the communication group’s member leaves the group, the
first member in the subgroup’s member list becomes a new
communication group’s member, and the original commu-
nication group’s member obtains the subgroup’s member
list and the communication group session key.

2.2 Key Agreement Update Mechanism

Communication group’s members are responsible for gen-
erating each subgroup session key SK; through negotia-
tion, and update the subgroup session key and commu-
nication group session key based on grouping linked list
as the subgroup’s members change. Among them, the
key KG of the communication group is generated by the
members of the communication group g; through mutual
negotiation to realize the secure communication between
subgroups.

When a new member uy) joins the group, ug-l) applies
to g; for membership, g; updates the subgroup session key
of group 4, and updates the communication group session
key. The subgroup session key was changed from SK;
to SK/, and the communication group session key was
changed from KG to KG'.

As shown in Figure |3| the key update of communica-
tion group and subgroup adopts the way of linked list
update, and the members are arranged in order to form a
linked list. When a group member (communication group
member or subgroup member) needs to negotiate a group
session key (communication group session key or subgroup
session key), according to the order of the list of group’s
members, the first group member calculates the relevant
information, and then sends it to the second group mem-
ber, the second group member performs verification based
on the obtained information, calculates the relevant infor-
mation and sends it to the next group member, and so on

until the last group member, verifies the information of
the previous member, and calculates the group session
key. The last group member calculates the relevant in-
formation based on the calculated group session key and
the received information, and then sends it to the other
group members in the linked list. The other group mem-
bers calculate the group session key according to the data
sent by the last group member.

@ee,(\w@@,(\!o

(a) Communication group session key update linked list (b) Subgroup session keys update the linked list

Figure 3: Multicast key update mechanism

2.3 Communication Group Session Key
Management

When the subgroup session key SK; of subgroup 7 is up-
dated, the communication group member g; uses the cur-
rent communication group session key KG to send multi-
cast information to other communication group members
through the multicast network, and the communication
group session key is updated to KG’. In this paper, a new
member of subgroup 1 joins as an example to illustrate
the communication group session key update scheme.

As shown in Figure [4, when a new subgroup member
ugl) makes a request to join the communication group
member g7, g1 uses the subgroup session key SK; to mul-
ticast to all subgroup members, and notifies the joining
of ug-l). Then, the new subgroup session key SK7 is recal-
culated together with the newly joined group members.
Finally, the members of each communication group nego-
tiate to generate a new communication group session key
K@

Step 1: Initially, g; selects a random number b; and
generates a timestamp t;, then g calculates K; =
h(by || t1), and uses the session key SK/ to calcu-
late A1 = h(bl H SK{ H Kl), R1 = Y11 = blp,
TRy = h(KG - Ry || t1), L1 = TRy ® A1, Ly =
h(Ay || Ry || t1), then g1 sends {Li, Lo, t1, Ry, Y11}
to the next node gs.

Step 2: g;(i € {2,3, -+, N —1}) received a message sent
by a previous communication group member.

When ¢ = 2, g2 received information
{Lla L23 t1, Rla Yll};
When ¢ > 3, g; received the message

{Lai—1y-1, Lagi—1), tim1, Ri—1, Yi—y1, -+
Yii—1)ii-1)s Y(i-2)1}-

gi(i € {2,3,--- , N — 1}) chooses a random numbers
b;, then g; verifies if |t; — t;_1| < AT, where t; is
the actual received time of the message tuple from
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gi—1 and AT is the maximum transmission delay. If
it fails, the session is aborted else g; computes as
follows.

TR,
Aia

MEG - Ri—q || ti—1),
La-1y1 © TR,
h(AG_1 || Riy || tiz1).

/
2(i—1)

Then g; checks whether LIQ(i—l) = Ly(;—1) holds
correct. If it does not hold correct, the session is

aborted else g; calculates as follows. K; = h(b; || t;),
Ai = h(bl || SKZ || KZ‘),RZ‘ = biPZ

When i = 2, Y21 = ngu = bgblp; Y22 = b2P

When i > 3, Yiu = b;Y_11 = bi---
Yio = biYi—1)2 = bi---b3baP; -+ Y1) =
biY(i—1)(i-1) bibi_1b;_3---b1 P; Yy
biY(i—2y1 = bibi—o---b1 P, then g; calculates

Finally, ¢; sends {Lgi_1, Lo, ti, Ri,Yi1, -+, Yii,
Y(;—1)1} to the next node g 1.

Step 3: Upon receiving the message tuple {Lan_1)—1,
Loyn—-1), tn-1, Bn-1, Y(n—1)1, 5 Yv—n(v=1)
Yn—2)1}, gn(N > 3) selects a random number by,
gn verifies if [ty — ty—1| < AT, where ty is the ac-
tual received time of the message tuple from gy_1
and AT is the maximum transmission delay. If it
fails, the session is aborted else gy (N > 3) calcu-
lates as follows.

TRy_, = h(KG-Ry-1|tn-1),
No1 = Low-1)-1 ®TRy_4,
sv—1y = ANy | By-1 [l ty-1).

Then gy checks whether L/Q(N—l) = Ly(y—1) holds
correct. If it does not hold correct, the session is
aborted else gy calculates as follows.

Yvi = OnYv-_1)1 =bn - babi P,

Yno = bnY(n_1)2 =bn - b3b2P,
Ynivo1) = WY v-nw-1) = bnbN-1bn—3 - D1 P,

Ynn = bnY(n_2)1 =bnbn—2---01 P,

KG' = WKG-Yn1)=h(KG-by---bobi P).
Finally, gn sends Yyn, Yyv-1), -5 YN3, Y2 tO
gN—1; gN—2, "+ g2, g1, respectively.

Step 4: Upon receiving the message Yno, Yns, ---,
Ynn-1), YNN, 9i(i € {1,2,---,N — 1}) calculates
KG - b1Yn2, KG - boYN3, -+, KG - by 2YN(v—1),
KG-by_1YNn respectively, and gets the communica-
tion group session key is KG' = h(KG-by - - - baby P).

2.4 Subgroup Session Key Management

The subgroup session key management scheme realizes
the key negotiation and update among n subgroup mem-
bers within the subgroup. First, initialize the subgroup
i member list U = {ugi),ug), . ~u7(f)}, and the subgroup
member list linked list remains unchanged and is shared
by all subgroup members. When a member changes (for
example, the departure of an old subgroup member or the
addition of a new member), the list of subgroup members
also changes. Each member has a private key s;, a pub-
lic key p;, and p; = s;G. The public key is shared by
all members. When a new member applies to a commu-
nication group’s member g; to join the group, the com-
munication group’s member g; of the subgroup sends the
information to all the subgroup members over the multi-
cast network.

As shown in Figure [f] the entire subgroup session key
agreement protocol is divided into three phases: the sub-
group establishment and subgroup session key agreement
phase, the new member joining phase, and the old mem-
ber leaving phase.

2.4.1 Subgroup Establishment and Subgroup

Session Key Agreement Phase
Step 1: Initially, u@ chooses a random number a; and
generates a timestamp 77, then ugi) calculates k1 o =
s1p2, k1 2 is a point on the elliptic curve, and its coor-
dinates are (z1,2,¥1,2), ugi) calculates t1 2 = h(x1,2 @
Y1,2), By = h(ai||IDy || t12), g1 = a1 P, X11 = a1 P,
SRl = h(91 . SKZ - P H Tl), M1 = SRl (&) Bl,MQ =
h(B1l|g1||T1), then u&i)sends{Ml,Mg,Tl,gth} to
the next node gs.

Step 2: u;i)(j € {2,3,--+ ,n — 1}) received the message
sent by the previous member.

When j = 2, uéi) received information {Li, Lo,
t17R17Y11};
When j > 3, uy)
Moii—1y-1, Mag—1y, Tj-1, gj—1, XG-11, ">

XG-1G-1) XG-21}-

received information {SR;_1,

ugi)(j €{2,3,---,n—1}) chooses a random number
a;, then ug-i) verifies if |T; — Tj_1| < AT, where T;
is the actual received time of the message tuple from

()

’U,j71

and AT is the maximum transmission delay. If
it fails, the session is aborted else ul?

> computes as
follows.

SR-/]‘_l
B
My 1)

h(gj—1-SK;- P | T;_1),
Moii—1y-1 ® SR;;p
hB_qllgj—1lTj-1).

Then ug-i) checks whether Mé(jﬂ) = My(;_1) holds
correct. If it does not hold correct, the session is



International Journal of Network Security(VDOI: 1816-3548-2021-00037)

g g e 8w
A= hb || SK' || K0
Ri=Yu=hF
TRi=hKG- Rl 1)
Li=TRi& 4

La=R{Ai| Ri|| )

—ilalatnRi¥w o Goneratetn & 12

[rz=r|= AT

TR = hiKG- R 1)
Av= L@TR
L= .Irﬂ:.‘!rl || i IIn}
I L' = Lycontinwe
K2= hib:]|£2)

Ar= h(b: ] SK| K2)
Ri=b:F
¥Yu=bp¥u=bmP
¥Yu=ha!

TR: = W(KG - R2|| 12)
Li=TR:D Az
La=hidz| Ra|t2)

o lats Re¥ ¥ty y

lzow-n-v Lo penteoL Ry Yovem. . Vovemw-n Yoz Generateby & v

| £y =t 1 | AT
TR'w 1= h(KG Ry 1| tw-1)
A'wvr=Lay n 0 BTR W
Lhaw-n=h{A"w -1]| Ry -1 || tv-1)
I L' - = Laow -, continue
Aw = hibx]| SKx || Kx)
R = bl
Yo =bn¥ow -pi= bv. e P
Yor=fwYin-p=bw. b P
Fuow - =bw¥iw v - = b b - 1.0 P

Yow=bw¥in cap =badw 2. P
KOG = MKG by bobiP)

KG' = WKG by Yoy = h(KG By b P) PR £

KG'= hKG-by- 1Y ) = h(KG -by..bib Py e L0

KG'= WKG-bi¥u2)= h(KG bv. bibiP) 12

Figure 4: Communication group key agreement
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(i

aborted else u; ) calculates as follows.

kj +1) 8§D(j+1)5
£, (j+1) h(zj j+1) D Yi.G+1))s
By = h(a; || ID; || tj,(j+1))-

Whenj = 2, X21 = a2a1P; X22 = GQP.

Whenj > 37 le = an(jfl)l = aj---agalP;
Xjo = a; X(j_1)2 = aj - -adazxP; -, Xjij1) =
a; X(j-nG-1) = @j05105-3--aP; Xj; =

an(j—2)1 =a;a;_2 """ a1P.
Then u;i) computes SR; = h(g; - SK; - P || Tj),
Maj1 = SR; © Bj, Ma; = h(Bij||g,[|T;)-

Finally, uy) sends {ngfl, ng, Tj, 9j, le, te 7ij,

X(j—1)1} to the next node uglll

Step 3: Upon receiving the message tuple {Mg(n,l),l,
M1y, Tn-15 Gn-1, X@n-1)15 5 Xn-1)(n-1);
Xn—2)1} ugf) (n > 3) selects a random numbera,,,
then verifies if ¢, — t,—1| < AT, where T,, is _the
actual received time of the message tuple from u;,_;

and AT is the maximum transmission delay. If it

fails, the session is aborted else u! calculates as fol-

lows.
SR, h(gn—1-SKi - P || Tp-1),
no1 = Maygoy-1 ® SR,
-1y = B illgn-1lITn-1).
Then u!, checks whether MQ’(n_l) = My(,—1) holds

correct. If it does not hold correct, the session is
aborted else !, calculates as follows.

Xn1 anX(n—l)l =ap---aza1 P,
Xn2 = anX(n-1)2 = an - -adazP,
Xn(nfl) = anX(nfl)(nfl) = GpQp-10n-3 - a1 P,
Xnn = anX(n—Q)l = anQp—2- a1 b,
SK; = h(SK; P | Xu1)
= h(SKl - P || an-~-a2a1P).
Finally, u}, sends Xpn, Xpm-1), -5 Xn3, Xn2 to

Up_1, Up_2, -+, Uz, U1, Tespectively.

Step 4: Upon receiving the message X2, Xn3, ---,
Xntn—1)> Xnn, u;l)(j € {1,2,--- ,n — 1}) calculates
aan% aan?,, T an72Xn(n71); anlenny respec-

tively, and gets the subgroup session key is SK| =

h(SKz -P || QAp =" agalP).

2.4.2 New Member Joining Phase

1) When a new member joins a subgroup communi-
cation, according to the member’s personal infor-
mation, g; will assign the new member to the cor-
responding position of the group and update the

group’s member list U = {ugi),ug), e ,u,(f),u,(jll ,
then g; distributes the subgroup session key SK; - P

to the new members.

2) At this time, the key negotiation needs to be per-
formed again, and the steps are the same as uS—Z)
Step 1 to Step 4 of the subgroup establishment and

subgroup session key negotiation phase.

2.4.3 The Old Members Leave Phase

1) When member ug-z) leaves the group, the group mem-
ber list U = {u{” ul”, - ul” |} will be updated
again according to the position of the leaving mem-
ber, that is, the leaving member will be deleted; if
the member who has left is a communication group
member, the second member in the list becomes the
new communication group member.

2) At this time, the key agreement needs to be re-
negotiated. The steps of key agreement are the same
as Step 1 to Step 4 of the subgroup establishment
and subgroup session key negotiation phases.

3 Performance Analysis

3.1 Efficiency Analysis

The dynamic multicast scheme based on the grouped
linked list proposed in this paper combines the advantages
of decentralized and distributed multicast key manage-
ment schemes. Comparing with the LKH-based scheme,
the Iolus scheme and several key management schemes
based on elliptic curve cryptosystems, the overall effi-
ciency is higher. The comparison results are shown in
Table [2| where the parameters used in the table are as
follows:

n: The total number of members of the entire group;
N: The number of subgroup;
m: The number of members within each subgroup.

Among them, the total number of members of the en-
tire group n = The number of subgroups N x The number
of members within each subgroup m.

In this scheme, the key storage capacity of the mem-
bers of the subgroup is 1, and the key storage capac-
ity of the members of the communication group is 2. A
key negotiation is conducted in the subgroup, the num-
ber of communication rounds for each user is 1, and the
number of calculation times is 2. Compared with liter-
ature [7},[8,/23], the number of communication rounds of
users is reduced, which has a higher efficiency. Compared
with literature [9], it can adapt to the dynamic changes
of members.

Compared with the scheme based on LKH, this scheme
reduces the number of key stores in member nodes. In
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Table 2: Efficiency comparison of key management solutions

Scheme Key storage Communication Number of mem- Number Adapt to dy-
overhead ber communica- of member | namic changes
tion rounds counts in members
Server | Members of Join Leave
the node
LKH O(n) O(logn) O (logn) | O (logn) 1 2 yes
Tolus [20] O(m) O(1) 0(1) O(m) / / yes
Choi [7] / O(n) O(n) O(n) 2 3 no
Gorantla [9] / O(n) O(n) O(n) 1 2 no
Xie [23] / O(n/3) O(n) O(n) 2n/3, (n=3k,ne z) More no
Gao [8] O(n) 0(3) O(n) O(n) 2 3 yes
Ours 0(2) o(1) O(m) O(m) 1 2 yes

the Iolus scheme, because the load of decryption/re-
encryption is borne by the local group security interme-
diate node (GSI), it is easy to form a bottleneck, and in
this scheme, there is no such problem, so the efficiency is
higher.

3.2 Security Analysis
3.2.1 Formal Analysis of BAN Logic

BAN logic formal analysis method is used to prove the se-
curity of the scheme. Since communication group session
key management and subgroup session key management
have the same structure, this section takes subgroup ses-
sion key management as an example to carry out security
proof. The analysis of the subgroup session key manage-
ment scheme using BAN logic consists of the following
four steps:

1) Security objectives of the scheme

G1: u!? S MOESONC)
Puy E oy n

G2: ug) E ugi) 2Ky ugf)
G3: uy) E ugf) Eu 0 2Ky ugf)

2) Ideal model of the scheme

Msgl: ugi) — uﬁf)

. (aj)SKioz,d'P
Msg2: ug) — ugi) © (e, ag41,a5, e
a1)sk;,,,-P
Msg3: ug-i) = g ¢ (an,---,a3,a2,01,9; &
U.EZ))SKiuLd'P
Msg4: g, — U;” : (ana"' ,a3,02, 041, 7; —
ugl))SKiozd'P

3) Initialize the hypothesis

z) h(SK;-Pllan-asa1 P) u(z)

J n

;i) h(SK; Plan:-aza1 P) ug)

7(12‘) ‘E uy) h(SK;-P|lan---aza1P) ug)
(

P4: usbz) |E u(z) ‘E u 7,) h(SKfPM;.anP) ug;)

J

P1: uy) Eu
P2: ug) Eu
U

P3: ug.z) =

P5: u) = #(ar), (1 <k <n,k #j)
P6: u\) = #(a;),(1<j <n)

PT: ugl) = ugf)| = ug K

PS8: usf) = u52)| = uy) Yauin ugf)
Based on the above initial state and BAN logic rea-

soning rules, it can be proved that the scheme can
achieve the security objectives proposed above.

From Msgl, we get

Al: u < (aj)sk; .p,(L<j<m)

A2: According to P2, A2 is obtained by applying the
message meaning rule.

A2: u) E u§2)| ~ (a;)sK

iold

iota P

A3: o) E #(a;)sk,,,,-p can be obtained from P6.

Ad4: Based on A2 and A3, u)) |= u§i) = (a))sk,,,, P
can be obtained according to the random num-
ber verification rule. And then according to
Msg3, we get

SK; i
A4: i <](ana"' ,as3,a2,a1, g4 — u§'Z))SK' -P

told

A5: Then, according to P2, we get

A5: g E u§-z)| ~ (an, - ,a3,a2,a1)sK, ,,-P
A6: g; |= #(an, - ,a3,a2,a1)sK, ,,.p can be ob-
tained from P6.
AT: Based on A5 and A6, g;| = ui| =
(Qn,- - ,(lg,az,al)SKiald.p can be obtained ac-

cording to the random number verification rule.
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According to A6 and P4, SK; = h(SK;,,,.p |
ap, -+ - agaq P).
We can get
A7(G4): ul? E uy) E uéi) 5 O
A8: Based on A7 and PS8,

A8(G2): ud = ugi) 256 4 can be obtained
according to the arbitration rules.

A9: According to Msg2, we get
SK,

A9= ugi) < (an, - ,ajy1,a5, 7a17u;i) PEEiSY
ug))SK'ioLd'P'

A10: Then according to P1,
A10: ugl) |= ugf)| ~ (Qny vy i1, aj, oy

ai, ug-i) 2Ky qu))SKiDld.p can be obtained by
applying the message meaning rule.

Al11: We get
Al1l: uél) |E #(an,--~ yAj41, A5, -+, a1,
ugl) 2Ky uS))SK%Zd.p from P5.

A12: Based on A10 and A11,
A12(G3): ugi) |= ud |= ugi) 5K w®) can be
obtained according to the random number ver-
ification rule.

Based on A12 and P7, G1: u;i) |= ugi) 5Ky ug) is

obtained according to the arbitration rules.

To sum up, all protocol targets G1, G2, G3 and G4 can
be pushed down through formal analysis of BAN logic.
Therefore, the scheme can achieve secure group session
key negotiation and secure group session key establish-
ment for group members, and finally achieve secure com-
munication.

3.2.2 Security Characteristics Analysis

Security is the key element for the evaluation of multi-
cast key management scheme in multicast communica-
tion, which mainly includes confidentiality, forward secu-
rity, backward security, resistance to collusion attack and
resistance to replay attack [3,/13].

1) Confidentiality
According to Figures [3]and [] it can be seen that any
member who does not belong to the subgroup mem-
ber list cannot calculate the updated subgroup ses-
sion key SK/ and the updated communication group
session key KG’. The subgroup members calculate
the relevant values in turn according to the list and
send them to the next group member, even if the at-
tacker intercepts the information or pretends to be a
legitimate group member, because they cannot know
the current subgroup session key SK;, the current
communication group session key KG, the random
number a; of subgroup members and the random
number b; of communication group members can-
not calculate the corresponding SK, = h(SK; - P ||

ap - aga1 P), KG' = h(KG - b, ---byb1 P), which
means that the attacker can neither pretend to be
a member of the subgroup nor participate in the key
agreement process as a member of the communica-
tion group, nor calculate SK and KG’ based on the
stolen information. So this scheme can guarantee the
confidentiality of communication.

Forward safety
The member u\"’s departure process of Group i is as

J
follows:

a. Subgroup members of group 4 encrypt secure
communication according to subgroup session
key SK;, subgroup member ug-l) exits the group,

group member g; multicast the subgroup mem-

bers of group 4, and removes the members who

leave the subgroup from the member list;

b. The remaining subgroup members of Group i
will re-negotiate the key. According to the con-
fidentiality, any member not in the subgroup
member list cannot calculate the subgroup ses-
sion key SK/ and the communication group ses-
sion key KG', so the group members who have
left cannot continue to participate in the key
negotiation;

As can be seen from the above, the member who
have left cannot use the previous subgroup session
key to decode the communication content, which en-
sures the forward security of the information.

Backward Security
()

The process for member u,,; to join Group i is as

follows:

a. The key of the current communication group
is KG = h(KGyig - by -+ -bab1 P), and the key
of the current subgroup of group i is SK; =
h(SK;,,,.p || an---aza; P). When the member
ufﬁrl applies to join the i*" group, g; updates the
member list, the order of the linked list mem-
bers changes, and g; distributes SK; - P to new
members;

b. Members of the subgroup conduct key negotia-
tion again after calculation in linked list order.
The negotiation generates a new subgroup ses-
sion key SK] = h(SK; - P || ant1an - - a2a1P),
and the communication group members negoti-
ate generates a new communication group ses-
sion key KG' = h(KG - by, - - - baby P).

Based on the discrete logarithm problem of elliptic
curve cryptosystem, u,1 cannot use SK; - P to cal-
culate SK;, so the historical information before w41
joins the i" group is still confidential to 1,41, so the
new member can only obtain the key SK! of the new
subgroup after joining the group, and the previous
subgroup communication cannot be broken, which
ensures the backward security of the information.



4) Anti-accomplice Cracking

For a subgroup ¢ with n members, the left subgroup
members are not in the member list, and the private
key of the subgroup members and the generated ran-
dom number a;(1 < j < n) cannot be learned. The
calculation of the subgroup session key negotiation
involves the new Bj, while the calculation of B; in-
volves the private key of the group members and the
random number a;(1 < j < n). After each mem-
ber leaves the subgroup, the group (communication
group and subgroup) session key negotiation needs
to be redone, and the previous subgroup session key
and communication group session key are no longer
used. Even if the leaving members can share infor-
mation, the new X;,(1 < j < n,1 < k < j) and
Yii(1 <i<mn,1<j<4)cannot be calculated, so
multiple leaving group members (multiple attackers)
cannot obtain new group keys (communication group
and subgroup) through cooperation, which can resist
collusion attack.

5) Resist Replay Attacks

a. Communication group key negotiation process
Members of the communication group partici-
pate in the calculation together and obtain the
key of the communication group through nego-
tiation. Assume that the attacker intercepts the
transmitted data and participates in the negoti-
ation process of the key disguised as a legitimate
member through replay attack. The detailed
process is as follows:

i. g; randomly chooses b; and a timestamp
t;, then computes K; = h(b; || ti), A;
h(b; || SK; || K;i), Ri = biP, Yi(1 <
j <), TR, = h(KG-R; || t;), Lai—1 =
TRi D Ai, Lgi = h(A7HR1Htl), and sends
{Loi—1, Lo, ti, Ri, Yij (1 < j <4)} to giyr;

ii. g;4+1 randomly chooses b;11,then g;4; ver-
ifies if |t;41 — ti] < AT, where ;41 is the
actual received time of the message tuple
from g; and AT is the maximum transmis-
sion delay. If it fails, the session is aborted
else g;+1 computes TR, A%, L,,. Then g;41
checks whether computed L}, = Lo; hold
correct. If it does not hold correct, the ses-
sion is aborted else g; 11 calculates the com-
munication group session key KG’.

TR, = WEKG-Ri|t)
A} = Ly 1®TR;

b = h(A|Ril[t;)
KG' = h(KG biy1Yoiia)

h(KG by byb, P).

iii. The attacker replays the message {Lo;_1,
Lai, ti, Ry, Yig (1 < j < i)} to giga;
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. gi+1 randomly chooses a random number
biy, and a timestamp #;, ;. At this time,
tiy, — til < AT is not valid and the ses-
sion is aborted; if the attacker changes
the timestamp, he/she sends the message
{La2i—1, Lo, t}, R, Yij(1 < j < )} to giya,
|ti 1 —t;| < AT holds, calculates TR*, Aj*,
L/*

2i

TRy = WKG-R;|t)
A;* = Lgi_l D TRi*
5 = h(ATI|R:|L).

From the above, L} # Lg;can be known,
and the attacker can’t know K@, the ses-
sion is aborted. Therefore, the attacker
cannot participate in the process of nego-
tiating the key of the communication group
by replaying the information.

b. Subgroup session key negotiation process
Assume that the attacker intercepts the trans-
mitted data and participates in the key negoti-
ation process disguised as a legitimate member
through the replay attack. The detailed process
is as follows:

i

ii.

ii.

iv.

ugz) randomly chooses a; and a
timestamp7;, and computes k; ;1 =
$iPi+1, tiger = Wi ® i),

Bj = h(a|[ID; || tjj+1), 95 = a;P,
Xp(1 < k < j4), SR = h(g; -
SK; - P || Tj), My = SR; ® By,
My, = h(BjllglIT;), then sends
{SRj, Maj_1, M2;,Tj, g5, X, (1 < k < j)}

@

to u;iq;

ugl_?_l randomly chooses a1, then verifies if
|Tj+1 —T;| < AT, where T} is the actual
received time of the message tuple from ug.z)
and AT is the maximum transmission de-
lay. If it fails, the session is aborted else

uglll calpulatesSR;-, B;, Méj.
Then U§'21 checks whether computed Mj; =
My hold correct. If it does not hold correct,
the session is aborted else Uﬂl
the subgroup session key SK.

calculates

SR, = h(g; SK:-P|T;)

B; = Mo EBSR;

M;; = hBjllg;|IT;)

SK; = h(SK;-P | aj1Xni2)

h(SKZ - P || Qg+ * agalP).

The attacker replays the message {Ms;_1,

Ma;, Ty, g5, Xju(1 < k < j)} to U;-Z})n

(@) / ;
u; 4 randomly chooses aj ; and a times-

tamp T7,,. At this time, [T7],, —



International Journal of Network Security(VDOI: 1816-3548-2021-00037)

T;| < AT is not valid and the ses-
sion is aborted; if the attacker changes
the timestamp, and sends the message
{SRj, Maj 1, Ma;, T}, gj, Xj(1 < k < j)}
toAug-:)_l, if |T;,, — Tj| < AT holds correct,

ugi)H computes SR, B, M.

B;* = My 1@ SR;*
My; = B |lg;l|T;)-

From the above, Méj # My; can be known,
and the attacker can’t know SK;, the ses-
sion is aborted. Therefore, the attacker
cannot participate in the process of negoti-
ating the key of the subgroup by replaying
the information.

4 Conclusion

This paper proposes a dynamic multicast key manage-
ment scheme based on a grouped linked list. In the
scheme, the group is divided into several small subgroups,
so that the burden generated by the key update is shared.
The joining and exiting of group members will only affect
the subgroups where they are located, which does not af-
fect the entire multicast group, and is more suitable for
the scalability requirements of large-scale dynamic multi-
cast key management. Adopting the form of linked list,
the number of communication rounds between users is
reduced, which achieves high efficiency. Hash function
and elliptic curve cryptography are used in key negotia-
tion to improve the security of the whole scheme, which
is more likely to succeed in satisfying the current secu-
rity requirements of group communication. The proposed
scheme can guarantee the confidentiality, forward secu-
rity, backward security, and resist collusion attack and
replay attack. The distributed key management mecha-
nism is adopted between subgroups and members of sub-
groups, which reduces the storage of keys and makes it
simpler and more efficient in the key updating process.
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