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Abstract

In this paper, we shall propose an efficient multi-round anonymous auction protocol.
In the many literatures concerned, when more than one party bidding the same highest price
for merchandise, all the bidders must re-participate in the auction again. It is inefficient. In
this paper, the proposed protocol can make the auction easier. In our system, we first pick
out the bidders offering the same highest price as the winners of the first round. Then, all the
bidders need not re-participate in the auction again; only the winners of the first round have
to come back for the second round.
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1. Introduction

Due to the fast development of the Internet, more and more business
is done in the form of electronic commerce [7, 12]. Electronic transfer
of goods and information is efficient. Likewise, in this modern world,
more and more traditional auctions have been replaced by electronic
auctions. Electronic auctions are an important part of electronic commerce;
such business opportunities on line actually make bidders around the
world able to make their deals anywhere through the Internet. However,
electronic auctions suffer from some security problems such as revealing,
stealing, and altering [8]. Several properties have been defined for elec-
tronic auction as follows [3, 4, 17, 18]:

The privacy of sealed bids: The auctioneer must not know how much the
bidders offer until the auction finishes. Otherwise, the auctioneer
could possibly reveal information to bidders. Thus, the result of the
bidding will be influenced.

The anonymity of sealed bids: All of the bidders’ identities must be anony-
mous during the bidding.

Validity: Everyone will be allowed to check the source and completion of
a bid. However, nobody can submit a falsified bid to the auctioneer
even if they disguise as a legitimate bidder.

Non-repudiation: No one can repudiate his/her bid. Every bidder has a
certificate to identify his/her bid.

Fast execution: The auction should support many bidders and efficiently
find out the winner of this auction.
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Recently, a lot of studies have been published [6, 9, 10, 13]. In 1996,
Franklin and Reiter proposed a sealed-bid auction which uses a verifiable
signature sharing mechanism to prevent the single auctioneer from cheat-
ing during auction [6]. In 1998, Kudo proposed a secure electronic sealed-
bid auction protocol which uses a third party’s public key to encrypt the
bidders’ bids [10]. This protocol can effectively seal the bids.

Based on Shamir’s secret sharing scheme [16], Kikuchi et al. [9] and
Liu et al. [13] individually proposed muti-round auction protocols. The
protocols ensure that the bid values will not be revealed. However, the
protocols have the following weakness. When more than one bidder bid
the same highest price for one merchandise, namely when a tie of auction
occurs, all the bidders must reparticipate in the auction again, because the
protocols cannot detect the definite identities of the bidders who bid the
same highest price. It is inefficient.

In this paper, based on the Knapsack theory [2, 5, 11, 14], we shall pro-
pose an efficient multi-round anonymous auction protocol. The proposed
protocol can detect the definite identities of the bidders who bid the same
price. In addition, all the bidders need not re-participate in the auction
again when there is a tie; only the winners of the first round can come
back for the second round. Our proposed protocol is quite efficient.

2. Our proposed protocol

In our proposed protocol, suppose we have n bidders, m auctioneers
and a seller S in this model. Assume that at most (t− 1) auctioneers may
divulge bids.

The basic concept develops from the secure multiparty computation
of addition [1, 15]. The protocol operates as follows. First, the seller
posts k bidding prices (w1, w2, . . . , wk) to the bidders and auctioneers for
merchandise. The prices increase progressively. If a bidder decides to take
a price from w1, w2, . . . , wk , he/she sends his/her ID j value; otherwise
he/she sends 0. Then each of the bidders sends k polynomials to each
auctioneer. The auctioneers then do the secure multiparty computation
for addition and figure out the sum of the ID j values for the final price.
After that, three cases are likely to take place:

1. If there is only one bidder willing to pay the price, he/she is the
winner, and the auction comes to an end. Nobody gets to know
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the winner’s real identity except the seller. In this case, the require-
ment of anonymity is ensured.

2. If more than one bidder is willing to pay the price, the result is the
total of the bidders’ identities. It means that there is a tie. These
bidders will know that someone else has offered the same price too.

3. If nobody is willing to bid the price, the result is 0. It means none
of the prices posted by the seller is attractive enough for any of the
bidders. In this case, no information is revealed.

First, all bidders turn to the seller to register. The seller assigns
public identities to the bidders for this competition and publishes them
to the auctioneers. The bidders’ identities then go under symmetric-key
encryption with the seller’s key. Therefore, the identities are protected to
ensure the anonymity of the bidders. For example, the j-th bidder’s public
identity can be defined as follows.

ID j = b j, b j >
j−1

∑
i=1

bi , for 2 ≤ j ≤ n .

The seller maintains a secret table as follows that can help to derive
the identities of all the bidders.

Table 1
Encrypted identities of all the bidders

Code name (ID j) Encrypted identity

b1 Eds(I1)
b2 Eds(I2)
· ·

b j Eds(I j)
· ·

bn Eds(In)

On the last round auction, t auctioneers can compute the unique
winner’s public identity ID j by means of the Lagrange scheme [16] and
then sent it to the seller.

When the seller obtains the winner’s public ID j , b j , he/she can
figure out the identity of the winner by looking into the secret table and
then checking out Eds(I j). Here I j is the j-th identity, and Eds(·) is an
encryption function with the seller’s key ds .
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Our protocol is shown in detail as follows. First, the initialization
step requires that all the bidders come to the seller to register and get
the code names. The bidders are then qualified to bid in the auction. In
the polling step, the seller posts k prices for the goods to the bidders arid
auctioneers. Next, in the bidding step, all the bidders bid their own prices
for the goods. In the opening step, the system knows who the winner
is in this auction. And in declaring step, the seller is informed of the
winner’s ID.

Initialization: All the bidders first register at the seller. The seller generates
ID j for all the bidders and publishes them to the auctioneers for this

competition. ID j can be defined as ID j = b j , where b j >
j−1
∑

i=1
bi , for

2 ≤ j ≤ n.

Polling: The seller S posts k prices (w1, w2, . . . , wk) for the goods to the
bidders arid auctioneers. And the auctioneers publish an integer r
and one-way hash function g to all the bidders.

Bidding: Each bidder ID j only chooses one price wl from the k prices
(w1, w2, . . . , wk). The j-th bidder randomly picks k polynomials
from f jl(x) = sl + a1l x + a2lx2 + . . . + a(t−i)l xt−1 mod p, where
l ∈ 1, 2, . . . , k and j ∈ 1, 2, . . . , n. Then, he/she sends them to the m
auctioneers, where p is a large prime and a1, a2, . . . , at−1 are integers
ranging in [1, p− 1]. The free variable, sl , is established as follows:





sl = gr(ID j) : j-th bidder willing to bid the price wl ;

sl = 0 : otherwise,

where gr(·) denotes that the one-way hash function g is to be
computed r times.

Remark. The bidder applies hash function g to a free variable, and the
reason for that is to prevent anyone from disguising a legal bidder to bid.
He/she makes the bid by computing using one-way function g upon the
free variable r times. The auctioneers declare r = r− 1 when there is a tie,
and, in this case, the auction moves to the round.

Opening: The i-th auctioneer can collect f jl(αi) from every bidder for
each price, where αi is i’s identity, and compute Fl(αi) = f1l(αi) +
f2l(αi) + . . . + fnl(αi) for each price and then publish the result to
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the seller and the other auctioneers. When getting t or more than t
polynomials, namely Fl(αi), . . . , Fl(αt), . . . , Fl(αm), each auctioneer
can obtain the free variable sl by means of the Lagrange scheme to
solve the simultaneous equations.

Therefore, the sum of the identities of bidders T for each price can be
obtained. Checking from the highest price wk down, we can find the
first non-zero figure from the sum of identities. The winning price is
the first non-zero figure from the sum of identities. The auctioneers
get to know the identities because it is a Super Increasing sequence.
They can use the Algorithm as follows [11, 14]:

for i = n down to 1 do if

if T ≥ gr(bi) then

T = T− gr(bi)
xi = 1

else

xi = 0

if
n
∑

i=1
xigr(bi) = T then

X = (x1, x2, . . . , xn) is the solution

else

there is no solution

If xi = 1, that means the i-th bidder is a winner in this auction. If
more than one xi is equal to 1, that means there is a tie, arid only the
bidders that satisfy xi = 1 can re-participate in the next round.

Declaring: Lastly, we can find the winner according to the following
scenarios:

• If the sum of identities turns out to be only one, it represents
the bidder ID j is the winner. Then the auctioneer informs the
seller of the result. The seller can decrypt the winner’s identity
I j via Eds(I j) from his/her secret maintaining table.

• If the sum of identities turns out to be more than one, then there
is a tie in this auction. The auctioneers should find the winners
out, and declare which of the bidders are allowed to enter the
next auction round on the bulletin board. The seller resets the k
prices, w′1, w′2, . . . , w′k , where w′1 > wk .
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If no non-zero figures can be found out of the free variable, it means
that nobody has made a bid upon the prices from w1, w2, . . . , wk . The
seller must reset those k prices, w′1, w′2, . . . , w′k , where w′k < wk and
republish them for the next auction round.

3. A simple example

Initialization: Assume that there are three bidders in this auction: Bidder 1
(I1), Bidder 2 (I2), and Bidder 3 (I3). The seller gives them three
public identities ID j = b j , where j = 1, 2, 3. Then the seller
publishes them to the auctioneers and maintains a secret table as
Table 2.

Figure 2
Encrypted identities of all the bidders

ID j Encrypted identity

b1 Eds(I1)
b2 Eds(I2)
b3 Eds(I3)

Assume that there are five auctioneers, α1,α2,α3,α4 , and α5 , respec-
tively.

Polling: The seller posts 5 bidding prices for the goods, {1, 2, 3, 4, 5}, to
the bidders and auctioneers. Then, the auctioneers publish an integer
r and a one-way hash function g.

Bidding: Suppose Bidder 1 is willing to bid price 3, Bidder 2 is willing
to bid price 3, and Bidder 3 is willing to bid price 2. According to
Shamir’s threshold scheme (3, 5), in this example, only when three
auctioneers work together can the winner’s identity ID j be obtained
by using the Lagrange scheme. Our scheme works as follows:

• Bidder 1: Randomly picks 5 polynomials of degree 2 as

f11(x) = gr(b1) + a11x + a11x2 mod p,

f12(x) = gr(b1) + a12x + a12x2 mod p,

f13(x) = gr(b1) + a13x + a13x2 mod p,

f14(x) = 0 + a14x + a14x2 mod p,

f15(x) = 0 + a15x + a15x2 mod p,
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and sends them to all auctioneers i, i = 1, 2, . . . , 5.
• Bidder 2: Randomly picks 5 polynomials of degree 2 as

f21(x) = gr(b2) + a21x + a21x2 mod p,

f22(x) = gr(b2) + a22x + a22x2 mod p,

f23(x) = gr(b2) + a23x + a23x2 mod p,

f24(x) = 0 + a24x + a24x2 mod p,

f25(x) = 0 + a25x + a25x2 mod p,

and sends them to all auctioneers i, i = 1, 2, . . . , 5.
• Bidder 3: Randomly picks 5 polynomials of degree 2 as

f31(x) = gr(b3) + a31x + a31x2 mod p,

f32(x) = gr(b3) + a32x + a32x2 mod p,

f33(x) = gr(b3) + a33x + a33x2 mod p,

f34(x) = 0 + a34x + a34x2 mod p,

f35(x) = 0 + a35x + a35x2 mod p,

and sends them to all auctioneers i, i = 1, 2, . . . , 5.

Opening: The i-th auctioneer can collect f jl(αi) from every bidder for
each price, and compute Fl(αi) for each price as follows:

Auctioneer 1 Auctioneer 2 Auctioneer 3
F1(α1) F1(α2) F1(α3)

...
...

...
F5(α1) F5(α2) F5(α3)

And then the auctioneer can use Lagrange scheme to recover the free
variable sl :

F5(0) = F5(α1) + F5(α2) + F5(α3) = 0 + 0 + 0 = 0

F4(0) = F4(α1) + F4(α2) + F4(α3) = 0 + 0 + 0 = 0

F3(0) = F3(α1) + F3(α2) + F3(α3) = gr(b1) + gr(b2) + 0 = T .

Checking from the highest price w5 down, we can find the first non-
zero figure at price 3 from the sum of identities, by using the above
Algorithm for solving a Super Increasing subset problem [11, 14].

As the result, we know ID1 and ID2 tie in this auction.
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Declaring: The auction ends up a tie with two winners ID1 and ID2 .
Declare the next auction round for only ID1 and ID2 is declared
so as to find the final winner.

4. Analysis

We give performance analysis and crypt analysis in this section.

Performance analysis

We use Knapsack theory to efficiently make clear the identities of
the bidders who bid the same highest price. In the initiation step, all
the bidders must register at the seller. The seller assigns public identities

composed of b j >
n
∑

i=1
bi . In the opening step, t or more than t auctioneers

can compute the sum of the winners’ public identities by means of the
Lagrange scheme and solve it by the algorithm. The algorithm can exactly
figure out the winners’ identities.

Assume that we have n bidders and v out of these n bidders win
the first round in this auction. If a tie happens in [9, 13], then the seller will
have to ask all these n bidders to join the next round. Such a procedure can
drag on and on and become exhausting before the winner finally comes
out if he/she can.

In this paper, we have proposed a scheme more efficient than those
in [9, 13]. In our scheme, if there is a tie, only the v winners of this round
can participate in the next auction. Because we can exactly recognize the
identities of the winners of the tie, we can reduce re-bidding times and
come up with the final winner a lot more quickly.

Cryptanalysis

The bids of those who lose in the auction will not be unveiled. In
the mean time, all of the bidders are kept anonymous. Throughout the
auction, the bidders are seen as no more than public identities. The seller is
the only one who gets to know the identity of the final winner by checking
the secret table and then decrypting the encrypted identity by his/her
symmetric-key.

Our scheme is based on Shamir’s (t, n) threshold secret sharing
method [16]. The security is guaranteed except that t or more than t
auctioneers could collaborate and divulge bids, which is riot likely to
happen. Besides, the bids of the bidders who lose the auction will not be
revealed.
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5. Discussion and conclusion

As our scheme has demonstrated, it is efficient to find out the identity
of the winner by a secret table. The security of the table is maintained by
the seller with a symmetric-key cryptosystem. So, we suggest that 512-bit
strings be used in the Super Increasing sequence as the bidders’ ID j and
b j so as to reduce the probability of other bidders disguising the owner of
ID j to bid.

This paper focuses on solving the problem of multiple winners in
a tie. The problem has been mentioned in Kikuchi’s et al.’s paper [9],
and their solution is to simply allow all the bidders to join in the next
round, as if starting the auction all over again. To deal with the problem
more constructively and more efficiently, we offer a new scheme that
can identify the identities of the winners of the tie, allowing only the tie
winners to participate in the competition in the next round. This way, the
final winner can come out with much more ease.
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