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Abstract

10 In the ðt; nÞ multi-secret sharing scheme, there are n participants in the system. At

11 least t or more participants can easily pool their secrets shadows and reconstruct p
12 secrets at the same time. Chien et al. [IEICE Trans. Fundamentals E83-A (2000) 2762]

13 used (nþ p � t þ 1) public values, ð2ðnþ pÞ � tÞ � ðnþ pÞ storages, and solved (nþ
14 p � t) simultaneous equations to share p secrets. In this article, we shall propose an

15 alternative ðt; nÞ multi-secret sharing based on Shamir�s secret sharing. We shall use

16 (nþ p � t þ 1) or (nþ 1) public values, 2ðt � 1Þ or 2ðp � 1Þ storages, and employ the

17 Lagrange interpolation polynomial to share p secrets. Our scheme will have exactly the

18 same power as Chien et al.�s scheme.

19 � 2003 Elsevier Science Inc. All rights reserved.

20 Keywords: Cryptosystem; Digital signature; Secret sharing; Threshold scheme

21 1. Introduction

22 In 1979, the first ðt; nÞ threshold secret sharing schemes were proposed by

23 Shamir [12] and Blakley [1] independently. Shamir�s scheme [12] is based on the
24 Lagrange interpolating polynomial, while Blakley�s scheme [1] is based on
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25 linear projective geometry. In a ðt; nÞ threshold secret sharing scheme, at least t
26 or more participants can pool their secret shadows and easily reconstruct the
27 secret, but only t � 1 or fewer secret shadows cannot. In the information-

28 theoretic sense, Shamir�s scheme [12] is a perfect threshold scheme where

29 knowing only t � 1 or fewer secret shadows provides no more information

30 about the secret to an opponent than knowing no pieces.

31 Later, several multi-secret sharing schemes were proposed. In a multi-secret

32 sharing scheme, there are multiple secrets to be shared during one secret

33 sharing process [2]. Such a scheme is useful in several kinds of applications:

34 Sometimes it is required that several secrets be protected with the same amount
35 of data usually needed to protect one secret, and sometimes people need to

36 partition one large secret into l pieces with each piece protected by a smaller

37 amount of data than is needed to protect the entire secret.

38 In 1994, Jakson et al. [10] classified multi-secret sharing schemes into two

39 types: the one-time-use scheme and the multi-use scheme. In a one-time-use-

40 scheme, when some particular secrets have been reconstructed, the secret

41 holder must redistribute fresh shadows to every participant. On the other hand,

42 in a multi-use scheme, every participant only needs to keep one shadow. To
43 distribute shadows to every participant can be a very punctilious and costly

44 process. One common drawback shared by almost all known secret-sharing

45 schemes is that they are one-time-use schemes.

46 In 1994, He and Dawson [6] proposed a multistage secret sharing (MSS) to

47 share multiple secrets based on one-way function to solve this problem. They

48 used the public shift technique to obtain the true shadows and the successive

49 applications of a one-way function to make the secrets reconstructed stage-by-

50 stage in predetermined order. In their scheme, the secret holder publishes pn
51 public values. In order to reduce the number of public values, Harn [4] pro-

52 posed an alternative scheme which has a smaller number of public values than

53 He and Dawson�s scheme [6]. In Harn�s scheme [4], the secret holder publishes

54 pðn� tÞ public values.

55 In 1995, He and Dawson [7] proposed a dynamic multi-secret sharing

56 scheme based on two-variable one-way function. The two-variable one-way

57 function is a good method to avoid disclosing the secret shadows. In a dynamic

58 secret-sharing scheme, the secret holder has the ability to publish some infor-
59 mation about which secret he/she wants to share. All of the above schemes

60 [4,6,7] use the one-way function and the polynomials of degree (t � 1) (in [6,7])

61 or (n� 1) (in [4]) to distribute secrets. Harn [5] proposed another threshold

62 multi-secret sharing scheme which is based on the Lagrange interpolating

63 polynomial and the DSA-type digital signatures [8,9].

64 In 2000, Chien et al. [2] proposed a multi-secret scheme based on the sys-

65 tematic block codes. In their paper, they showed that Harn�s scheme [5] is not

66 suitable for general multi-secret sharing application. To get more information,
67 please refer to [2] for more details. Chien et al.�s scheme [2] has several merits:
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68 (1) it allows parallel secret reconstruction; (2) the secret holder can dynamically

69 determine the number of the distributed secrets; (3) to construct the generator
70 matrix is easy and efficient; (4) it is a multi-use scheme; (5) the computation is

71 efficient.

72 Compared with previous schemes [4,6,7], Chien et al.�s scheme [2] has fewer

73 public values. The idea that the secrets are reconstructed simultaneously is

74 beneficial to other applications of secret sharing. Although Chien et al.�s
75 scheme [2] has a smaller number of public values, it belongs to a different type

76 of secret sharing scheme. In fact, various secret sharing schemes have different

77 approaches. In some schemes, the secrets are reconstructed stage-by-stage in
78 predetermined order; in other schemes, the secret are reconstructed according

79 to the secret holder�s public information; and in still other schemes, the secrets

80 are reconstructed simultaneously. In this article, we will propose a multi-secret

81 sharing scheme based on Shamir�s secret sharing [12], and we will compare the

82 performance of our scheme only with that of Chien�s scheme [2]. Our scheme

83 has the same merits as Chien et al.�s scheme [2] and has fewer public values and

84 less storages as well as computing time.

85 This rest of this paper is organized as follows. In Section 2, we shall briefly
86 review Chien et al.�s multi-secret sharing scheme. In Section 3, we shall present

87 our ðt; nÞ multi-secret sharing scheme and make some discussions. In Section 4,

88 there will be a comparison between the performance of our scheme and that of

89 Chien et. al�s scheme. Finally, we shall present our conclusions in Section 5.

90 2. Review of Chien et al.’s scheme

91 In this section, we shall briefly review Chien et al.�s scheme [2]. We explain

92 some notations of our scheme as follows. Function f ðr; sÞ denotes any two-
93 variable one-way function that maps a secret shadow s and a value r onto a bit

94 string f ðr; sÞ of a fixed length. The two-variable one-way function has the

95 following properties [2]: (1) Given r and s, it is easy to compute f ðr; sÞ. (2)

96 Given s and f ðr; sÞ, it is hard to compute r. (3) Having no knowledge of s, it is

97 hard to compute f ðr; sÞ for any r. (4) Given s, it is hard to find two different

98 values r1 and r2 such that f ðr1; sÞ ¼ f ðr2; sÞ. (5) Given r and f ðr; sÞ, it is hard to

99 compute s. (6) Given pairs of ri and f ðri; sÞ, it is hard to compute f ðr0; sÞ for

100 r0 6¼ ri. The properties of the two-variable one-way function have been proven
101 in [5]. On the other hand, GðN ;KÞ denotes a special type of systematic block

102 code generator matrix
GðN ;KÞ ¼ I

P

� �
, where I is a K � K identity matrix and

103 P is a ðN � KÞ � K matrix ½gði�1Þðj�1Þ
 with g being a primitive element in

104 GF ð2mÞ and K < 2m. I and P can be depicted as follows:
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I ¼

1 0 � � � 0

0 1 � � � 0

..

. ..
. ..

. ..
.

0 0 0 1

2
664

3
775;

P ¼

1 1 1 � � � 1

1 g1 g2 � � � gK�1

1 g2 g4 � � � g2ðK�1Þ

..

. ..
. ..

. ..
. ..

.

1 gN�K�1 gðN�K�1Þ2 � � � gðN�K�1ÞðK�1Þ

2
666664

3
777775
:

107 Here, ðP1; P2; . . . ; PpÞ denotes p secrets to be shared among n participants.

108 Before the secret sharing, the secret holder randomly chooses n secret

109 shadows s1; s2; . . . ; sn and distributes them to every participant over a secret
110 channel. Then the secret holder performs the following steps:

111 1. Randomly choose an integer r and compute f ðr; siÞ for i ¼ 1; 2; . . . ; n.

112 2. Construct the generator matrix Gð2ðnþ pÞ � t; nþ pÞ and nþ p < 2m.

113 3. Let D ¼ ðP1; P2; . . . ; Pp; f ðr; s1Þ; f ðr; s2Þ; . . . ; f ðr; snÞÞT
be a vector and let the

114 superscript T mean vector transposition.

115 4. Compute

V ¼ G� D ¼ I
P

� �
� D

¼

1 0 0 0 � � � 0

0 1 0 0 � � � 0

..

. ..
. ..

. ..
.

� � � ..
.

0 0 0 0 � � � 1

1 1 1 1 � � � 1

1 g1 g2 g3 � � � gpþn�1

..

. ..
. ..

. ..
. ..

. ..
.

1 gpþn�t�1 gðpþn�t�1Þ2 gðpþn�t�1Þ3 � � � gðpþn�t�1Þðpþn�1Þ

2
666666666664

3
777777777775

�

P1

..

.

Pp
f ðr; s1Þ

..

.

f ðr; snÞ

2
666666664

3
777777775
:

V can be expressed as
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V ¼ ðP1; P2; . . . ; Pp; f ðr; s1Þ; f ðr; s2Þ; . . . ; f ðr; snÞ; c1; c2; . . . ; cnþp�tÞT
; ð1Þ

where

ci ¼
Xp

j¼1

gði�1Þðj�1ÞPj þ
Xnþp

j¼p

gði�1Þðj�1Þf ðr; sj�pÞ; 16 i6 p þ n� t: ð2Þ

121 5. Publish ðr; c1; c2; . . . ; cnþp�tÞ in any authenticated manner such as those in

122 [3,11] and so on.

123 If at least t participants pool their pseudo shadows f ðr; siÞ (for

124 i ¼ 1; 2; . . . ; t), then the (nþ p � t) equations in Eq. (2) will contain only
125 (nþ p � t) unknown symbols. Therefore, the secrets ðP1; P2; . . . ; PpÞ and other

126 participants� pseudo shadows f ðr; siÞ (for i ¼ t þ 1; t þ 2; . . . ; n) can be ob-

127 tained by solving (nþ p � t) simultaneous equations in Eq. (2). According to

128 the properties of the two-variable one-way function, the secret holder does not

129 need to redistribute fresh secret shadows to every participant in the next secret

130 sharing session. The secret holder only has to publish another random integer

131 r. In Chien et al.�s scheme, there are only (nþ p � t þ 1) public values required.

132 3. Our scheme

133 Our scheme notations ðf ðr; siÞ; ðP1; P2; . . . ; PpÞÞ are the same as those of

134 Chien�s scheme. The secret holder first randomly chooses n secret shadows

135 s1; s2; . . . ; sn and distributes them to every participant over a secret channel.

136 Then the secret holder randomly chooses an integer r and computes f ðr; siÞ for

137 i ¼ 1; 2; . . . ; n. The secret holder then performs the following steps differently
138 on different conditions. If p6 t, the secret holder executes the following steps:

139 1. Choose a prime q and construct ðt � 1Þth degree polynomial hðxÞ mod q,

140 where 0 < P1; P2; . . . ; Pp; a1; a2; . . . ; at�p < q as follows:

hðxÞ ¼ P1 þ P2x1 þ � � � þ Ppxp�1 þ a1xp þ a2xpþ1 þ � � � þ at�pxt�1 mod q:

142 2. Compute yi ¼ hðf ðr; siÞÞ mod q for i ¼ 1; 2; . . . ; n.

143 3. Publish ðr; y1; y2; . . . ; ynÞ in any authenticated manner such as those in [3,11]

144 and so on. The total of the public values is (nþ 1).

145 If p > t, the secret holder executes the following steps:

146 1. Choose a prime q and construct ðp � 1Þth degree polynomial hðxÞ mod q,

147 where 0 < P1; P2; . . . ; Pp < q as follows:

hðxÞ ¼ P1 þ P2x1 þ � � � þ Ppxp�1 mod q:
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149 2. Compute yi ¼ hðf ðr; siÞÞ mod q for i ¼ 1; 2; . . . ; n.

150 3. Compute hðiÞ mod q for i ¼ 1; 2; . . . ; p � t.
151 4. Publish ðr; hð1Þ; hð2Þ; . . . ; hðp � tÞ; y1; y2; . . . ; ynÞ in any authenticated manner

152 such as those in [3,11] and so on. The total of the public values is

153 (nþ p � t þ 1).

154 Here, we show how to reconstruct the secret in two separate cases.

155 Case 1. p6 t
156 At least t participants pool their pseudo shadows f ðr; siÞ (for i ¼ 1; 2; . . . ; t).
157 By using the Lagrange interpolation polynomial, with the knowledge of t pairs

158 of ðf ðr; siÞ; yiÞ, the (t � 1) degree polynomial hðxÞ mod q can be uniquely de-

159 termined as follows:

hðxÞ ¼
Xt

i¼1

yi
Yt

j¼1;j 6¼i

x� f ðr; sjÞ
f ðr; siÞ � f ðr; sjÞ

mod q

¼ P1 þ P2x1 þ � � � þ Ppxp�1 þ a1xp þ a2xpþ1 þ � � � þ at�pxt�1 mod q:

ð3Þ

Case 2. p > t
162 In addition to at least t participants pooling their pseudo shadows f ðr; siÞ
163 (for i ¼ 1; 2; . . . ; t), the secret holder publishes hðiÞ (for i ¼ 1; 2; . . . ; p � t). With

164 the knowledge of t pairs of ðf ðr; siÞ; yiÞ�s and p � t pairs of ði; hðiÞÞ�s, the (p � 1)
165 degree polynomial hðxÞ mod q can be uniquely determined by using the Lag-

166 range interpolation polynomial as follows:

hðxÞ ¼
Xt

i¼1

yi
Yt

j¼1;j 6¼i

x� f ðr; sjÞ
f ðr; siÞ � f ðr; sjÞ

þ
Xp�t

i¼1

hðiÞ
Yp�t

j¼1;j 6¼i

x� j
i� j

mod q

¼ P1 þ P2x1 þ � � � þ Ppxp�1 mod q: ð4Þ

168 Because our scheme is based on Shamir�s secret sharing, at least t or more

169 participants pooling their secret shadows will make it easy to reconstruct the

170 secrets, but only t � 1 or fewer secret shadows will not do. In the information-

171 theoretic sense, our scheme is a perfect threshold scheme in which knowing

172 only t � 1 or fewer secret shadows provides no more information about the
173 secrets to an opponent than knowing no pieces. Besides, we also use the two-

174 variable one-way function; the secret holder need not redistribute fresh secret

175 shadows to every participant for the next secret sharing session.
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176 4. Performance and storage analysis

177 Chien et al.�s scheme uses the systematic block codes to give a better per-

178 formance and requires a smaller number of public values than previous

179 schemes [4,6,7]. Here, we shall compare our method with Chien et al.�s scheme

180 in terms of the number of public values, the storages, and the computing time.

181 When the number of the secrets is smaller than the threshold value, it is

182 obvious that (nþ 1) public values, which our scheme needs, is less than

183 (nþ p � t þ 1), which Chien et al.�s scheme needs. On the other hand, we have

184 the same the number of public values as Chien et al.�s scheme. Moreover, the
185 secrets reconstructed in Chien et al.�s scheme cost (nþ p � t) simultaneous

186 equations in Eq. (2), while in our scheme, the secrets are reconstructed only by

187 using Lagrange interpolation polynomial in Eqs. (3) or (4). Using the Lagrange

188 interpolation polynomial to reconstruct polynomial is easier than solving si-

189 multaneous equations. Besides, to store an N � K matrix needs N � K storages.

190 So, to construct the generator matrix Gð2ðnþ pÞ � t; nþ pÞ in Chien et al.�s
191 scheme needs ð2ðnþ pÞ � tÞ � ðnþ pÞ storages. If we use link list to store

192 polynomials in Eqs. (3) and (4), we only need 2ðt � 1Þ and 2ðp � 1Þ separately.

193 5. Discussions and conclusions

194 It is easily to realize the multi-secret sharing by using another method which
195 chooses a larger module q. Then, the secret holder puts the secrets P1; P2; . . . ; Pp
196 together with an appropriate punctuation such as P ¼ P1kP2k � � � kPp and use

197 ordinary secret sharing scheme [12] to share the integrated secret hð0Þ ¼
198 P mod q. However, there are some drawbacks in the above method as follows.

199 If the secret holder wants to share p secrets and each secret is in length of 512

200 bits, he/she should choose a larger module q in length of p � 512 bits. The

201 computational complexity and storage of reconstructing the integrated secret P
202 will become more than that of our proposed scheme in Section 3. On the other
203 hand, the published values ðy1; y2; . . . ; ynÞ and ðhð1Þ; hð2Þ; . . . ; hðp � tÞ; y1;
204 y2; . . . ; ynÞ separately in two cases will need to more spaces. Hence, in our

205 proposed scheme, the secret holder only needs to choose a module q in length

206 of 512 bits to share p secrets.

207 In this article, we have presented a ðt; nÞ multi-secret sharing scheme based

208 on Shamir�s secret sharing. Our scheme has the same merits as Chien et al.�s
209 scheme has: (1) It allows parallel secret reconstruction. (2) The secret holder

210 can dynamically determine the number of the distributed secrets. (3) It is a
211 multi-use scheme. Furthermore, our scheme needs fewer public values and less

212 storage as well as computing time.

C.-C. Yang et al. / Appl. Math. Comput. xxx (2003) xxx–xxx 7

AMC 8019 No. of Pages 8, DTD = 4.3.1

21 April 2003 Disk used SPS, Chennai
ARTICLE IN PRESS



UNCORRECTED
PROOF

213 References

214 [1] G. Blakley, Safeguarding cryptographic keys, in: Proc. AFIPS 1979 Natl. Conf., New York,

215 1979, pp. 313–317.

216 [2] H.-Y. Chien, J.-K. Jan, Y.-M. Tseng, A practical ðt; nÞ multi-secret sharing scheme, IEICE

217 Transactions on Fundamentals E83-A (12) (2000) 2762–2765.

218 [3] T. ElGamal, A public-key cryptosystem and a signature scheme based on discrete logarithms,

219 IEEE Transactions on Information Theory IT-31 (July) (1985) 469–472.

220 [4] L. Harn, Comment: Multistage secret sharing based on one-way function, Electronics Letters

221 31 (4) (1995) 262.

222 [5] L. Harn, Efficient sharing (broadcasting) of multiple secret, IEE Proceedings––Computers and

223 Digital Techniques 142 (3) (1995) 237–240.

224 [6] J. He, E. Dawson, Multistage secret sharing based on one-way function, Electronics Letters 30

225 (19) (1994) 1591–1592.

226 [7] J. He, E. Dawson, Multisecret-sharing scheme based on one-way function, Electronics Letters

227 31 (2) (1995) 93–95.

228 [8] M.-S. Hwang, C.-C. Chang, K.-F. Hwang, An ElGamal-like cryptosystem for enciphering

229 large messages, IEEE Transactions on Knowledge and Data Engineering, in press.

230 [9] M.-S. Hwang, C.-C. Lee, Eric J.-L. Lu, Cryptanalysis of the batch verifying multiple DSA-type

231 digital signatures, Pakistan Journal of Applied Sciences 1 (3) (2001) 287–288.

232 [10] W.-A. Jackson, K.M. Martin, C.M. O�Keefe, On sharing many secrets, Asiacrypt�94 (1994)

233 42–54.

234 [11] R.L. Rivest, A. Shamir, L. Adleman, A method for obtaining digital signatures and public key

235 cryptosystems, Communications of the ACM 21 (February) (1978) 120–126.

236 [12] A. Shamir, How to share a secret, Communications of the ACM 22 (1979) 612–613.

8 C.-C. Yang et al. / Appl. Math. Comput. xxx (2003) xxx–xxx

AMC 8019 No. of Pages 8, DTD = 4.3.1

21 April 2003 Disk used SPS, Chennai
ARTICLE IN PRESS


	A (t,n) multi-secret sharing scheme
	Introduction
	Review of Chien et al.&rsquo;s scheme
	Our scheme
	Performance and storage analysis
	Discussions and conclusions
	References


