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Abstract In this paper, a new Global System of Mobile
Communications (GSM) authentication protocol is pro-
posed to improve some drawbacks of the current GSM au-
thentication protocol for roaming users including: (a) com-
munication overhead between VLR; (b) huge bandwidth
consumption between VLR and HLR; (c) storage space
overhead in VLR; (d) overloaded in HLR with authenti-
cation of mobile stations; and (e) not supporting bilateral
authentication. The main contribution of this paper is that it
does not only improve the drawbacks listed above but also
fits the needs of roaming users. In addition, the proposed
protocol does not change the existing architecture of GSM,
and the robustness of the proposed protocol is the same as
that of the original GSM, which is based on security algo-
rithms A3, A5, and A8.
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1 Introduction

Since the 1980s, the Global System of Mobile Commu-
nications (GSM) has been the most popular standard,
e.g. the standard of the Pan-European digital cellular sys-
tem [6, 26, 30], for mobile phones in the world. It has be-
come the worldwide wireless communication standard and
is used by over 1.8 billion people across more than 210
countries, since it has been offering higher digital voice
quality at a lower cost. More and more people use it to
communicate with others in almost any place at any time.
However, security is another major issue as far as wireless
communication is concerned [7, 23, 27, 29, 31, 35–37]. Two
security problems, confidentiality and subscriber identity
authentication [4, 11, 13, 20, 22], are main security issues
in mobile communications. Confidentiality means the pro-
tection of the messages from interception or any other im-
proper kind of access. Communications between the mobile
user and home subsystem can be encrypted by using a longer
shared authentication key and may not be divulged to third
parties. On the other hand, a good identity authentication
system can guarantee that no unauthorized user fraudulently
gets required services from the home system. It verifies the
claimed identity of a participant in mobile communications.
In the original design, mobile users are authenticated by us-
ing a shared-secret cryptographical system. GSM only au-
thenticates the mobile user to the network (not vice versa).
To equip the GSM system with better power of security, in
this paper, we shall focus on the development of solutions to
possible user authentication problems.

1.1 GSM network

In the GSM network, as GSM recommendation 02.09 [5]
has defined, the three subsystems involved are the mobile
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station (MS) subsystem, the base station subsystem, and the
home subsystem. The mobile station subsystem consists of
the mobile equipment (ME) and a smart card called the Sub-
scriber Identity Module (SIM). The mobile equipment is
uniquely identified by the International Mobile Equipment
Identity (IMEI). The SIM card contains the International
Mobile Subscriber Identity (IMSI) used to identify the sub-
scriber to the system, a secret key for authentication, and
other information. The SIM card may be protected against
unauthorized use by a personal identity number (PIN). The
base station subsystem consists of the Base Transceiver Sta-
tion (BTS) and the Base Station Controller (BSC). These
are the connections between the mobile stations and the Mo-
bile Switching Center (MSC). The home subsystem is com-
posed of five parts, the Mobile Switching Center (MSC),
the Home Location Register (HLR), the Visitor Location
Register (VLR), the Authentication Center (AuC), and the
Equipment Identity Register (EIR). We explain the differ-
ence between HLR and VLR as follows. The HLR is a data-
base that stores complete local customer information. It is
the main database. Your carrier puts your information on its
nearest HRL, or the one assigned to your area. That info
includes your IMEI, your directory number, and the class
of service you have. It also includes your current city and
your last known “location area” the place you last used your
mobile. The VLR contains roamer information. Once the
visited system detects your mobile, its VLR queries your
assigned HLR. The VLR makes sure you are a valid sub-
scriber, then retrieves just enough information from the now
distant HLR to manage your call. It temporarily stores your
last known location area, the power your mobile uses, spe-
cial services you subscribe to and so on. The AuC stores a
copy of the secret key kept in each subscriber’s SIM card
and generates authentication parameters for the authentica-
tion protocol on the request of HLRs. The EIR is a database
that contains a list of all the valid mobile devices on the
network, where each mobile station is identified by its In-
ternational Mobile Equipment Identity (IMEI). The mobile
stations communicate through radio links with the base sta-
tions, which are in turn connected to the MSC. The MSC
is responsible for transiting signals between radio links and
wire-lined networks. The network is illustrated in Fig. 1.

1.2 GSM security

The security of GSM is based on algorithms A3, A5,
and A8. The architecture of GSM is shown in Fig. 2
[1, 14, 26, 30]. It contains two aspects, privacy and authenti-
cation. To achieve privacy, the KC (Cipher Key) is output as
a session key between the mobile station and the home sub-
system to encrypt/decrypt the communication messages on
the safety basis of algorithm A5 against interception by an

Fig. 1 The GSM network

Fig. 2 Architecture of GSM

eavesdropper. As for authentication, the SRES (Signed RE-
Sponse) is output as a certificate to authenticate mobile sta-
tions. The SRES and KC are computed, respectively, by us-
ing Ki and RAND as inputs through algorithms A3 and A8,
where Ki is the mobile station’s secret key shared between
the mobile station and the HLR and saved in the SIM card
and HLR’s database, and RAND is a random number gener-
ated by the home subsystem.

In a GSM network, authentication is important [28] in en-
suring that the network services will not be obtained fraud-
ulently. It works through a challenge/response mechanism.
However, some drawbacks of the current GSM authentica-
tion protocol can be found as follows [21]:

(1) It lacks the capability of authenticating the home sub-
system (VLR).

(2) It increases the bandwidth consumption between VLR
and HLR.

(3) Space overheads in VLR occur.
(4) Overheads due to the authentication of the mobile sta-

tions in HLR occur.
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To fix the above drawbacks, some revised GSM authen-
tication protocols have been proposed [1, 19, 24, 25, 33].
However, the architecture of GSM has to be changed in
these protocols, and none of the protocols can fix all of the
above drawbacks at a time. Furthermore, some protocols re-
quire that some additional hardware be added to the system,
and others are changed to public-key cryptography, which
means more computational costs. Recently, Lee et al. [21]
and Chang et al. [3] proposed their separate authentication
protocols in an attempt to fix all of the above drawbacks.
The merit of their protocols is in being able to maintain the
existing architecture of GSM and keeping its simplicity and
efficiency. In 2004, Hwang et al. proposed an anonymous
channel protocol where the mobile station could request ser-
vices privately under the visit network [12]. The protocol
uses tickets, secret key cryptosystem, and public key cryp-
tosystem techniques. The architecture of the protocol is dif-
ferent from the GSM. Since the protocol uses a public key
cryptosystem, the computational cost is very high. However,
they cannot properly address the roaming users, furthermore
their protocols are not suitable for roaming users. To a mo-
bile user frequently roaming to another VLR, communica-
tion overheads occur. In 2004, Hahn et al. proposed an im-
proved GSM authentication protocol for roaming users [9].
They improved the GSM authentication protocol to reduce
the signaling load for a roaming user. The protocol exploits
the enhanced user profile containing a few VLR IDs a mo-
bile user is most likely to visit. However, the protocol cannot
solve all of the above problems and is not flexible. Once the
mobile user has changed its most likely location areas, the
user profile has to be changed accordingly. In 2006, Kumar
et al. proposed an efficient identity based mutual authenti-
cation scheme for GSM [18]. In their scheme, MS and VLR
authenticate each other and establish a session key to com-
municate securely for every communication. Their scheme
requires less bandwidth and storage. However, their scheme
has changed the architecture of GSM and is not suitable for
roaming users. In the same year, Ammayappan et al. pro-
posed an improvement to the GSM authentication protocol,
based on Elliptic Curve Cryptography (ECC) [2]. Their pro-
tocol provides mutual authentication, requires less storage,
avoids replay attack and consumes smaller network band-
width. However, the computational cost is very high, since
their protocol is based on ECC. Their protocol also has
changed the architecture of GSM and is not suitable for
roaming users. In 2008, Kalaichelvi et al. [16] proposed a
user authentication protocol for GSM which permits the use
of weak secrets (e.g., passwords or PINs) for authentication,
providing new flexibilities for GSM users. In 2009, Fanian
et al. proposed a new mutual authentication protocol for
GSM networks [8]. It can provide bilateral authentication.
However, these protocols have changed the architecture of
GSM and cannot properly address the roaming users, con-
sequently these protocols are not suitable for roaming users.

In this paper, we shall propose an efficient authentication
protocol for roaming users that can not only solve all of the
above problems but also be very suitable for roaming cases.

1.3 The requirements of our authentication protocol for
roaming users

In this subsection, we set up the five goals that our new
GSM authentication protocol for roaming users is aimed to
achieve. The goals of this paper are listed as follows and will
be discussed in detail later in Sect. 4.3.

• Roaming:
The protocol should be suitable for roaming users. It
should reduce the communication overhead.

• Reduction of bandwidth consumption:
The protocol should reduce the bandwidth consumption
between VLR and HLR.

• Reduction of storage of VLR database:
The protocol should reduce the storage overhead in VLR.

• Reduction of overload of HLR:
The protocol should reduce the overload of HLR.

• Mutual authentication:
The protocol should be able to achieve mutual authenti-
cation between MS and VLR.

The existing GSM authentication protocol fails to do the
above. The reasons will be detailed in Sect. 3.1.

1.4 Outline of this paper

The rest of this paper is organized as follows. In the next
section, we shall define the notations used throughout this
paper and review the existing GSM authentication protocol
for roaming users. In Sect. 3, we shall point out some draw-
backs of the existing GSM authentication protocol for roam-
ing users and then present our revised protocol. In Sect. 4,
we shall present the quality of service analyses including
security analysis, efficiency analysis, and goals analysis. Fi-
nally, Sect. 5 will conclude this paper.

2 A review of GSM authentication protocol for roaming
users

In this section, we shall briefly review the current GSM au-
thentication protocol for roaming users. The notations to be
used throughout this paper will be shown in Sect. 2.1, fol-
lowed by the protocol in Sect. 2.2.

2.1 Notations

The notations to be used throughout this paper are in Table 1.
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Table 1 Notations
HLR The home location register

VLR The visitor location register

AuC The authentication center

MS The mobile station (mobile user)

TMSI The temporary mobile subscriber identity

IMSI The international mobile subscriber identity

LAI The location area identity

IDV The identification of VLR

Ki The secret key shared between MS and HLR

TKi The temporary secret key calculated by HLR

T1 The timestamp generated by MS for the first time of

the authentication

Tj The timestamp generated by MS for the j th

authentication request, j > 1, j ∈ N

Ty The timestamp generated by MS for the yth

authentication request, y ∈ N

RAND The random number generated by HLR/AuC

A3, A5, A8 The three algorithms on which the security of GSM is based

A3/A5/A8(M,K) Modification of the input M with the key K through A3/A5/A8

SRES The signed result

SRESj The signed result computed for the j th

authentication, j > 1, j ∈ N

SRESy The signed result computed for the yth

authentication, y ∈ N

KC The session key between MS and VLR

CERT_VLR The certificate of the visited VLR

CERT_VLRj The certificate of the visited VLR computed for the j th

authentication, j > 1, j ∈ N

CERT_VLRy The certificate of the visited VLR computed for the yth

authentication, y ∈ N

Fig. 3 The authentication protocol of GSM

2.2 The protocol

Let’s first review the existing GSM authentication protocol
in Fig. 3. The details are described as follows.

(1) When MS enters a new visiting area and requires new
communication services, he/she sends an authentication
request to the visited VLR. The request contains the
TMSI and the LAI.

(2) After receiving the TMSI, the new VLR can use the
TMSI to get the IMSI from the old VLR. Then the new
VLR sends the IMSI to HLR.

(3) The HLR/AuC then generates n copies of the triplet au-
thentication parameters {RAND, SRES, KC} at a time
for the mobile station to use later for each call, and then
the HLR sends them to the VLR through a secure chan-
nel.

(4) After receiving these authentication parameters, the
VLR keeps them in its own database and then he/she
selects a triplet {RAND, SRES, KC} to authenticate the
mobile station for each call. Then the VLR forwards the
selected RAND to the MS.

(5) When the MS receives RAND, he/she can compute
SRES′ and KC′ and send the computed SRES′ back to
the VLR. Then the MS keeps KC′ for secret communi-
cation.

(6) Once the VLR receives SRES′ from the MS, it compares
it with the selected SRES. If they are the same, the MS
is authenticated; otherwise, the MS is not a legal user.
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Fig. 4 GSM authentication
protocol for a roaming user

As long as the MS stays in the area covered by this VLR,
the VLR can use the n copies of the triplet authentication pa-
rameters to authenticate the MS for each call until the VLR
uses up the set of parameters. Once the VLR uses up the
set, she/he just makes a request for another set of parame-
ters from HLR. When MS moves to an area covered by an-
other VLR, Fig. 4 illustrates the flow of signaling messages
generated as the roaming MS performs either the location
registration or update [9]. The details are described as fol-
lows.

Step 2-1: When the MS moves to the area covered by
VLR2, the MS sends a TMSI1 to VLR2.

Step 2-2: After receiving TMSI1, VLR2 forwards it to the
area managed by VLR1.

Step 2-3: VLR2 receives an IMSI and a few remaining au-
thentication triplets from VLR1 through a secure channel.

Step 2-4: VLR2 selects a triplet {RAND, SRES, KC} to au-
thenticate the mobile station with and then sends RAND to
the MS.

Step 2-5: MS computes a SRES and sends it back to VLR2.
Then VLR2 performs the user authentication procedure
and compares it with the selected SRES.

Step 2-6: Once the MS is authenticated by VLR2 success-
fully, VLR2 sends a location update message to HLR. HLR
will update the location of the MS.

Step 2-7: HLR returns an acknowledgement for the location
update.

Step 2-8: VLR2 assigns a TMSI2 to the MS.
Step 2-9: HLR finally transmits a TMSI1 cancellation mes-
sage to VLR1.

If the MS wants to move to the area covered by VLR3,
similar steps will be taken for proper authentication. Note
that when any visited VLR has used up the n copies of

triplet authentication parameters, he/she must turn back to
the HLR of the MS to ask for another set of authentication
parameters.

3 The proposed GSM authentication protocol for
roaming users

3.1 Drawbacks of the GSM authentication protocol for
roaming users

It is found that the above GSM authentication protocol for
roaming users has some drawbacks as follows:

1. When the MS moves to another VLR frequently, the old
VLR must repeatedly forward the remaining copies of
n authentication parameters to the new VLR, and then
communication overhead occurs.

2. Once the n copies of authentication parameters have
been used up, the VLR should turn back to the HLR
to ask for another set of authentication parameters, and
then the bandwidth consumption between VLR and HLR
rises [21, 32].

3. Each VLR must keep n copies of authentication parame-
ters in its database, and that is why space overhead in
VLR occurs.

4. To authenticate a MS, HLR must output n copies of au-
thentication parameters. VLR then uses them to authen-
ticate the MS. That is to say, it must be helped by the
HLR of the MS for each communication session, but then
overload in HLR occurs. This drawback is different from
drawback 2. Drawback 2 increases the communication
overhead between VLR and HLR. However, this draw-
back increases the computational cost in HLR. Hence,
we hope that VLR can authenticate MS for each commu-
nication session.
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5. A mutual authentication mechanism is not provided be-
tween MS and VLR. The current GSM authentication
protocol only provides a one-way authentication channel
for roaming users. It is therefore possible for an intruder
to pretend to be a legal VLR and thus to get the MS’s
credentials [17].

3.2 Our protocol

To fix the above drawbacks and to meet all the require-
ments covered in the Introduction part, an efficient authen-
tication protocol of GSM for roaming users is proposed in
this section. The proposed protocol is based on Lee et al.’s
scheme [21] and Chang et al.’s scheme [3]. Its key concept
is that the HLR of the MS gives the visited VLR authoriza-
tion to authenticate the MS without knowing the secret key
Ki of the MS. That is to say, the visited VLR only keeps
a copy of TKi to identify the MS and thus saves the space
overhead in VLR. Furthermore, the VLR does not turn back
to the HLR to require another set of authentication parame-
ters and thus the bandwidth consumption between VLR and
HLR is reduced.

Assume that an adversary is operating a device having the
functionality of a VLR. Such a device is called a false VLR
and is commercially available. Through the device, the ad-
versary can impersonate a genuine VLR and entice a legiti-
mate mobile user. To identify the legality of the visited VLR,
the HLR of the MS gives the VLR a certificate CERT_VLR
that will be authenticated by the MS. No one can pretend
to be the legal VLR to fool the MS and get the MS’s cre-
dentials. Therefore, our mechanism not only identifies the
MS but also the legality of the visited VLR. It can achieve
mutual authentication. In addition, the proposed protocol is
suitable for roaming users. When the MS moves to another
new VLR, the old VLR just forwards the TKi instead of the
remaining copies of n authentication parameters to the new
VLR, and this way the communication overhead can be re-
duced.

Our protocol consists of three phases, namely, Phase 1,
Phase 2, and Roaming Phase. Phase 1 is when the MS joins
the new VLR and asks for the first authentication. In this
phase, the HLR of the MS gives the VLR a TKi to authen-
ticate the MS without knowing the secret key Ki of the MS.
The visited VLR will use it to authenticate the MS as long as
the MS stays in the coverage of the visited VLR. In Phase 2,
when the MS stays in the coverage of this visited VLR, the
MS sends the j th authentication request to the VLR, where
j > 1 and j ∈ N . Finally, the Roaming Phase happens when
the MS moves to an area covered by another new VLR. In
other words, Phase 1 is done only once when a MS joins the
system. Then Phase 2 and the Roaming Phase are performed
every time the MS uses the system services. Now, let’s take
a closer look at these three phases.

Fig. 5 The proposed authentication protocol for the first authentica-
tion

3.2.1 Phase 1: the first authentication with the visited VLR

Firstly, we propose an efficient GSM authentication protocol
for the first-time authentication which is shown in Fig. 5.
The details are as follows:

(1) While the MS enters a new area and requires new com-
munication services, the MS sends the TMSI, LAI, and
T1 to the visited VLR.

(2) After receiving the TMSI, the new VLR can use the
TMSI to get the IMSI from the old VLR. Then the
new VLR sends the IDV , IMSI, and T1 to HLR. Note
that when there is no old VLR available, the new VLR
can directly get the IMSI from the MS. Hence, the
IMSI is revealed to the public network. A lot of anony-
mous schemes have been proposed to solve this prob-
lem. Here, our protocol including the original GSM pro-
tocol, does not discuss it.

(3) After that, the HLR checks whether the visited VLR
is legal and whether T1 is valid or not. If either of
them is not valid, the authentication process is termi-
nated; otherwise, HLR computes CERT_VLR = A3(T1,
Ki ) and TKi = A3(RAND, Ki ). Then the HLR sends
CERT_VLR, RAND, and TKi to the VLR through a se-
cure channel.

(4) After receiving these authentication parameters, the
VLR keeps TKi in its own database and then computes
SRES = A5(T1, TKi ) and stores it in its own database.
Then, the VLR sends CERT_VLR, RAND, and T1 to the
MS.

(5) When the MS receives theses messages, the MS first
checks if T1 is the same as it was before. If the result of
the check is positive, the MS computes CERT_VLR′ =
A3(T1, Ki ) and then compares it with the received
CERT_VLR. If they match, the VLR is authenticated.
The MS then computes TKi = A3(RAND, Ki ) and
SRES′ = A5(T1, TKi ), and then sends SRES′ back to the
VLR.

(6) Once the VLR receives SRES′ from the MS, it compares
it with the SRES. If they are the same, the MS is authen-
ticated; otherwise, the MS is not a legal user.
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3.2.2 Phase 2: the j th authentication between the same
VLR and MS, j > 1

As long as the MS stays in the coverage area of the same
VLR, the VLR can use the TKi to authenticate the MS for
each call. That is to say, as long as the MS stays in the
coverage of the same VLR, the VLR does not need to go
back to HLR to require another set of authentication para-
meters. The authentication process is depicted in Fig. 6 and
described as follows.

(1) When the MS requires a new communication, the MS
computes SRESj = A5(Tj , TKi ) and sends an authenti-
cation request to the VLR. The request includes TMSI,
SRESj , Tj .

(2) Upon receiving these messages from the MS, the VLR
first checks whether Tj is valid or not. If it is not
valid, the authentication is put to a stop; otherwise, the
VLR computes SRES′

j = A5(Tj , TKi ), and then com-
pares it with the received SRESj . If they do not match,
the process is terminated; otherwise, the MS is au-
thenticated and the VLR can compute CERT_VLRj =
A3(Tj , TKi ), which is then sent back to the MS along
with Tj .

Fig. 6 The proposed authentication protocol for the j th authentication

(3) Once the MS receives CERT_VLRj and Tj from the
VLR, the MS first checks if Tj is the same as it was
before. If positive, the MS computes CERT_VLR′

j =
A3(Tj , TKi ) and the MS compares it with the received
CERT_VLRj . If they are the same, the VLR is authen-
ticated; otherwise, the process is terminated.

3.2.3 Roaming phase

When MS moves to an area covered by another new VLR,
as Fig. 7 illustrates, the flow of signaling messages is gen-
erated while the roaming MS performs either the location
registration or update. The details are described as follows.

Step 2-1: While the MS moves to the area covered by
VLR2, the MS computes SRESy = A5(Ty , TKi ) and sends
a TMSI1, Ty , and SRESy to VLR2.

Step 2-2: After receiving these messages, VLR2 forwards
TMSI1 to the area managed by VLR1.

Step 2-3: VLR2 receives an IMSI and a TKi from VLR1
through a secure channel. Then VLR2 computes SRES′

y =
A5(Ty , TKi ) and compares it with the received SRESy . If
they do not match, the process is terminated; otherwise, the
MS is authenticated.

Step 2-4: VLR2 computes CERT_VLRy = A3(Ty , TKi )
and sends it along with Ty to the MS. Once the MS re-
ceives CERT_VLRy and Ty from the VLR2, the MS first
checks if Ty is the same as it was before. If positive, the
MS computes CERT_VLR′

y = A3(Ty , TKi ) and compares
it with the received CERT_VLRy . If they are the same, the
VLR is authenticated; otherwise, the process is terminated.

Step 2-5: VLR2 sends a location update message to HLR.
HLR updates the location of the MS accordingly.

Step 2-6: HLR returns an acknowledgement for the location
update.

Fig. 7 The proposed
authentication protocol for a
roaming user
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Step 2-7: VLR2 assigns a TMSI2 to the MS.
Step 2-8: HLR finally transmits a TMSI1 cancellation mes-
sage to VLR1.

If the MS moves to yet another area covered by VLR3, a
similar authentication procedure will be performed. The se-
curity of our protocol for roaming users is also based on al-
gorithms A3 and A5. In addition, the architecture of the ex-
isting GSM still remains the same. Note that the TKi should
not be used forever. A period of validity should be set, or it
should stay active only before a certain maximum number of
times of forwarding is reached. Furthermore, to reduce the
location update cost for mobile communication, pointer for-
warding [15] can be applied to our protocol. To keep track of
the whereabouts of a mobile user, the HLR must get the lo-
cation updated frequently so the traffic can move on. There-
fore, the objective of pointer forwarding is to reduce the up-
date cost. Our protocol can also reduce the location update
cost in the same way.

4 Quality of service analyses

To evaluate our proposed protocol with respect to the pro-
tocol requirements listed in the Introduction section, in this
section we shall analyze our protocol in terms of security,
efficiency and goals.

4.1 Security analysis

The proposed protocol does not change the architecture of
the existing authentication protocol of GSM. Therefore, the
robustness of the proposed protocol is the same as that of
the original GSM, which is based on security algorithms A3,
A5, and A8. As shown in Sect. 3.2.1, CERT_VLR is used to
verify the visited VLR and the SRES is used to verify the
MS, where CERT_VLR = A3(T1, Ki ) and SRES = A5(T1,
TKi ). Ki is a secret key shared between MS and HLR,
and TKi is a temporary secret key shared between MS and
VLR, where TKi = A3(RAND, Ki ). Without knowing Ki

and TKi , no one can derive these values. That is to say,
only a valid VLR can receive the certificate from the HLR,
and only a valid MS can compute SRES. Furthermore, a
timestamp T1 used to help resist the replaying attack. The
MS can check if it is the same as it was before. Even if an
attacker gets to intercept the authentication parameters, the
values cannot be used for later communications.

The CERT_VLRj is used to verify the visited VLR, and
the SRESj is used to verify the MS, where SRESj = A5(Tj ,
TKi ) and CERT_VLRj = A3(Tj , TKi ). Without knowing
the TKi , these values can not be computed. That is to say,
only a valid VLR can compute the certificate, and only a
valid MS can compute SRESj . Furthermore, the timestamp
Tj is also used to resist the replaying attack. In other words,

without the knowledge of Ki and TKi , no one can forge MS
and VLR to fool others.

An issue such as the problem that a wrong VLR may try
to cheat the HLR in order to get the TKi and CERTVLR in-
formation can be prevented by the following assumption. In
our protocol, we assume that the HLR and all VLRs are
trusted centers. This assumption is the same as other pro-
tocols. When the VLR wants to get the authenticated para-
meters, the HRL first verifies the legitimacy of the VLR, and
vice versa.

Our proposed protocol can overcome the following at-
tacks:

• Replaying attacks: As shown above, our protocol uses a
timestamp to resist the replaying attack. Since SRES is
used only once, an adversary cannot intercept it and re-
play it to the VLR. In addition, the timestamp is embed-
ded in the authenticated parameters. Without the knowl-
edge of Ki and TKi , no one can compute the replayed
messages and replay them.

• Impersonating attacks: An adversary may try to imper-
sonate one party to communicate with another party. If the
adversary tries to impersonate the MS, the adversary can-
not create the correct SRES and cannot continue the proto-
col. If the adversary tries to impersonate the VLR, the ad-
versary cannot create the correct certificate CERTVLR and
cannot continue the protocol. Hence, without the knowl-
edge of Ki and TKi , no one can impersonate MS and
VLR to fool others. In any case, the adversary is unable
to obtain an advantage by active impersonation over what
he/she could do by passive eavesdropping.

• Man-in-the-middle attacks: To resist this type of attack,
a solution to establish mutual authentication is proposed
in our protocol. In our protocol, the MS can verify the
VLR by the received CERTVLR. It can not be created un-
less the adversary knows Ki . On the other hand, the VLR
can verify the MS by the received SRES. This also can
not be created unless the adversary knows TKi . Hence,
our protocol can resist man-in-the-middle attacks. The
legal identity of that user in the middle can not be re-
placed.

In addition, it is assumed that a secure channel be-
tween VLR and HLR is ready before mobile communica-
tions [3, 21].

4.2 Efficiency analysis

The focus of our proposed protocol is on the user au-
thentication schemes rather than on session key generation.
Therefore, the protocol only needs to execute security al-
gorithms A3 and A5 for user authentication. Of course, the
protocol can involve session key generation so as to execute
security algorithm A8. The number of algorithm combina-
tions A3/A5 executed by each participant is listed in Table 2,
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Table 2 The number of algorithm combinations A3/A5 executed by
each participant in Phase 1

MS VLR HLR

A3 2 0 2

A5 1 1 0

Table 3 The number of algorithm combinations A3/A5 executed by
MS and VLR in Phase 2

MS VLR

A3 1 1

A5 1 1

Table 4 The number of algorithm combinations A3/A5 executed by
MS and VLR in the Roaming Phase

MS VLR

A3 1 1

A5 1 1

Table 3, and Table 4. It is seen that the HLR only executes
A3 twice in Phase 1. The load on HLR is very low. Our new
protocol is more efficient than the current GSM authentica-
tion protocol for roaming users because the HLR no longer
has to execute A3 at least n times. In addition, our protocol
does not generate a random number for each communica-
tion request as Lee et al.’s protocol [21]. In our protocol,
the VLR only keeps a TKi to generate his/her certificate and
MS’s signed result. The efficiency of our protocol is approx-
imately the same as that of Chang et al.’s protocol [3]. Only
two rounds of mutual authentication are needed in Phase 2
and the Roaming Phase.

4.3 Goals analysis

In this subsection, we shall demonstrate that our protocol
indeed can get rid of the drawbacks mentioned earlier in
Sect. 3.1. The goals of our protocol are as follows:

• Roaming:
The communication overhead between VLRs is increased
because the MS roams frequently. To reduce the overhead,
VLRs only forward TKi instead of n copies of the authen-
tication parameters. Thus, it is suitable for roaming users
and reduces the communication overhead.

• Reduction of bandwidth consumption:
The HLR gives the VLR a temporary secret key TKi to
authenticate MS with. As long as the MS stays in the cov-
erage area of the same VLR or roams between VLRs, the
VLR can use the TKi to authenticate MS for each call.
That is to say, the VLR does not turn back to the HLR

Table 5 Comparisons among the GSM authentication protocols

Original Our [3] [21] [1] [10] [19] [9]

RO N Y N N N N N Y

RBC N Y Y Y Y Y Y N

RSO N Y Y Y N N Y N

ROH N Y Y Y N N Y N

MA1 N Y Y Y N N N N

MA2 N Y Y N N N N N

AC – N N N Y Y N N

to require another set of authentication parameters, and
thus the bandwidth consumption between VLR and HLR
is reduced.

• Reduction of storage overhead in VLR’s database:
The VLR only keeps a copy of TKi instead of n copies of
authentication parameters, and thus the storage overhead
in VLR is reduced.

• Reduction of overload of HLR:
In the proposed protocol, the HLR just outputs a copy of
authentication parameters instead of n copies of authen-
tication parameters. That is to say, the HLR gives autho-
rization to the VLR, and then MS is authenticated by the
VLR without the assistance of the HRL. Therefore, the
overload of HLR can be reduced.

• Mutual authentication:
In fact, we assume that the HLR is a trustworthy authority
with the capability of identifying the VLR by using cryp-
tographic techniques such as digital signatures [34]. Once
the VLR can be verified, the HLR can assign a certificate,
CERT_VLR, which will be sent to MS for authenticating
the VLR. By authenticating the CERT_VLR, MS can en-
sure that the VLR is valid. When the MS stays in the cov-
erage of the same VLR or roams between VLRs, only the
valid MS and VLR can compute the signed result SRESj

and the certificate CERT_VLRj . Therefore, the proposed
protocol can achieve mutual authentication between MS
and VLR.

In Table 5, we compare the goals of our protocol with some
other efficient GSM authentication protocols. The symbols
used in Table 5 are defined as follows. RO means it is suit-
able for roaming users; RBC means it reduces the bandwidth
consumption; RSO means it reduces the storage overhead
in VLR’s database; ROH means it reduces the overload of
HLR; MA1 means it achieves mutual authentication for the
first authentication; MA2 means it achieves mutual authenti-
cation for the rest of the authentication; AC means it changes
the GSM architecture; N denotes no; Y denotes yes. It can be
easily seen that our protocol can achieve all the goals defined
in the previous section. The other protocols cannot achieve
all these goals and are not suitable for roaming users. Ac-
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cording to the comparison, our protocol is superior to the
other GSM authentication protocols.

5 Conclusions

Nowadays, 3G and 4G mobile systems are becoming more
and more dominant in the market. However, the cost for base
station construction is still very high. Many telecommunica-
tion companies still use the old standard of Pan-European
digital cellular system (GSM) or integrate the GSM sys-
tem with their 3G/4G systems. Therefore, the GSM sys-
tem is still popular and widespread because of its sim-
plicity and efficiency. Many authentication protocols have
been developed to improve the original authentication pro-
tocol of GSM, but they have not taken the roaming users
into account and mostly cannot solve the problems without
modifying the architecture of GSM. In this paper, we have
pointed out the drawbacks of the GSM authentication pro-
tocol for roaming users and presented a new authentication
protocol that can fix all the drawbacks. The proposed pro-
tocol does not only inherit the advantages of Lee et al.’s
and Chang et al.’s protocol, but also is very suitable and
efficiency-increasing for roaming users. Of course, the con-
cept of this protocol can also be applied to 3G/4G mobile
systems.
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