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Abstract. One of technologies to guarantee that only the legal users can access 

resources from the remote server is user authentication scheme. Many user au-

thentication schemes are based on the use of smart card to withstand replay at-

tack and password guessing attacks in last decades. Recently, Huang et al. pro-

posed a timestamp-based user authentication with smart card. Their scheme is 

more secure and efficient than other schemes. However, we find the security of 

their scheme is also existed. In this article, we will prove their scheme is vul-

nerable to the password guessing attack. Finally, we will propose an improved 

scheme to eliminate the security vulnerability. Furthermore, the improved 

scheme could be used in the multi-server environments. 
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1 Introduction 

One of technologies to guarantee that only the legal users can access resources 

from the remote server is user authentication scheme. There are many user authentica-

tion schemes have been proposed to authenticate the remote users [1-9]. Some of 

these schemes are based on smart card to withstand replay attack and password guess-

ing attacks in last decades [10-24]. Some of these schemes are used for multi-server 

environments [25-29]. 

Recently, Huang et al. proposed a timestamp-based user authentication with smart 

card [30]. Their scheme is an improved of Awasthi et al.’s scheme [30] which will be 

suffer impersonated attack and don’t allow changing password freely for the user. 

They claimed their scheme is more secure and efficient than other schemes. However, 

we find the security of their scheme is also existed. In this article, we will prove their 



scheme is vulnerable to the password guessing attack when the user U loses his/her 

smart card. Finally, we will propose an improved scheme to eliminate the security 

vulnerability. Furthermore, the improved scheme could be used in the multi-server 

environments. 

2 Review of Huang-Chang-Yu Scheme 

There are three participants in Huang-Chang-Yu’s user authentication scheme: a 

key information center (KIC for short), a server (S for short), and a user (U for short). 

The scheme involves four phases, namely the initialization phase, registration phase, 

the login and authentication phase, and the updated password phase [30].  

Initialization Phase: In this phase, the KIC generates e, d, n, and g. Here, n=p q, 

which p and q are two large primes; e and d are the system’s public key and private 

key, respectively. 

Registration Phase: In this phase, the KIC make a smart card for a new user (Ui). 

The smart card contains four parameters, {n, e, Si, IDi}, where  Si=(CIDi
d
 mod n) ⊕ 

f(PWi); CIDi = f(IDi ⊕ d); f() denotes a one-way function; IDi and PWi are user’s 

identity and password, respectively.  

Login and Authentication Phase: In this phase, a user (Ui) wants to login the system 

via public Internet. The user Ui does the following steps: 

1) The user Ui sends the login request parameters, M={n, e, Tc, Yi, IDi}, to the 

server S. Here, Yi = Xif(IDi, Tc) mod n; Xi=Si⊕f(PWi); Tc denotes the current 

timestamp of the client.  

2) Upon receiving the login request with M={n, e, Tc, Yi, IDi}. The server checks 

whether IDi is in a correct format or not and whether Tc is the current time 

stamp of the server with a reasonable time delay threshold or not. If it’s not 

hold, the server rejects this login request. 

3) The server computes CIDi = f(IDi ⊕ d) and verifies (Yi)
e
 =? f(IDi ⊕ d)f(IDi, Tc) 

mod n. If it holds, the server accepts the login request; otherwise, the server 

stops this procedure. 

4) The server sends M’ = {R, Ts} to the user Ui, where R=f(IDi, Ts)
d
 mod n; Ts de-

notes a timestamp of the server.  

5) Upon receiving the parameter M’, the server checks whether Ts is the current 

time stamp of the client with a reasonable time delay threshold or not. If it’s 

not hold, the server rejects this login request. 

6) The user Ui checks whether the equation R
e
 mod n =? f(IDi, Ts) or not. If it 

holds, Ui authenticates the server is a legal server. 

 

 



3 Cryptanalysis of Huang-Chang-Yu Scheme 

In this section, we will show that Huang-Chang-Yu’s user authentication scheme 

[30] cannot withstand the password guessing attack when the user Ui loses his/her 

smart card. If an attacker steals a user’s smart card, he/she could try to guess the user 

password. Next, we show that Zhuang-Chang-Wang-Zhu’s scheme cannot withstand 

the password guessing attack as follows. 

Step1. The attacker inserts the smart card to client and then inputs the user identity 

Ui and a guessing password PWi.  

Step2. The attacker monitors and intercepts between the server and client. If the 

server sends M’ = {R, Ts} to the user Ui, this means the guessing password 

is correct; otherwise the guessing password is incorrect.   

Step3. If the guessing password is incorrect, the attacker guesses the other pass-

word and repeats the Steps 1 – 2. 

In addition to the vulnerable to the password guessing attack, Huang-Chang-Yu’s 

user authentication scheme is only used in single server. 

4 The Proposed Scheme 

In order to eliminate the security vulnerability of Huang-Chang-Yu’s user authen-

tication scheme, we will propose an improved user authentication scheme for multi-

server environments in this section. Like Huang-Chang-Yu’s scheme, there are also 

three participants: KIC, a server S, and a user U; and four phases in the proposed 

scheme: initialization phase, registration phase, the login and authentication phase, 

and the updated password phase [30]. The initialization and the updated password 

phases of the improved scheme are the same as that of Huang-Chang-Yu’s scheme. 

The Registration Phase: In this phase, a new user Ui wants to join the system for 

getting the service on the server Sj. There are three steps in the registration phase. The 

registration phase is executed as follows. 

1) The user Ui sends his/her identity IDi to the server Sj (j = 1, 2, …, w). The server 

Sj computes TIDij = f(IDi ⊕ dj). Then, the server returns TIDij to the user. 

Here, TIDij denotes the user Ui’s temporary identity on the server Sj; and dj is 

the server Sj’s secret key. 

2) The user Ui sends the TIDij (j = 1, 2, …, w) to KIC. KIC make a smart card for 

the new user Ui. The smart card contains four parameters, {n, e, IDi, Kij, j = 1, 

2, …, w}, where  Kij=(TIDij)
d
  mod  n. 

3) The user Ui computes TKij = Kij  ⊕ f(PWi) and stores TKij into the smart card. 

Here, TKij denotes a token for the user Ui getting the service on the server Sj. 

Notes, the password only known by the user. KIC and the server Sj do not 

know the password. 



The Login Phase: In this phase, a user (Ui) wants to login the system via public In-

ternet. The user Ui executes the login phase as follows and illustrated in Figure 2. 

1) The user Ui inserts his/her smart card and inputs his/her IDi and password PWi to 

the smart card. The smart card checks Kij =? TKij ⊕ f(PWi). If the equation 

holds, this means the password is correct; otherwise the password is incorrect. 

The user needs to input his/her password again and repeats this step for at most 

three times. After three times fails, the smart card will be locked.  

2) The user Ui sends the login request parameters, M={n, e, Tc, Yi, IDi}, to the 

server Sj. Here, Yi = Kij
f(IDi, Tc)

 mod n; Tc denotes the current timestamp of the 

client.  

 

 
Figure 2: The login phase of the proposed scheme 

 

The Authentication Phase: Upon receiving the login request with M={n, e, Tc, Yi, 

IDi} from user Ui, the server verifies the user in this phase as follows. 

1) The server checks whether IDi is in a correct format or not and whether Tc is the 

current time stamp of the user with a reasonable time delay threshold or not. If 

it’s not hold, the server rejects this login request. 

2) The server computes TIDij = f(IDi ⊕ dj) and verifies (Yi)
e
 =? f(IDi ⊕ dj)

f(IDi, Tc)
 

mod n. If it holds, the server accepts the login request. 

3) The server sends M’ = {Zi, Sj, Ts} to the user Ui, where Zi = f(IDi ⊕ dj)
f(Sj, Ts) 

mod n; Ts denotes a timestamp of the server.  

4) Upon receiving the parameter M’, the user checks whether Ts is the current time 

stamp of the server with a reasonable time delay threshold or not. If it’s not 

hold, the user rejects this mutual authentication between the user and the serv-

er. 

5) The user Ui checks whether the equation Zi =? (TIDij)
f(Sj, Ts)

 mod n. If it holds, Ui 

authenticates the server is a legal server. 

5 Conclusion 

We have shown that there is a leak in Huang-Chang-Yu's user authentication 

scheme. Their scheme cannot withstand the password guessing attack when the user 



U loses his/her smart card. We also proposed an improved and secure user authentica-

tion scheme for multi-server environments. 
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